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(54) TRANSACTION PROCESSING METHOD AND TRANSACTION PROCESSING SYSTEM

(57) The transaction processing method for being
performedby a transaction processing system (1) includ-
ing a cash processing apparatus (20) and a server ap-
paratus (10) connected to the cashprocessingapparatus
(20) via a network, comprises steps of: by the cash
processing apparatus (20), recognizing authenticity of
cash objects received from a user; by the cash proces-
sing apparatus (20), transmitting to the server apparatus
(10) counterfeit cash objects data relating to cash objects
recognized as suspect counterfeit based on the result of
the recognition; by the server apparatus (10), transmit-
ting to the cash processing apparatus (20) a request for
requesting the counterfeit cash objects data; and by the
cash processing apparatus (20), transmitting the coun-
terfeit cash objects data to the server apparatus (10) in
response to the request.
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Description

FIELD OF THE INVENTION

[0001] The present invention relates to a transaction
processingmethodanda transactionprocessingsystem.

TECHNICAL BACKGROUND

[0002] JP 6720667 B2 (in the following also referred to
as "patent document 1") discloses a systemcomprising a
plurality of automatic teller machines (ATMs) and aman-
agement apparatus (or server) thatmanages transaction
processingat theautomatic tellermachines.According to
this system, the management apparatus that manages
the counterfeit bill blacklist sends the counterfeit bill
blacklist to the automatic teller machines. Each of the
automatic teller machines determines, based on the
counterfeit bill blacklist and the serial number of the
medium being processed, whether the medium being
processed is counterfeit or not. If it determines that a
medium is a counterfeit bill or a suspect bill (i.e. a bill that
cannot be identified as normal cash), the automatic teller
machine notifies the information identifying the medium
is to the management apparatus.
[0003] In the European financial market, according to
the regulations of the European Central Bank (ECB),
when banknotes inserted into a cash processing appa-
ratus (also called a "money handling apparatus") such as
an automatic teller machine are identified as "suspect
counterfeit euro banknotes" or "euro banknotes not
clearly authenticated", the banknotes shall be taken into
the cash processing apparatus so as not to be recircu-
lated, and the information on the banknotes must be
reported to the central bank or the like.
[0004] However, according to the conventional system
as disclosed in the patent document 1, the subject that
transmits the information on banknotes identified as
"suspect counterfeit euro banknotes" or "euro banknotes
not clearly authenticated" to the management apparatus
is the automatic teller machines. The management ap-
paratus just receives transaction information. In such a
system, if for some reasons information cannot be deliv-
ered from the automatic teller machine to the manage-
ment apparatus, there is a possibility that incorrect in-
formation is reported to the central bank or the like,
because the management apparatus does not receive
the information from the automatic teller machine even
though, at the automatic teller machine, banknotes iden-
tified as "suspect counterfeit euro banknotes" or "euro
banknotes not clearly authenticated" is found.

SUMMARY OF THE INVENTION

[0005] The present invention has the object of provid-
ing a way of acquiring the counterfeit cash objects data
more reliably from the cash processing apparatus by the
server apparatus, in the transaction processing system.

[0006] The present invention is defined by the inde-
pendent claims. Further embodiments of the present
invention are described in the dependent claims.
[0007] Aspects of the present invention, examples and
exemplary steps and their embodiments are disclosed in
the following. Different exemplary features of the inven-
tion can be combined in accordance with the invention
wherever technically expedient and feasible.
[0008] In this section, a description of the general
features of the present invention is given for example
by referring to possible embodiments of the invention.
[0009] In general, the invention reaches the aforemen-
tioned object by providing, in a first aspect, a transaction
processing method for being performed by a transaction
processing system including a cash processing appara-
tus and a server apparatus connected to the cash pro-
cessing apparatus via a network. The cash processing
apparatus is an apparatus which receives cash objects
(with respect to themeaningof "cashobjects" seesection
"Definitions" below). The cash processing apparatus
may be called an automatic teller machine (ATM) or an
automatic transaction apparatus.
[0010] The server apparatus is an apparatus that pro-
vides functions or services to the cash processing appa-
ratus via a network, for example, the Internet. The server
apparatus may be connected to a plurality of cash pro-
cessing apparatuses via the network. The transaction
processing system may be called a client-server system
which includes the cash processing apparatus as a client
and the server apparatus as a server. The cash proces-
sing apparatus may be for example configured as a thin
client. The server apparatus may be called a manage-
ment apparatus or a control apparatus.
[0011] The server apparatus includes a computer (with
respect to the meaning of "computer" see section "Defi-
nitions" below) and is for example used by a financial
institution for handling an account of the user. The finan-
cial institution is for exampleabankor credit institute. The
financial institution accepts deposits from a user on an
account of the user bymeans of the computer included in
the server apparatus. For example, the computer in-
cluded in the server apparatus is constituted to increase
or decrease the account balance of the account of the
user.
[0012] The transaction processing method according
to the first aspect is a method for being performed by a
transaction processing system including a cash proces-
sing apparatus and a server apparatus connected to the
cash processing apparatus via a network. The transac-
tion processing method is for example a computer im-
plemented method. For example, all the steps or merely
some of the steps (i.e., less than the total number of
steps) of the transaction processing method can be
executed by a computer (for example, at least one com-
puter). Such a computer may be included in a server
apparatus. Such a computer or a server apparatus may
be in a cloud or local. Such a computer or a server
apparatus is preferable operatively linked (e.g., directly,
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by LAN (local area network), WAN (wide area network),
WLAN (Wi-Fi) or by the Internet) to the cash processing
apparatus.
[0013] The cash processing apparatus is, for example,
configured to be able to receive cash objects such as
banknotes and/or coins, from a user (such as a custo-
mer). In addition, the cash processing apparatusmay be,
for example, configured to be able to dispense (or feed
out) cash objects to the user.
[0014] Cash objects are received, by the cash proces-
sing apparatus, from a user for performing a cash depos-
iting transaction. The "cash depositing transaction" is a
transaction or process to deposit the cash objects re-
ceived from the user in the cash processing apparatus.
For example, the cash depositing transaction may be
started by theuser selecting anoption indicating the cash
depositing transaction on a screen for transactions. For
example, such a screenmay be provided as aWeb page
by the server apparatus and may be displayed on a
display of a user interface of the cash processing appa-
ratus by the cash processing apparatus accessing the
Webpageprovidedby the server apparatus (with respect
to meaning of "user interface" see section "Definitions"
below).
[0015] The cash processing apparatus recognizes
authenticity of cash objects received from a user. That
is, the cashprocessing apparatus preferably determines,
preferably for each of the cash objects, whether the cash
object is a genuine cash object or a potential counterfeit
cash object (in the following also referred to as "sus-
pected cash object" or "suspect counterfeit"). Further-
more, the cash processing apparatus preferably respec-
tively determines the denomination value represented by
the respective received cash objects, in particular by
measuring physical properties of the cash objects (for
further details see section "Definition" below and in par-
ticular "measurementof cashobjects" and "determininga
denomination value of cash objects"). For example, the
cash processing apparatus then determines a sumof the
denomination values of the suspected cash objects re-
ceived for the transactionprocess from theuser basedon
the determination whether a cash object is a counterfeit
cash object or not and based on the denomination value
of the cashobject. The sumof the denomination valuesof
the suspected cash objects is referred to as "suspected
sum".
[0016] Measurement of cash objects is a technical
analysis of the cash objects (for further details see "De-
finitions" below).
[0017] For example, the cash processing apparatus
comprises a recognition unit configured to recognize the
authenticity of thecashobjects received from theuser, for
example, by optical and/or magnetic measurements of
the cash object. That is, the cash processing apparatus
is, for example, configured to determine, regarding each
of the received cash objects, the cash object to be a
potential counterfeit cash object or a genuine cash ob-
ject, by comparing the result of the measurements with

predetermined criteria. The "potential counterfeit cash
object" is a cash object being potentially of counterfeit.
The "potential counterfeit" can cover levels of counterfeit,
for example determined to be low risk up to certainly
counterfeit or high probability of counterfeit. Assignment
to levels of counterfeit risks (suspiciousness levels) can
be based on the results of a plurality of comparisons with
reference data.
[0018] In view of the above, the transaction processing
methodcomprises stepsdescribedbelow.Thesequence
in which the steps are described in the following does not
represent an obligatory sequence for performing those
steps. However, if a particular step uses data provided by
another step, then the particular step is performed before
theanother step. The steps describe in particular steps of
operating the above-described transaction processing
system. The server apparatus is in particular used for
data exchange with, in particular control of the cash
processing apparatus.
[0019] The transaction processing method comprises
the step of, by the cash processing, apparatus, recogniz-
ing authenticity of cash objects received fromauser (with
respect to meaning of "cash objects" see section "Defini-
tions" below). The "recognizing authenticity of cash ob-
jects" is for example performed by the measurement of
cash objects by a recognition unit of the cash processing
apparatus (with respect to meaning of "measurement of
cash objects" see section "Definitions" below). For ex-
ample, by the recognizing authenticity of cash objects,
each of the cash objects is recognized for example as a
genuine cash object or a potential counterfeit cash object
(i.e. "suspect counterfeit").
[0020] Moreover, the transaction processing method
comprises the step of, by the cash processing apparatus,
transmitting to the server apparatus counterfeit cash
objects data relating to cash objects recognized as sus-
pect counterfeit based on the result of the recognition.
[0021] The counterfeit cash objects data are data de-
scribing (or represents, in particular indicates) informa-
tion on the cash objects recognized as suspect counter-
feit. For example, such information may include a serial
number of the cash objects recognized as suspect coun-
terfeit and may include image data of the cash objects
recognized as suspect counterfeit. For example, the
counterfeit cash objects data may include data describ-
ing the result of the measurement of cash objects recog-
nized as suspect counterfeit. Optionally, the counterfeit
cash objects data may include data identifying the cash
depositing transaction (for example, transaction ID).
[0022] For example, when suspect counterfeit is de-
tected by the cash processing apparatus, the counterfeit
cash objects data are transmitted (or sent out) by the
cash processing apparatus to the server apparatus. In
this regard, there is a possibility of a problem in commu-
nication between the cash processing apparatus and the
server apparatus via the network (for example, network
trouble) and that due the problem the counterfeit cash
objects data cannot reach the server apparatus or cannot

5

10

15

20

25

30

35

40

45

50

55



4

5 EP 4 492 351 A1 6

be received by the server apparatus.
[0023] Further, the transaction processing method
comprises the step of, by the server apparatus, transmit-
ting to the cash processing apparatus a request for re-
questing the counterfeit cash objects data. That is, the
server apparatus instructs the cash processing appara-
tus to transmit the counterfeit cash objects data to the
server apparatus. For example, the step of transmitting
the request for requesting the counterfeit cash objects
data is performed by the server apparatus after receiving
deposit amount data from the cashprocessing apparatus
and before the end of the cash depositing transaction.
[0024] Furthermore, the transaction processing meth-
od comprises the step of, by the cash processing appa-
ratus, transmitting the counterfeit cashobjects data to the
server apparatus in response to the request. That is,
when receiving from the server apparatus the request
for requesting the counterfeit cash objects data, the cash
processing apparatus transmitting the counterfeit cash
objects data to the server apparatus according to the
request.
[0025] It should be noted that according to the transac-
tion processing method of the first aspect, in addition to
the transmitting by the cash processing apparatus to the
server apparatus the counterfeit cash objects data when
suspect counterfeit is detected by the cash processing
apparatus for example, a request for requesting the
counterfeit cash objects data is transmitted by the server
apparatus to the cash processing apparatus, and in
response to the request the counterfeit cash objects data
are transmitted by the cash processing apparatus to the
server apparatus.
[0026] Thus, for example, even if for some reasons the
counterfeit cash objects data transmitted by the cash
processing apparatus when suspect counterfeit is de-
tected cannot be received by the server apparatus, the
server apparatus can acquire (or obtain) the counterfeit
cash objects data transmitted by the cash processing
apparatus in response to the request transmitted by the
server apparatus during the depositing transaction.
[0027] Therefore, according to the transaction proces-
sing method of the first aspect, the counterfeit cash
objects data can be acquired more reliably from the cash
processing apparatus by the server apparatus. Thus,
based on the acquired counterfeit cash objects data,
criteria for recognizing authenticity of cash objects can
be updated by the server apparatus, and the updated
criteria can be transmitted from the server apparatus to
other cash processing apparatuses. As a result, it is
possible to improve the accuracy of recognizing authen-
ticity of cash objects by the other cash processing appa-
ratuses.
[0028] In an example of the method according to the
first aspect, deposit instruction data are transmitted by
the server apparatus to the cash processing apparatus to
instruct to perform a cash depositing transaction. The
deposit instruction data are data describing instructions
to perform a cash depositing transaction for a user. For

example, the deposit instruction data may include data
describing an amount to be deposited from the user
and/or data identifying the cash depositing transaction
(for example, transaction ID).
[0029] In this example, the cash processing apparatus
receives the deposit instruction data transmitted from the
server apparatus. For example, when receiving the de-
posit instruction data, the cash processing apparatus
performs processes for the cash depositing transaction
for the user according to the deposit instruction data,
such as processes of receiving cash objects from a user,
calculating a deposit amount of the received cash ob-
jects.
[0030] In this example, the cash processing apparatus
recognizes authenticity and denomination of cash ob-
jects received from the user for performing the cash
depositing transaction. That is, the cash processing ap-
paratusdetermines, for eachof the cashobjects received
from the user, whether the cash object is a genuine cash
object or a potential counterfeit cash object (i.e. "suspect
counterfeit"). Furthermore, the cash processing appara-
tus respectively determines the denomination value re-
presented by the respective received cash objects, in
particular by measuring physical properties of the cash
objects (for further details see section "Definition" below
and in particular "measurement of cash objects" and
"determining a denomination value of cash objects").
[0031] In this example, the cash processing apparatus
calculates a deposit amount for the received cash ob-
jects, based on the result of the recognition (with respect
to the meaning of "deposit amount", see section "Defini-
tion" below and in particular "cash depositing transac-
tion").
[0032] In this example, the cash processing apparatus
transmits deposit amount data describing the calculated
deposit amount to the server apparatus. For example,
when the server apparatus receives the deposit amount
data from the cash processing apparatus, the server
apparatus performs a process of increasing the account
balance of a user in accordance with the deposit amount
data received from the cash processing apparatus (op-
tionally minus amount to be subtracted for the service of
performing the cash depositing transaction).
[0033] In this example, the cash processing apparatus
transmits the counterfeit cash objects data to the server
apparatus if at least one of the received cash objects is
recognized as the suspect counterfeit. That is, when
suspect counterfeit is detected by the cash processing
apparatus, the counterfeit cash objects data are trans-
mitted (or sent out) by the cash processing apparatus to
the server apparatus. In this regard, there is a possibility
of a problem in communication between the cashproces-
sing apparatus and the server apparatus via the network
and that due the problem the counterfeit cash objects
data cannot reach the server apparatus or cannot be
received by the server apparatus.
[0034] In an example of the method according to the
first aspect, the server apparatus receives the counterfeit
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cash objects data transmitted from the cash processing
apparatus in response to the request, and then transmits
an end-of-transaction command data to the cash proces-
sing apparatus to command to end the cash depositing
transaction. That is, when receiving from the cash pro-
cessing apparatus the counterfeit cash objects data as a
response to the request, the server apparatus transmits
an end-of-transaction command data to the cash proces-
sing apparatus to command (or instruct) to end the cash
depositing transaction.
[0035] In this example, the cash processing apparatus
receives the end-of-transaction command data trans-
mitted from the server apparatus, and then transmits a
reply-data in reply to the received end-of-transaction
command data to the server apparatus. That is, when
receiving the end-of-transaction command data trans-
mitted from the server apparatus, the cash processing
apparatus transmits a reply-data in reply to the received
end-of-transaction command data to the server appara-
tus.
[0036] In this example, the server apparatus receives
the reply-data transmitted from the cash processing ap-
paratus.For example,when receiving the reply-data from
the cash processing apparatus, the server apparatus
ends the cash depositing transaction.
[0037] It should be noted that according to this exam-
ple, the counterfeit cash objects data are transmitted to
the server apparatus before the end of the cash deposit-
ing transaction (in otherwords, after the server apparatus
receives the counterfeit cash objects data transmitted
from the cash processing apparatus in response to the
request, the cash depositing transaction is ended).
[0038] In the above example, the server apparatus
may transition a screen for transactions of an application
running on the server apparatus to a standby state, when
receiving the reply-data transmitted from the cash pro-
cessing apparatus. For example, when receiving the
reply-data transmitted from the cash processing appa-
ratus, the server apparatus ends the cash depositing
transaction and transitions the screen for transactions
of the application to a standby state indicating that a
(new) cash depositing transaction is available for a user.
For example, the application running on the server ap-
paratus may be a Web application.
[0039] In an example of the method according to the
first aspect, the counterfeit cash objects data includes
data relating to the cashobjects recognizedasnot clearly
authenticated in the step of recognizing authenticity of
the cash objects. For example, the cash object recog-
nized as "not clearly authenticated" in the step of recog-
nizing authenticity of the cash objects is a cash object for
which it could not be determined whether the cash object
is a genuine cash object or a potential counterfeit cash
object (i.e. "suspect counterfeit") or for which it could not
be clearly determined that the cash object is a genuine
cash object, by the recognition of the authenticity by the
cash processing apparatus. The data relating to the cash
objects recognized as not clearly authenticated may

include a serial number and/or image data of the cash
object recognized as "not clearly authenticated".
[0040] In an example of the method according to the
first aspect, the counterfeit cash objects data includes a
serial number of the cash objects recognized as suspect
counterfeit. For example, the serial number is a combi-
nation of numbers and/or alphabets and is printed on
each of the cash objects for distinguishing the cash
objects each other. The counterfeit cash objects data
may additionally include a denomination of the cash
objects recognized as suspect counterfeit.
[0041] In an example of the method according to the
first aspect, the counterfeit cash objects data includes
image data of the cash objects recognized as suspect
counterfeit. For example, the image data of cash objects
are data relating the image of the surface of the cash
object, which can be obtained by the measurement of
cash object in the step of recognizing authenticity of cash
objects received fromauser (with respect to themeaning
of "measurement of cash object" see section "Defini-
tions" below).
[0042] In an example of the method according to the
first aspect, the transaction processing system includes
another cash processing apparatus connected to the
server apparatus via the network, the method further
comprising a step of transmitting, by the server appara-
tus, updated criteria of recognizing authenticity of the
cash objects, based on the counterfeit cash objects data,
to the another cash processing apparatus. That is, the
server apparatus transmits updated criteria of recogniz-
ingauthenticity of thecashobjects, basedon the counter-
feit cash objects data, to the another cash processing
apparatus. For example, the criteria of recognizing
authenticity of the cash objectsmay include a list of serial
numbers of the cash objects to be recognized as suspect
counterfeit and may be updated by adding in such a list
the serial number included in the counterfeit cash objects
data.
[0043] In a second aspect, the invention is directed to a
transaction processing system including a cash proces-
sing apparatus and a server apparatus connected to the
cash processing apparatus via a network.
[0044] The cash processing apparatus comprises a
recognition unit configured to recognize authenticity of
cash objects received from a user, and a control unit
configured to transmit to the server apparatus counterfeit
cash objects data relating to the cash objects recognized
as suspect counterfeit based on the result of the recogni-
tion.
[0045] The server apparatus comprises a request unit
to transmit to the cashprocessingapparatusa request for
requesting the counterfeit cash objects data.
[0046] The control unit of the cash processing appa-
ratus is configured to transmit the counterfeit cash ob-
jects data to the server apparatus in response to the
request.
[0047] Optionally, a printer can be provided to the
server apparatus and/or the cash processing apparatus

5

10

15

20

25

30

35

40

45

50

55



6

9 EP 4 492 351 A1 10

and is preferably configured to print a report on which
information is printed. For example, when cash objects
determined, in particular recognized as "suspect coun-
terfeit" and/or "not clearly authenticated" are detected by
the cash processing apparatus (in particular, the recog-
nition unit), information about such cash objects is pre-
ferably printed on the report.
[0048] According to the transaction processing system
of the second aspect, the counterfeit cash objects data
can be acquired more reliably from the cash processing
apparatus by the server apparatus. Thus, based on the
acquired counterfeit cash objects data, criteria for recog-
nizing authenticity of cash objects can be updated by the
server apparatus, and the updated criteria can be trans-
mitted from the server apparatus to other cash proces-
sing apparatuses. As a result, it is possible to improve the
accuracy of recognizing authenticity of cash objects by
the other cash processing apparatuses.

Definitions:

"cash objects"

[0049] The term "cash objects" covers genuine cash
objects which are legal tender and counterfeit cash ob-
jects which represent counterfeit money and have an
outer appearance similar to legal tender. The cash ob-
jects are for example banknotes (bills) and/or coins. In
particular, the cash objects are physical, in particular
tangibleobjectshavingaparticulargeometry (sizeand/or
shape). In particular, the genuine cash objects are con-
stituted to be used as means for payment and the coun-
terfeit cash objects are constituted to appear to be usable
as means for payment. Counterfeit cash objects have in
particular the same geometry as their genuine counter-
part. In particular each cash object respectively repre-
sents a specific denomination value. In the present ap-
plication, "cash objects" are in particular the cash objects
received from a user by the cash processing apparatus
during the cash depositing transaction process.

"measurement of cash objects"

[0050] The measurement of cash objects can in parti-
cular comprise at least one of the following, capturing the
image of the surface of the cash object, measuring of
color values (e.g., Lab, or RGB or grey values) of parts of
the surface of the cash object, recognizing patterns in the
captured image, detecting the geometry (size and/or
shape) of the cash objects, detecting infrared properties
of the cash objects, or detecting magnetic properties of
the cash objects.
[0051] The measurement is preferably performed by
analytical devices, in particular sensors and/or signal
(e.g. electromagnetic) emission devices, like light emis-
sion devices (e.g. lasers, lamps,..) and electromagnets,
radio sources, and covers, for example, measurements
of physical properties of the cash objects, optical and/or

electrical and/or magnetical and/or mechanical mea-
surements of the cash objects and comparison of the
acquired measurement values with reference data,
based on the comparison, the cash objects are deter-
mined to be potential counterfeit cash objects (i.e., the
cash objects are recognized as "suspect counterfeit").
[0052] The cash objects have characteristic physical
properties which are particular for a specific denomina-
tion value and/or for being agenuine or a counterfeit cash
object. The identification of one or more characteristic
physical properties by means of the aforementioned
measurement allows to identify the denomination value
and/orwhether the cashobject is a genuine or counterfeit
cash object.
[0053] For example, the cash processing apparatus
comprises a recognition unit configured to recognize the
authenticity and/or denomination of the cash objects
received from the user, for example, by measuring phy-
sical properties of the cash objects as mentioned above,
that is for example by means of optical and/or magnetic
measurements of the cash object.

"determining a denomination value of cash objects"

[0054] The stepof determining thedenomination value
of cash objects comprises in particular a step of mea-
surement of the cash objects as described above. The
cash objects have characteristic physical properties
which are particular for a specific denomination value.
The identification of one or more characteristic physical
properties by means of the aforementioned measure-
ment allows to identify the denomination value.

"computer"

[0055] A computer for example comprises at least one
processor and for example at least one memory in order
to (technically) process the data, for example electroni-
cally and/or optically. The processor being for example
made of a substance or composition which is a semi-
conductor, for example at least partly n‑ and/or p-doped
semiconductor, for example at least one of II‑, III‑, IV‑, V‑,
VI-semiconductor material, for example (doped) silicon
and/or gallium arsenide. The calculating or determining
steps described are for example performed by a compu-
ter. Determining steps or calculating steps are for exam-
ple steps of determining data within the framework of the
technical method, for example within the framework of a
program. A computer is for example any kind of data
processing device, for example electronic data proces-
sing device. A computer can be a device which is gen-
erally thought of as such, for example desktop PCs,
notebooks, netbooks, smart phones etc., but can also
be any programmable apparatus, such as for example a
mobile phone or an embedded processor. A computer
can for example comprise a system (network) of "sub-
computers", wherein each sub-computer represents a
computer in its own right. The term "computer" includes a
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cloud computer, for example a cloud server. The term
computer includes a server resource. The term "cloud
computer" includes a cloud computer system which for
example comprises a system of at least one cloud com-
puter and for example a plurality of operatively intercon-
nected cloud computers such as a server farm. Such a
cloud computer is preferably connected to a wide area
network such as theworld wide web (WWW) and located
in a so-called cloud of computerswhich are all connected
to the world wide web. Such an infrastructure is used for
"cloud computing", which describes computation, soft-
ware, data access and storage services which do not
require the end user to know the physical location and/or
configuration of the computer delivering a specific ser-
vice. For example, the term "cloud" is used in this respect
as a metaphor for the Internet (world wide web). For
example, the cloud provides computing infrastructure
as a service (IaaS). The cloud computer can function
as a virtual host for an operating system and/or data
processing application which is used to execute the
method of the invention. A computer for example com-
prises interfaces in order to receive or output data and/or
perform an analogue-to-digital conversion. The data are
for example data which represent physical properties
and/or which are generated from technical signals. The
technical signals are for example generated bymeans of
(technical) detection devices (such as for example de-
vices for detecting marker devices) and/or (technical)
analytical devices (such as for example devices for per-
forming (medical) imaging methods), wherein the tech-
nical signals are for example electrical or optical signals.
The technical signals for example represent the data
received or outputted by the computer. The computer
is preferably operatively coupled to a display device
which allows information outputted by the computer to
be displayed, for example to a user. One example of a
display device is a virtual reality device or an augmented
reality device (also referred to as virtual reality glasses or
augmented reality glasses) which can be used as "gog-
gles" for navigating. An augmented reality device or a
virtual reality device canbeusedboth to input information
into the computer by user interaction and to display
information outputted by the computer. Another example
of adisplaydevicewouldbeastandardcomputermonitor
comprising for example a liquid crystal display opera-
tively coupled to the computer for receiving display con-
trol data from the computer for generating signals used to
display image information content on the display device.
The monitor may also be the monitor of a portable, for
example handheld, device such as a smart phone or
personal digital assistant or digital media player.

"cash depositing transaction"

[0056] A cash depositing transaction is a process
which covers receiving of cash objects, calculating a
deposit amount for the received cash objects by calculat-
ing the sum of denomination values of the received cash

objects, and transmitting data describing the calculated
deposit amount to the server apparatus by the cash
processing apparatus. Preferably, there is a separate
calculating of the received suspected sum and the trust-
worthy sum, and the trustworthy sum is calculated as the
deposit amount. Preferably, the cash depositing transac-
tion also comprises the step of storing the received cash
objects by the cash processing apparatus and the step of
registering the deposit amount, in particular in associa-
tion with user identifying data by the server apparatus.
Preferably, the cash depositing transaction also com-
prises the step of, by the server apparatus, increasing
the account balance of a user in accordance with the
deposit amount received from the cash processing ap-
paratus (optionallyminus amount to be subtracted for the
service of performing the cash depositing transaction).

"trustworthy cash objects", "trustworthy sum"

[0057] The "trustworthy cash objects" are those of the
received cash objects determined to be genuine cash
objects by the cash processing apparatus. The "trust-
worthy sum" is the sum of denomination values of the
trustworthy cash objects. The sum of denomination va-
lues of the trustworthy cash objects is zero if no trust-
worthy cash objects have been received.

"user interface"

[0058] A user interface is preferably constituted to
generate and/or receive audio and/or video and/or haptic
signals for receiving data from giving information to the
user and/or for receiving data (in particular the user
identifying data) from the user. A user can in particular
be prompted to input data by the user interface. A user
interface can be for example a scanner, screen, touch-
screen, keyboard, mouse etc., microphone with speech
recognition, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

[0059] In the following, the invention is described with
reference to the appended figures which give back-
ground explanations and represent specific embodi-
ments of the invention. The scope of the invention is
however not limited to the specific features disclosed
in the context of the figures.

Fig. 1 is a schematic diagram of the transaction
processing system according to an embodiment.
Fig. 2 is a schematic diagram showing overall struc-
ture of the transaction processing system according
to the embodiment.
Fig. 3 is a sequence diagram showing the flow of
processes performed by the cash processing appa-
ratus according to the embodiment.
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DESCRIPTION OF EMBODIMENTS

[0060] Fig. 1 is a schematic diagram of a transaction
processing system 1 according to an embodiment. Fig. 2
is a schematic diagram showing overall structure of the
transaction processing system 1.
[0061] As shown in Figs. 1 and 2, the transaction
processing system 1 includes a plurality of cash proces-
sing apparatuses 20 (20‑1, 20‑2, ..., 20-n; n: natural
number) and a server apparatus 10 connected to the
cash processing apparatus via a network 90 (for exam-
ple, the Internet). The transaction processing system 1 is
constituted as a client-server system which includes the
cash processing apparatuses 20 as clients and the ser-
ver apparatus 10 as a server.
[0062] As shown in Fig. 1, the cash processing appa-
ratus 20 is configured to process banknotes and coins
and comprises a depositing unit 210 for feeding bank-
notesandcoins andadispensingunit 220 for discharging
banknotes and coins. The banknotes and coins are ex-
amples of the "cash objects" in the present invention.
[0063] In Fig. 1, the cash processing apparatus 20 and
the server apparatus 10 are communicably connected
with each other.
[0064] The server apparatus 10 is configured to pro-
vide functions or services to the cash processing appa-
ratus 20 via the network 90.
[0065] The server apparatus 10 includes a computer
on which aWeb application is running, and is configured
to provide functions or services to the cash processing
apparatus 20 by the Web application.
[0066] The server apparatus 10 is used by a bank for
handling an account of the user. The bank accepts de-
posits from a user on an account of the user by means of
the computer included in the server apparatus 10. For
example, the computer included in the server apparatus
is constituted to increase or decrease the account bal-
ance of the account of the user.
[0067] The server apparatus 10 comprises a commu-
nication unit 120 configured to transmit/receive data
to/from an external device, a display unit 130 comprising
a liquid crystal display for displaying various information
and an operation unit 140 for inputting various informa-
tion. Moreover, the server apparatus 10 comprises a
control unit 110 configured to control these structural
components and the cash processing apparatus 20.
[0068] In Fig. 1, the cash processing apparatus 20
comprises the depositing unit 210, the dispensing unit
220, a transport unit 230, a recognition unit 240, a sus-
pected cash storing unit 260, a storing unit 270 and a
collecting cassette 271. Moreover, the cash processing
apparatus 2 comprises a control unit 290 configured to
control these structural components, amemory 280 con-
figured to store therein various computer programs and
data, and a communication unit 295 configured to trans-
mit/receive data to/from an external device.
[0069] The control unit 290 is configured to commu-
nicate with the cash processing apparatus 20 via the

communication unit 295 by using a VPN (Virtual Private
Network) and to control the above structural components
based on instructions/control data from the server appa-
ratus.
[0070] Furthermore, thecashprocessingapparatus20
comprises a user information input unit 250 configured to
function as an input unit for inputting information indicat-
ing the identity of the user (customer), such as a driver’s
license number, a social security number, and a user
number (customer number) used to manage users (cus-
tomers) in the bank. The user information input unit 250
comprises a user interface (see "Definitions"), for exam-
ple a touch screen-type liquid crystal display installed
facing the user. The user information input unit 250
functions also as an operation unit for selecting a trans-
action to be processed (for example, depositing transac-
tion) and for example for selecting approval or non-ap-
proval when requesting approval to the user. For exam-
ple, theuser information input unit 250maybeconfigured
as a tablet computer or a terminal communicably con-
nectable with the server apparatus.
[0071] The user information input unit 250 is config-
ured to communicatewith the server apparatus 10 via the
network 90 (for example, the Internet). For example, the
user information input unit 250 is configured to access a
Web page provided by the Web application running on
the server apparatus 10 and to display on the display
thereof a screen provided as a Web page by the server
apparatus 10.
[0072] The dispensing unit 220 discharges the cash
objects, which were fed from the storing unit 270, to the
outside of the apparatus. The transport unit 230 trans-
ports the cash objects on a transport path in the appa-
ratus. When performing the cash deposit process, the
storing unit 270 stores the deposited cash objects therein
by denomination. Preferably, only cash objects deter-
mined as genuine by a recognition unit 240 are stored
in the storing unit 270. When performing the cash dis-
pensing process, the storing unit 270 feeds out the stored
cash objects one by one to the transport path. The
collecting cassette 271 stores therein the cash objects
that could not be stored in the storing unit 270, and the
like. When performing the cash dispensing process to
dispense the cash objects, the storing unit 270 feeds the
cash objects to the transport path, the transport unit 230
transports the fedcashobjects to thedispensingunit 220,
and the dispensing unit 220 discharges the cash objects
to the outside of the apparatus.
[0073] The depositing unit 210 feeds the cash objects,
which are received by the cash processing apparatus for
the cash depositing transaction, one by one to the trans-
port path inside the apparatus. The transport unit 230
transports the cash objects fed to the transport path.
[0074] During processes for the cash depositing trans-
action, the received cash objects fed by the depositing
unit 210 to the transport path inside the apparatus are
transported to the recognition unit 240.
[0075] The recognition unit 240 is configured to recog-
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nize the denomination, the authenticity, the fitness, the
version, the amount, or the like of the cash objects being
transported. The recognition unit 240 is preferably con-
figured to perform measurements of physical properties
of the cash objects, like optical and/or magnetic mea-
surements of (each of) the cash objects and preferably to
determine, regarding each of the received cash objects,
the cash object to be a potential counterfeit cash object
(i.e. "suspect counterfeit") or a genuine cash object, for
example by comparing the result of the measurements
with predetermined criteria. The recognition unit 240 is
configured to recognize the cash object as "not clearly
authenticated", for example when it could not be deter-
minedwhether thecashobject is agenuinecashobject or
a potential counterfeit cash object (i.e. "suspect counter-
feit") or for which it could not be clearly determined that
the cash object is a genuine cash object. That is, for
example, the recognition unit 240 is configured to classi-
fy, based on the comparison between the result of the
measurements and the predetermined criteria, the re-
ceived cash objects, into categories, for example, a
genuine cash object category "genuine", a potential
counterfeit cash object category "suspect counterfeit"
and a cash object not clearly authenticated category
"not clearly authenticated".
[0076] In the followingexplanation, acashobject that is
determined, in particular recognized by the recognition
unit 240 as genuine is described as a "trustworthy cash
object", a cash object that is determined, in particular
recognized by the recognition unit 240 as potential coun-
terfeit (i.e. suspect counterfeit) is described as a "sus-
pected cash object". The suspected cash object is eval-
uated by a certain institution, such as the central bank, on
a later date. In this evaluation, the suspected cash object
may be evaluated as genuine or counterfeit.
[0077] The control unit 290 is configured to calculate a
deposit amount for the received cash objects, based on
the result of the recognition.
[0078] Based on the recognition result obtained by the
recognition unit 240, the transport unit 230 transports the
cash object to one of the dispensing unit 220, the sus-
pected cash storing unit 260, the storing unit 270 and the
collecting cassette 271. Specifically, the recognition unit
240 considers a cash object as a reject cash object when
the denomination and the like of the cash object cannot
be recognized. The reject cash object is discharged from
the dispensing unit 220 and the reject cash object is
returned to the user. Preferably, a reject cash object is
considered to belong not to the received cash objects.
Among the cash objects whose denomination and the
like could be recognized by the recognition unit 240,
those of the trustworthy cash objects which can be re-
used for the cash dispensing process are transported to
the storing unit 270 and stored therein by denomination.
Those of the trustworthy cash objects which could not be
stored in the storing unit 270 because the storing unit 270
is full (full state) are stored in the collecting cassette 271.
Those (unfit cash objects) of the trustworthy cash objects

which is not suitable for the dispensing process because
it is damaged or dirty, are also stored in the collecting
cassette 271. Among the cash objects whose denomina-
tion and the like could be recognized by the recognition
unit 240, the suspected cash objects are transported to
the suspected cash storing unit 260.
[0079] The suspected cash storing unit 260 is config-
ured to store therein the suspected cash objects (i.e. the
cash objects recognized by the recognition unit 240 as
"suspect counterfeit") and the cash objects recognized
by the recognition unit 240 as "not clearly authenticated".
[0080] The control unit 290 is configured to transmit to
the server apparatus counterfeit cash objects data relat-
ing to the cash objects recognized as suspect counterfeit
based on the result of the recognition by the recognition
unit 240.
[0081] The counterfeit cash objects data includes a
serial number of the cash objects recognized as suspect
counterfeit. The counterfeit cash objects data may ad-
ditionally include image data of the cash objects recog-
nized as "suspect counterfeit". Furthermore, the counter-
feit cash objects data may include data relating to the
cash objects recognized as "not clearly authenticated" in
the recognition by the recognition unit 240. That is, the
counterfeit cash objects data may include a serial num-
ber of the cash objects recognized as "not clearly authen-
ticated", and the counterfeit cash objects data may ad-
ditionally include image data of the cash objects recog-
nized as "not clearly authenticated".
[0082] In the present embodiment, the control unit 110
of the server apparatus 10 is configured to transmit to the
cash processing apparatus 20 a request for requesting
the counterfeit cash objects data. The control unit 110 is
an example of the "request unit" of the present invention.
Moreover, the control unit 290 of the cash processing
apparatus 20 is configured to transmit the counterfeit
cash objects data to the server apparatus in response
to the request,when receiving the request from theserver
apparatus 10 via the communication unit 295.
[0083] Moreover, the control unit 110 of the server
apparatus 10 is configured to transmit updated criteria
of recognizing authenticity of the cash objects, based on
the counterfeit cash objects data, to the other cash pro-
cessing apparatuses 20.
[0084] A printer 30 can be provided to the server ap-
paratus 10 and is preferably configured to print a report
on which information is printed. When cash objects de-
termined, in particular recognized as "suspect counter-
feit" and/or "not clearly authenticated"aredetectedby the
cash processing apparatus 2, information about such
cash objects is preferably printed on the report.
[0085] Instead of or in addition to the printer 30, a
printer can be provided to the cash processing apparatus
2 so that the above-mentioned information canbeprinted
on the report.
[0086] With reference to Fig. 3, the transaction proces-
sing method according to the first embodiment is ex-
plained. Fig. 3 is a sequence diagram showing the flow
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of processes (in particular, processes regarding a cash
depositing transaction) performed by the cash proces-
sing apparatus according to the first embodiment.
[0087] In Fig. 3, when the cash processing apparatus
20 is in a standby state, a standby screen is displayed on
the display of the user information input unit 250 (step
S10). The standby screen is provided by the Web appli-
cation running on the server apparatus 10 to the user
information input unit 250.
[0088] When a user touches the standby screen dis-
played on the display of the user information input unit
250, the user information input unit 250 send a corre-
sponding signal to inform the touch to the server appa-
ratus 10 (step S12).
[0089] When theserver apparatus 10 is informedof the
touch, the server apparatus 10 transitions (or changes) a
screen for transactions from the standby screen to a
transaction type screen (or a transaction menu screen)
showing available transactions, for example, a cash de-
positing transaction, a cash dispensing transaction and
the like, and thereby the transaction type screen is dis-
played on the display of the user information input unit
250 (step S14).
[0090] When the user selects a cash depositing trans-
action by touching a portion of the transaction type
screen, which corresponds to the cash depositing trans-
action, the user information input unit 250 send a corre-
sponding signal to inform that the cash depositing trans-
action is selected, to the server apparatus 10 (step S 16).
[0091] When the server apparatus 10 is informed that
the cash depositing transaction is selected (step S16),
the server apparatus10 transitions (or changes) a screen
for transactions from the transaction type screen to a
transaction screen (or an instruction screen) showing
instructions for the selected transaction (i.e. the cash
depositing transaction), and thereby the transaction
screen (or the instruction screen) is displayed on the
display of the user information input unit 250 (step S18).
[0092] In addition, when the server apparatus 10 is
informed that the cash depositing transaction is selected
(step S16), the server apparatus 10 transmits deposit
instruction data to the cash processing apparatus 20 to
instruct to perform a cash depositing transaction (step
S20). The deposit instruction data are data describing
instructions to performacashdepositing transaction for a
user. For example, the deposit instruction data may in-
cludedata identifying the cashdepositing transaction (for
example, transaction ID).
[0093] The cash processing apparatus 20 receives the
deposit instruction data transmitted from the server ap-
paratus 10 (step S20). When receiving the deposit in-
struction data, the cash processing apparatus starts to
perform the cash depositing transaction for the user
according to the deposit instruction data, and becomes
in a state of waiting for insertion of cash objects from the
user (step S22).
[0094] When cash objects are inserted by the user into
the depositing unit 210 of the cash processing apparatus

20 which is in the state of waiting for insertion of cash
objects from the user (step S24), the cash processing
apparatus 20 performs the recognition of authenticity of
the inserted cash objects (i.e. the cash objects received
from theuser) and the calculationof deposit amount (step
S26). That is, the cash processing apparatus 20 recog-
nizes, by the recognition unit 240, the denomination, the
authenticity, the fitness, the version, the amount, or the
like of the cash objects received from the user, and
calculates, by the control unit 290, a deposit amount
for the received cash objects, based on the result of
the recognition (step S26).
[0095] Then, the cash processing apparatus 20 trans-
mits deposit amount data describing the calculated de-
posit amount to the server apparatus 10 (step S28).
[0096] Together with or separately from transmitting
the deposit amount data, the cash processing apparatus
20 transmits the counterfeit cash objects data to the
server apparatus 10 if at least one of the received cash
objects is recognized as "suspect counterfeit" or "not
clearly authenticated" (step S30). That is, when cash
objects recognized as "suspect counterfeit" or "not
clearly authenticated" are detected by the cash proces-
sing apparatus 20, the cash processing apparatus 20
transmits the counterfeit cash objects data relating to the
cash objects recognized as "suspect counterfeit" and/or
"not clearly authenticated" to the server apparatus 10
(step S30).
[0097] Regarding the step of transmitting the counter-
feit cash objects data (step 30), there is a possibility of a
problem in communication between the cash processing
apparatus20and theserverapparatus10via thenetwork
90 and that due the problem the counterfeit cash objects
data cannot reach the server apparatus 10 or cannot be
received by the server apparatus 10.
[0098] In the present embodiment, after receiving the
deposit amount from the cash processing apparatus 20
(step S28), the server apparatus 10 transmits to the cash
processing apparatus 20 a request for requesting the
counterfeit cash objects data (step S32).
[0099] When receiving from the server apparatus 10
the request for requesting the counterfeit cash objects
data (stepS32), the cash processing apparatus 20 trans-
mits the counterfeit cash objects data to the server ap-
paratus 10 in response to the request (step S34).
[0100] When receiving from the cash processing ap-
paratus 20 the counterfeit cash objects data as a re-
sponse to the request (step S34), the server apparatus
10 transmits an end-of-transaction command data to the
cash processing apparatus 20 to command (or instruct)
to end processes for the cash depositing transaction
(step S36).
[0101] When receiving the end-of-transaction com-
mand data transmitted from the server apparatus 10
(step S36), the cash processing apparatus 20 transmits
a reply-data in reply to the received end-of-transaction
command data to the server apparatus 10 (step S38).
[0102] When receiving the reply-data from the cash
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processing apparatus 20, the server apparatus 10 ends
the cash depositing transaction.
[0103] It should be noted that according to the present
embodiment, the counterfeit cash objects data are trans-
mitted to the server apparatus 10 before the end of the
cash depositing transaction. In other words, after the
serverapparatus10 receives thecounterfeit cashobjects
data transmitted from the cash processing apparatus 20
in response to the request (stepS34), thecashdepositing
transaction is ended.
[0104] When ending the cash depositing transaction,
the server apparatus 10 transitions the screen for trans-
actions of the Web application running on the server
apparatus 10 to a standby state indicating that a (new)
cashdepositing transaction isavailable for auser.That is,
at the time of ending the cash depositing transaction, the
server apparatus 10 transitions (or changes) a screen for
transactions from the transaction screen, to the standby
screen which indicates that a (new) cash depositing
transaction is available for a user, and thereby the stand-
by screen is displayed on the display of the user informa-
tion input unit 250 (step S40).
[0105] It should be noted that according to the present
embodiment, in addition to the transmitting by the cash
processing apparatus 20 to the server apparatus 10 the
counterfeit cash objects data (step S30), a request for
requesting the counterfeit cash objects data is trans-
mitted by the server apparatus 10 to the cash processing
apparatus 20 (step S32), and in response to the request
the counterfeit cash objects data are transmitted by the
cash processing apparatus 20 to the server apparatus 10
(step S34).
[0106] Thus, for example, even if for some reasons the
counterfeit cash objects data transmitted by the cash
processing apparatus 20 (step S30) cannot be received
by the server apparatus 10, the server apparatus 10 can
acquire the counterfeit cash objects data transmitted by
the cash processing apparatus 20 in response to the
request transmitted by the server apparatus 10 (step
S32) during the cash depositing transaction (step S34).
[0107] Therefore, according to the present embodi-
ment, the counterfeit cash objects data can be acquired
more reliably from the cash processing apparatus 20 by
the server apparatus 10. Thus, based on the acquired
counterfeit cash objects data, criteria for recognizing
authenticity of cash objects can be updated by the server
apparatus10, and theupdatedcriteria canbe transmitted
from the server apparatus 10 to other cash processing
apparatuses 20. As a result, it is possible to improve the
accuracy of recognizing authenticity of cash objects by
the other cash processing apparatuses 20.

Claims

1. A transaction processing method for being per-
formed by a transaction processing system (1) in-
cluding a cash processing apparatus (20) and a

server apparatus (10) connected to the cash proces-
sing apparatus (20) via a network, comprising steps
of:

by the cash processing apparatus (20), recog-
nizing authenticity of cash objects received from
a user;
by the cash processing apparatus (20), trans-
mitting to the server apparatus (10) counterfeit
cash objects data relating to cash objects re-
cognized as suspect counterfeit based on the
result of the recognition;
by the server apparatus (10), transmitting to the
cash processing apparatus (20) a request for
requesting the counterfeit cash objects data;
and
by the cash processing apparatus (20), trans-
mitting the counterfeit cash objects data to the
server apparatus (10) in response to the re-
quest.

2. Themethod according to claim 1, further comprising
steps of:

by the server apparatus (10), transmitting de-
posit instruction data to the cash processing
apparatus (20) to instruct to perform a cash
depositing transaction;
by the cash processing apparatus (20), receiv-
ing the deposit instruction data transmitted from
the server apparatus (10);
by the cash processing apparatus (20), recog-
nizing authenticity and denomination of cash
objects received from the user for performing
the cash depositing transaction;
by the cash processing apparatus (20), calcu-
lating a deposit amount for the received cash
objects, based on the result of the recognition;
by the cash processing apparatus (20), trans-
mitting deposit amount data describing the cal-
culated deposit amount to the server apparatus
(10);
by the cash processing apparatus (20), trans-
mitting the counterfeit cash objects data to the
server apparatus (10) if at least one of the re-
ceived cash objects is recognized as the sus-
pect counterfeit.

3. Themethod according to claim 2, further comprising
steps of:

by theserverapparatus (10), receiving thecoun-
terfeit cash objects data transmitted from the
cash processing apparatus (20) in response to
the request, and then transmitting an end-of-
transaction command data to the cash proces-
sing apparatus (20) to command to end the cash
depositing transaction;
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by the cash processing apparatus (20), receiv-
ing the end-of-transaction command data trans-
mitted from the server apparatus (10), and then
transmitting a reply-data in reply to the received
end-of-transaction command data to the server
apparatus (10); and
by theserverapparatus (10), receiving the reply-
data transmitted from the cash processing ap-
paratus (20).

4. Themethod according to claim 3, further comprising
steps of:
by the server apparatus (10), transitioning a screen
for transactions of an application running on the
server apparatus (10) to a standby state, when re-
ceiving the reply-data transmitted from the cash
processing apparatus (20).

5. The method according to any one of the preceding
claims, wherein
the counterfeit cash objects data includes data relat-
ing to the cash objects recognized as not clearly
authenticated in the step of recognizing authenticity
of the cash objects.

6. The method according to any one of the preceding
claims, wherein
the counterfeit cash objects data includes a serial
number of the cash objects recognized as suspect
counterfeit.

7. The method according to any one of the preceding
claims, wherein
the counterfeit cash objects data includes image
data of the cash objects recognized as suspect
counterfeit.

8. The method according to any one of the preceding
claims, wherein
the transaction processing system includes another
cash processing apparatus connected to the server
apparatus (10) via the network, the method further
comprising a step of transmitting, by the server ap-
paratus (10), updated criteria of recognizing authen-
ticity of the cash objects, based on the counterfeit
cash objects data, to the another cash processing
apparatus.

9. A transaction processing system including a cash
processing apparatus (20) and a server apparatus
(10) connected to the cash processing apparatus
(20) via a network, wherein

the cash processing apparatus (20) comprises:

a recognition unit (240) configured to recog-
nize authenticity of cash objects received
from a user; and

a control unit (290) configured to transmit to
the server apparatus (10) counterfeit cash
objects data relating to the cash objects
recognized as suspect counterfeit based
on the result of the recognition,

the server apparatus (10) comprises a request
unit to transmit to thecashprocessingapparatus
(20) a request for requesting the counterfeit
cash objects data, and
the control unit (290) is configured to transmit
the counterfeit cash objects data to the server
apparatus (10) in response to the request.
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