EP 4 525 350 A1

EP 4 525 350 A1

European

(1 9) Européisches
Patent Office
Office européen

des brevets (1 1 )
(12) EUROPEAN PATENT APPLICATION
published in accordance with Art. 153(4) EPC

(43) Date of publication:
19.03.2025 Bulletin 2025/12

(51) International Patent Classification (IPC):
HO4L 9/12 (2006.01) HO4L 9/08 (2006.01)

(21) Application number: 22941653.2 (52) Cooperative Patent Classification (CPC):
HO4L 9/08; HO4L 9/12
(22) Date of filing: 11.05.2022
(86) International application number:
PCT/JP2022/019986

(87) International publication number:
WO 2023/218573 (16.11.2023 Gazette 2023/46)

(84) Designated Contracting States: ¢ KOBAYASHI, Tetsutaro
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB Musashino-shi, Tokyo 180-8585 (JP)
GRHRHUIEISITLILT LU LV MC MK MT NL NO * CHIDA, Koji
PL PT RO RS SE SI SK SM TR Musashino-shi, Tokyo 180-8585 (JP)
Designated Extension States: * NATSUKAWA, Katsuyuki

BA ME Musashino-shi, Tokyo 180-8585 (JP)
Designated Validation States: * TANIGUCHI, Atsushi
KH MA MD TN Musashino-shi, Tokyo 180-8585 (JP)

¢ SHIRAI, Daisuke
(71) Applicant: Nippon Telegraph And Telephone Musashino-shi, Tokyo 180-8585 (JP)
Corporation * TAKASUGI, Koichi
Chiyoda-ku Musashino-shi, Tokyo 180-8585 (JP)
Tokyo 100-8116 (JP)
(74) Representative: Murgitroyd & Company
165-169 Scotland Street
Glasgow G5 8PL (GB)

(72) Inventors:
¢ KIYOMURA, Yutaro
Musashino-shi, Tokyo 180-8585 (JP)
¢ CHIKARA, Sakae
Musashino-shi, Tokyo 180-8585 (JP)

(54) KEY EXCHANGE SYSTEM, QKD DEVICE, BASE DEVICE, METHOD, AND PROGRAM

(57)

A key exchange system according to an aspect

of the present disclosure is a key exchange system
including: a quantum key distribution (QKD) network
including a plurality of QKD apparatuses that performs
exchange of a key by using a quantum key distribution
protocol and a plurality of key management apparatuses
thatrelays the key; and a plurality of hub apparatuses that
performs encrypted communication by using the key
received from the key management apparatuses, in
which one of the QKD apparatuses includes a transmis-
sion unit configured to, in a case where the key is trans-
mitted to an unreliable key management apparatus
among the plurality of key management apparatuses,
use a secret key shared in advance with a hub apparatus
that receives the key via the unreliable key management
apparatus, and transmitthe key subjected to an exclusive
ORwith the secret key to the unreliable key management
apparatus, and, and the hub apparatus includes a key
acquisition unit configured to, in a case where the key is
received from the unreliable key management apparatus

among the plurality of key management apparatuses,
use the secret key to calculate an exclusive OR of the
secret key and the key.
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Description
Technical Field

[0001] The present disclosure relates to a key ex-
change system, a QKD apparatus, a hub apparatus, a
method, and a program.

Background Art

[0002] Itis known that it becomes possible to solve a
mathematical problem (a prime factorization problemora
discrete logarithm problem), that is a security basis of
existing cipher, in a realistic time by practical application
of aquantum computer. For thisreason, there is arisk that
an RSA cipher or an elliptic curve cipher that is an existing
cipher may be compromised, and itis necessary to shift to
encryption technology that cannot be decrypted even by
a quantum computer.

[0003] As encryption technologies that cannot be de-
crypted by a quantum computer, there are post-quantum
cryptography (PQC) and quantum key distribution
(QKD). In addition, there is a QKD network as a technol-
ogy that implements secure key exchange in a wide area
by networking QKD and performing key relay via a key
management apparatus (for example, Non Patent Litera-
ture 1).

Citation List
Non Patent Literature

[0004] Non Patent Literature 1: ITU-T Y.3803, Internet
<URL: https://www.itu.int/rec/T-REC-Y.3803-202012-1/
en>

Summary of Invention
Technical Problem

[0005] However, in the conventional QKD network,
since key management apparatuses also have key in-
formation, there is a problem that security cannot be
guaranteed in a case where some key management
apparatuses are unreliable.

[0006] The present disclosure has been made in view
of the above points, and an object thereof is to provide a
technology capable of performing secure key exchange
by a QKD network even in a case where there is an
unreliable key management apparatus.

Solution to Problem

[0007] A key exchange system according to an aspect
of the present disclosure is a key exchange system
including: a quantum key distribution (QKD) network
including a plurality of QKD apparatuses that performs
exchange of a key by using a quantum key distribution
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protocol and a plurality of key management apparatuses
thatrelays the key; and a plurality of hub apparatuses that
performs encrypted communication by using the key
received from the key management apparatuses, in
which one of the QKD apparatuses includes a transmis-
sion unit configured to, in a case where the key is trans-
mitted to an unreliable key management apparatus
among the plurality of key management apparatuses,
use a secret key shared in advance with a hub apparatus
that receives the key via the unreliable key management
apparatus, and transmit the key subjected to an exclusive
ORwith the secret key to the unreliable key management
apparatus, and, and the hub apparatus includes a key
acquisition unit configured to, in a case where the key is
received from the unreliable key management apparatus
among the plurality of key management apparatuses,
use the secret key to calculate an exclusive OR of the
secret key and the key.

Advantageous Effects of Invention

[0008] Provided is a technology capable of performing
secure key exchange by a QKD network even in a case
where there is an unreliable key management apparatus.

Brief Description of Drawings
[0009]

[Fig. 1] Fig. 1 is a diagram illustrating an example of
key exchange by a QKD network.

[Fig. 2] Fig. 2 is a diagram illustrating an example of
an overall configuration of a key exchange systemin
Example 1.

[Fig. 3] Fig. 3 is a sequence diagram illustrating an
example of processing executed by the key ex-
change system in Example 1.

[Fig. 4] Fig. 4 is a diagram illustrating an example of
an overall configuration of a key exchange systemin
Example 2.

[Fig. 5] Fig. 5 is a sequence diagram illustrating an
example of processing executed by the key ex-
change system in Example 2.

[Fig. 6] Fig. 6 is a diagram illustrating an example of
an overall configuration of a key exchange systemin
Example 3.

[Fig. 7] Fig. 7 is a sequence diagram illustrating an
example of processing executed by the key ex-
change system in Example 3.

[Fig. 8] Fig. 8 is a diagram illustrating an example of
an overall configuration of a key exchange systemin
Example 4.

[Fig. 9] Fig. 9 is a sequence diagram illustrating an
example of processing executed by the key ex-
change system in Example 4.

[Fig. 10] Fig. 10 is a diagram illustrating an example
of a hardware configuration of a computer.
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Description of Embodiments

[0010] Hereinafter, one embodiment of the present
invention will be described.

<Key Exchange by QKD Network>

[0011] Hereinafter, an example of key exchange by a
conventional QKD network will be described with refer-
ence to Fig. 1. Note that, for details of the QKD network,
refer to, for example, Non Patent Literature 1 described
above.

[0012] In Fig. 1, a case is assumed where encrypted
communication is performed between a hub apparatus
(transmission node) existing in a hub on a data transmis-
sion side and a hub apparatus (reception node) existing
in a hub on a data reception side. At this time, it is
assumed that there are a key management apparatus
(transmission node) and a QKD apparatus (transmission
node) in the hub on the data transmission side, and there
are a key management apparatus (reception node) and a
QKD apparatus (reception node) in the hub on the data
reception side. In addition, it is assumed that there is a
relay hub between the hub on the data transmission side
and the hub on the data reception side, and in the relay
hub, there are a key management apparatus (relay
node), a QKD apparatus (relay node 1) connected to
the QKD apparatus (transmission node) through an op-
tical transmission line, and a QKD apparatus (relay node
2) connected to the QKD apparatus (reception node)
through an optical transmission line. Note that a QKD
network is configured by the key management appara-
tuses and communication lines therebetween, and the
QKD apparatuses and optical transmission lines there-
between.

[0013] Atthistime, akey k for encrypting communica-
tion between the hub apparatus (transmission node) and
the hub apparatus (reception node) is shared (key ex-
change) by S1-1 to S1-4, S2-1 to S2-5, and S3-1 below.
[0014] The QKD apparatus (transmission node)
shares k; with the QKD apparatus (relay node 1) via
the optical transmission line by using a QKD protocol
(for example, the BB84 scheme or the like) (S1-1). The
QKD apparatus (relay node 1) transmits k, to the key
management apparatus (relay node) (S1-2). The QKD
apparatus (transmission node) transmits k; to the key
management apparatus (transmission node) (S1-3).
Then, the key management apparatus (transmission
node) transmits k, to the hub apparatus (transmission
node) (S1-4).

[0015] On the other hand, the QKD apparatus (relay
node 2) shares k, with the QKD apparatus (reception
node) via the optical transmission line by using the QKD
protocol (for example, the BB84 scheme or the like)
(82-1). The QKD apparatus (relay node 2) transmits k,
to the key management apparatus (relay node) (S2-2).
The QKD apparatus (reception node) transmits k, to the
key management apparatus (reception node) (S2-3).
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The key management apparatus (relay node) transmits
an operation result of an exclusive OR (XOR) of ky and k,
to the key management apparatus (reception node)
(S2-4). This is called a key relay. Then, the key manage-
ment apparatus (reception node) transmits a result (that
is, k,) of an operation of an exclusive OR of, the operation
result of the exclusive OR of k; and k,, and kj to the hub
apparatus (reception node) (S2-5).

[0016] As a result, the hub apparatus (transmission
node) and the hub apparatus (reception node) can per-
form encrypted communication by using k; (S3-1).
[0017] As described above, in the QKD network, the
key management apparatuses have key information. For
this reason, in a case where some key management
apparatuses are unreliable, there is a problem that se-
curity cannot be guaranteed. Thus, hereinafter, a key
exchange method capable of concealing key information
from an unreliable key management apparatus is pro-
posed. Note that the unreliable key management appa-
ratus is, for example, a key management apparatus
posing arisk of, for example, leaking the key information.

<Proposed Method>

[0018] In this proposed method, to conceal key infor-
mation from an unreliable key management apparatus, a
new secret key sk is introduced, and the new secret key
sk is shared between a QKD apparatus that passes a
QKD key to an unreliable key management apparatus
and a hub apparatus that receives the QKD key from an
unreliable key management apparatus. Then, not the
QKD key itself but a result of taking an XOR with the
secret key sk is passed to the unreliable key manage-
ment apparatus. As a result, the QKD key can be con-
cealed from the unreliable key management apparatus.
On the other hand, the hub apparatus that has received
the XOR of the QKD key and the secret key sk from the
unreliable key management apparatus further takes an
XORwiththe secretkey sk. As aresult, the hub apparatus
can obtain the original QKD key.

[0019] Hereinafter, Examples 1 to 4 of a key exchange
system that shares a QKD key by the above proposed
method will be described. Note that, in each of examples
below, a case where there is one relay hub will be
described for the sake of simplicity, but the number of
relay hubs is not limited to one, and each example below
can be similarly applied even in a case where there is a
plurality of relay hubs.

[Example 1]

[0020] InExample 1, a case where a key management
apparatus (relay node) and a key management appara-
tus (reception node) are unreliable will be described.

+ Overall Configuration of Key Exchange System

[0021] An example of an overall configuration of a key
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exchange system in Example 1 will be described with
reference to Fig. 2.

[0022] AsillustratedinFig. 2, the key exchange system
in the present example includes a plurality of hub appa-
ratuses 10, a plurality of key management apparatuses
20, and a plurality of QKD apparatuses 30. Hereinafter, a
hub apparatus 10 existing in a hub on the data transmis-
sion side is referred to as a "hub apparatus 10A", and a
hub apparatus 10 existing in a hub on the data reception
side is referred to as a "hub apparatus 10B". Similarly, a
key management apparatus 20 and a QKD apparatus 30
existing in the hub on the data transmission side are
referred to as a "key management apparatus 20A" and
a"QKD apparatus 30A", respectively, and a key manage-
ment apparatus 20 and a QKD apparatus 30 existing in
the hub on the data reception side are referred to as a
"key management apparatus 20B" and a "QKD appara-
tus 30B", respectively. In addition, a key management
apparatus 20 existinginarelay hubis referred to as a"key
management apparatus 20C", a QKD apparatus 30 con-
nected to the QKD apparatus 30A through an optical
transmission line is referred to as a "QKD apparatus
30C-1", and a QKD apparatus 30 connected to the
QKD apparatus 30B through an optical transmission line
is referred to as a "QKD 30C-2". In the present example,
the key management apparatus 20B and the key man-
agement apparatus 20C are unreliable key management
apparatuses 20. Note that a QKD network is configured
by the key management apparatuses 20 and commu-
nication lines therebetween, and the QKD apparatuses
30 and optical transmission lines therebetween.

[0023] A hub apparatus 10 is an information proces-
sing apparatus (computer) that performs encrypted com-
munication with a hub apparatus 10 existing in another
hub. The hub apparatus 10 includes an inter-hub com-
munication processing unit 101 that executes encrypted
communication with the hub apparatus 10 existing in the
other hub, various types of processing for performing the
encrypted communication, and the like. The inter-hub
communication processing unit 101 is implemented, for
example, by processing that one or more programs in-
stalled in the hub apparatus 10 cause a processor such
as a central processing unit (CPU) to execute. Herein-
after, the inter-hub communication processing unit 101
included in the hub apparatus 10A is referred to as an
"inter-hub communication processing unit 101A", and the
inter-hub communication processing unit 101 included in
the hub apparatus 10B is referred to as an "inter-hub
communication processing unit 101B".

[0024] In addition, in the present example, the hub
apparatus 10B includes a secret key sharing unit 102B
for sharing the secret key sk with the QKD apparatus
30C-1. The secret key sharing unit 102B is implemented,
for example, by processing that one or more programs
installed in the hub apparatus 10B cause a processor
such as a CPU to execute.

[0025] Akey managementapparatus 20 is an informa-
tion processing apparatus (computer) that manages a
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key shared among the QKD apparatuses 30 and per-
forms key relay to a key management apparatus 20
existing in another hub. The key management apparatus
20 includes a key management processing unit 201 that
executes various types of processing such as manage-
ment of a key shared among the QKD apparatuses 30
and key relay. The key management processing unit 201
is implemented, for example, by processing that one or
more programs installed in the key management appa-
ratus 20 cause a processor such as a CPU to execute.
Hereinafter, the key management processing unit 201
included in the key management apparatus 20A is re-
ferred to as a "key management processing unit 201A",
the key management processing unit 201 included in the
key management apparatus 20B is referred to as a "key
management processing unit 201B", and the key man-
agement processing unit 201 included in the key man-
agement apparatus 20C is referred to as a "key manage-
ment processing unit 201C".

[0026] A QKD apparatus 30 is an information proces-
sing apparatus (computer) that shares a QKD key with a
QKD apparatus 30 existing in another hub via an optical
transmission line by using the QKD protocol (forexample,
the BB84 scheme or the like) and executes various types
of processing related thereto. The QKD apparatus 30
includes a QKD processing unit 301 that shares a QKD
key with the QKD apparatus 30 existing in the other hub
via an optical transmission line by using the QKD protocol
and executes various types of processing related thereto.
The QKD processing unit 301 is implemented, for exam-
ple, by processing that one or more programs installed in
the QKD apparatus 30 cause a processor such as a CPU
to execute. Hereinafter, the QKD processing unit 301
included in the QKD apparatus 30A is referred to as a
"QKD processing unit 301A", the QKD processing unit
301 included in the QKD apparatus 30B is referredtoas a
"QKD processing unit 301B", the QKD processing unit
301 included in the QKD apparatus 30C-1 is referred to
as a "QKD processing unit 301C-1", and the QKD pro-
cessing unit 301 included in the QKD apparatus 30C-2 is
referred to as a "QKD processing unit 301C-2".

[0027] In addition, in the present example, the QKD
apparatus 30C-1 includes a secret key sharing unit
302C-1 for sharing the secret key sk with the hub appa-
ratus 10B. The secret key sharing unit 302C-1 is imple-
mented, for example, by processing that one or more
programs installed in the QKD apparatus 30C-1 cause a
processor such as a CPU to execute.

* Processing Executed by Key Exchange System

[0028] An example of processing executed by the key
exchange system in Example 1 will be described with
reference to Fig. 3. Note that the processing executed by
the key exchange system in the present example is
roughly divided into pre-sharing of the secret key sk
(steps S101 to S104), QKD key exchange (steps S105
to $117), and inter-hub communication (step S118).
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[0029] The inter-hub communication processing unit
101A of the hub apparatus 10A transmits sharing desti-
nation information to the key management apparatus
20A (step S101). The sharing destination information
is information for sharing the secret key sk (for example,
information regarding designation of a key sharing pro-
tocol used for sharing the secret key sk, an initiator and a
responder when the key sharing protocol is executed,
and the like). In the present example, it is assumed that
one of the QKD apparatus 30C-1 or the hub apparatus
10B is an initiator and the other is a responder.

[0030] The key management processing unit 201A of
the key management apparatus 20A transmits the shar-
ing destination information to the key management ap-
paratus 20C (step S102). The key management proces-
sing unit 201C of the key management apparatus 20C
transmits the sharing destination information to the QKD
apparatus 30C-1 (step S103).

[0031] The secret key sharing unit 302C-1 of the QKD
apparatus 30C-1 and the secret key sharing unit 102B of
the hub apparatus 10B share the secret key sk by using
the key sharing protocol designated in the sharing desti-
nation information (step S104).

[0032] The QKD processing unit 301A of the QKD
apparatus 30A and the QKD processing unit 301C-1 of
the QKD apparatus 30C-1 share a QKD key k, via the
optical transmission line by using the QKD protocol (for
example, the BB84 scheme or the like) (step S105).
[0033] Similarly, the QKD processing unit 301B of the
QKD apparatus 30B and the QKD processing unit
301C-2 of the QKD apparatus 30C-2 share a QKD key
k, via the optical transmission line by using the QKD
protocol (for example, the BB84 scheme or the like) (step
S106).

[0034] The QKD processing unit 301C-1 of the QKD
apparatus 30C-1 operates an exclusive OR of k; and sk
(step S107). The QKD processing unit 301C-1 of the
QKD apparatus 30C-1 transmits a result of the operation
to the key management apparatus 20C (step S108).
[0035] The QKD processing unit 301A of the QKD
apparatus 30A transmits k; to the key management
apparatus 20A (step S109).

[0036] The QKD processing unit 301C-2 of the QKD
apparatus 30C-2 transmits k, to the key management
apparatus 20C (step S110).

[0037] The QKD processing unit 301B of the QKD
apparatus 30B transmits k, to the key management
apparatus 20B (step S111).

[0038] The key management processing unit 201C of
the key management apparatus 20C operates an exclu-
sive OR of k4, sk, and k, (step S112). The key manage-
ment processing unit 201C of the key management ap-
paratus 20C transmits (key relay) a result of the operation
to the key management apparatus 20B (step S113).
[0039] The key management processing unit 201B of
the key management apparatus 20B operates an exclu-
sive OR of the result of the operation received from the
key management apparatus 20C and k, (that is, an
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exclusive OR of k,, sk, ky, and k) (step S114). The
key management processing unit 201B of the key man-
agement apparatus 20B transmits a result of the opera-
tion to the hub apparatus 10B (step S115).

[0040] The inter-hub communication processing unit
101B ofthe hub apparatus 10B operates an exclusive OR
of the result of the operation received from the key
management apparatus 20B and sk (that is, an exclusive
OR of k4, sk, and sk) (step S116). As a result, the hub
apparatus 10B can obtain k.

[0041] The key management processing unit 201A of
the key management apparatus 20A transmits k, to the
hub apparatus 10A (step S117). As a result, the hub
apparatus 10A can obtain k.

[0042] As described above, the inter-hub communica-
tion processing unit 101A of the hub apparatus 10A and
the inter-hub communication processing unit 101B of the
hub apparatus 10B can perform encrypted communica-
tion with k, as an encryption key (step $118).

[Example 2]

[0043] In Example 2, a case where the key manage-
ment apparatus (transmission node) is unreliable will be
described. Note that, in Example 2, differences from
Example 1 will be described, and the description of the
same points as those of Example 1 will be omitted as
appropriate.

+ Overall Configuration of Key Exchange System

[0044] An example of an overall configuration of a key
exchange system in Example 2 will be described with
reference to Fig. 4.

[0045] AsillustratedinFig. 4, the key exchange system
in the present example includes a plurality of hub appa-
ratuses 10, a plurality of key management apparatuses
20, and a plurality of QKD apparatuses 30. In the present
example, the key management apparatus 20A is an
unreliable key management apparatus 20.

[0046] Thedifferencesfrom Example 1 are thatthe hub
apparatus 10Aincludes a secret key sharing unit 102A for
sharing the secret key sk with the QKD apparatus 30A,
and that the QKD apparatus 30A includes a secret key
sharing unit 302A for sharing the secret key sk with the
hub apparatus 10A. In addition, the differences from
Example 1 are that the hub apparatus 10B does not
include the secret key sharing unit 102B, and that the
QKD apparatus 30C-1 does not include the secret key
sharing unit 302C-1. The secret key sharing unit 102A is
implemented, for example, by processing that one or
more programs installed in the hub apparatus 10A cause
a processor such as a CPU to execute. The secret key
sharing unit 302A is implemented, for example, by pro-
cessing that one or more programs installed in the QKD
apparatus 30A cause a processor such as a CPU to
execute.
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* Processing Executed by Key Exchange System

[0047] An example of processing executed by the key
exchange system in Example 2 will be described with
reference to Fig. 5.

[0048] The inter-hub communication processing unit
101A of the hub apparatus 10A transmits sharing desti-
nation information to the key management apparatus
20A (step S201). In the present example, it is assumed
that one of the QKD apparatus 30A or the hub apparatus
10A is an initiator and the other is a responder.

[0049] The key management processing unit 201A of
the key management apparatus 20A transmits the shar-
ing destination information to the QKD apparatus 30A
(step S202).

[0050] The secret key sharing unit 302A of the QKD
apparatus 30A and the secret key sharing unit 202A of
the hub apparatus 10A share the secret key sk by using
the key sharing protocol designated in the sharing desti-
nation information (step S203).

[0051] The QKD processing unit 301A of the QKD
apparatus 30A and the QKD processing unit 301C-1 of
the QKD apparatus 30C-1 share the QKD key k, via the
optical transmission line by using the QKD protocol (for
example, the BB84 scheme or the like) (step S204).
[0052] Similarly, the QKD processing unit 301B of the
QKD apparatus 30B and the QKD processing unit
301C-2 of the QKD apparatus 30C-2 share the QKD
key k, via the optical transmission line by using the
QKD protocol (for example, the BB84 scheme or the like)
(step S205).

[0053] The QKD processing unit 301A of the QKD
apparatus 30A operates an exclusive OR of k; and sk
(step S206). The QKD processing unit 301A of the QKD
apparatus 30A transmits a result of the operation to the
key management apparatus 20A (step S207).

[0054] The QKD processing unit 301C-1 of the QKD
apparatus 30C-1 transmits k; to the key management
apparatus 20C (step S208).

[0055] The QKD processing unit 301C-2 of the QKD
apparatus 30C-2 transmits k, to the key management
apparatus 20C (step S209).

[0056] The QKD processing unit 301B of the QKD
apparatus 30B transmits k, to the key management
apparatus 20B (step S210).

[0057] The key management processing unit 201C of
the key management apparatus 20C operates an exclu-
sive OR of k4 and k, (step S211). The key management
processing unit 201C of the key management apparatus
20C transmits (key relay) a result of the operation to the
key management apparatus 20B (step S212).

[0058] The key management processing unit 201B of
the key management apparatus 20B operates an exclu-
sive OR of the result of the operation received from the
key management apparatus 20C and k, (that is, an
exclusive OR of k4, ky, and k,) (step $213). The key
management processing unit 201B of the key manage-
ment apparatus 20B transmits a result of the operation
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(that is, k) to the hub apparatus 10B (step S214). As a
result, the hub apparatus 10B can obtain k;.

[0059] The key management processing unit 201A of
the key management apparatus 20A transmits the result
of the operation of step S207 (that is, the exclusive OR of
k4 and sk) to the hub apparatus 10A (step S215).
[0060] The inter-hub communication processing unit
101A ofthe hub apparatus 10A operates an exclusive OR
of the result of the operation received from the key
management apparatus 20A and sk (that is, the exclusive
OR of ky, sk, and sk) (step S216). As a result, the hub
apparatus 10A can obtain kj.

[0061] As described above, the inter-hub communica-
tion processing unit 101A of the hub apparatus 10A and
the inter-hub communication processing unit 101B of the
hub apparatus 10B can perform encrypted communica-
tion with k4 as an encryption key (step S217).

[Example 3]

[0062] In Example 3, a case where the key manage-
ment apparatus (reception node) is unreliable will be
described. Note that, in Example 3, differences from
Example 1 will be described, and the description of the
same points as those of Example 1 will be omitted as
appropriate.

+ Overall Configuration of Key Exchange System

[0063] An example of an overall configuration of a key
exchange system in Example 3 will be described with
reference to Fig. 6.

[0064] AsillustratedinFig. 6, the key exchange system
in the present example includes a plurality of hub appa-
ratuses 10, a plurality of key management apparatuses
20, and a plurality of QKD apparatuses 30. In the present
example, the key management apparatus 20B is an
unreliable key management apparatus 20.

[0065] Thedifferencesfrom Example 1 are thatthe hub
apparatus 10B includes the secret key sharing unit 102B
forsharing the secret key sk with the QKD apparatus 30B,
and that the QKD apparatus 30B includes a secret key
sharing unit 302B for sharing the secret key sk with the
hub apparatus 10B. In addition, the differences from
Example 1 are that the QKD apparatus 30C-1 does not
include the secret key sharing unit 302C-1. The secret
key sharing unit 302C-1 is implemented, for example, by
processing that one or more programs installed in the
QKD apparatus 30C-1 cause a processor such asa CPU
to execute.

* Processing Executed by Key Exchange System

[0066] An example of processing executed by the key
exchange system in Example 3 will be described with
reference to Fig. 7.

[0067] The inter-hub communication processing unit
101B of the hub apparatus 10B transmits sharing desti-



1 EP 4 525 350 A1 12

nation information to the key management apparatus
20B (step S301). In the present example, it is assumed
that one of the QKD apparatus 30B or the hub apparatus
10B is an initiator and the other is a responder.

[0068] The key management processing unit 201B of
the key management apparatus 20B transmits the shar-
ing destination information to the QKD apparatus 30B
(step S302).

[0069] The secret key sharing unit 302B of the QKD
apparatus 30B and the secret key sharing unit 202B of
the hub apparatus 10B share the secret key sk by using
the key sharing protocol designated in the sharing desti-
nation information (step S303).

[0070] The QKD processing unit 301A of the QKD
apparatus 30A and the QKD processing unit 301C-1 of
the QKD apparatus 30C-1 share the QKD key k; via the
optical transmission line by using the QKD protocol (for
example, the BB84 scheme or the like) (step S304).
[0071] Similarly, the QKD processing unit 301B of the
QKD apparatus 30B and the QKD processing unit
301C-2 of the QKD apparatus 30C-2 share the QKD
key k, via the optical transmission line by using the
QKD protocol (for example, the BB84 scheme or the like)
(step S305).

[0072] The QKD processing unit 301B of the QKD
apparatus 30B operates an exclusive OR of k, and sk
(step S306). The QKD processing unit 301B of the QKD
apparatus 30B transmits a result of the operation to the
key management apparatus 20B (step S307).

[0073] The QKD processing unit 301C-2 of the QKD
apparatus 30C-2 transmits k, to the key management
apparatus 20C (step S308).

[0074] The QKD processing unit 301C-1 of the QKD
apparatus 30C-1 transmits k; to the key management
apparatus 20C (step S309).

[0075] The QKD processing unit 301A of the QKD
apparatus 30A transmits k; to the key management
apparatus 20A (step S310).

[0076] The key management processing unit 201C of
the key management apparatus 20C operates an exclu-
sive OR of k; and k, (step S311). The key management
processing unit 201C of the key management apparatus
20C transmits (key relay) a result of the operation to the
key management apparatus 20B (step S312).

[0077] The key management processing unit 201B of
the key management apparatus 20B operates an exclu-
sive OR of the result of the operation received from the
key management apparatus 20C and the result of the
operation received from the QKD apparatus 30B (that is,
anexclusive OR of k4, ko, ko, and sk) (step S313). The key
management processing unit 201B of the key manage-
ment apparatus 20B transmits a result of the operation
(that is, the exclusive OR of k, and sk) to the hub appa-
ratus 10B (step S314).

[0078] The key management processing unit 201A of
the key management apparatus 20A transmits k, to the
hub apparatus 10A (step S315). As a result, the hub
apparatus 10A can obtain k.
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[0079] The inter-hub communication processing unit
101B of the hub apparatus 10B operates an exclusive OR
of the result of the operation received from the key
management apparatus 20B and sk (that is, an exclusive
OR of ky, sk, and sk) (step S316). As a result, the hub
apparatus 10B can obtain k.

[0080] As described above, the inter-hub communica-
tion processing unit 101A of the hub apparatus 10A and
the inter-hub communication processing unit 101B of the
hub apparatus 10B can perform encrypted communica-
tion with k; as an encryption key (step S317).

[Example 4]

[0081] In Example 4, a case where the key manage-
ment apparatus (transmission node) and the key man-
agement apparatus (reception node) are unreliable will
be described. Note that, in Example 4, differences from
Example 1 will be described, and the description of the
same points as those of Example 1 will be omitted as
appropriate.

+ Overall Configuration of Key Exchange System

[0082] An example of an overall configuration of a key
exchange system in Example 4 will be described with
reference to Fig. 8.

[0083] AsillustratedinFig. 8, the key exchange system
in the present example includes a plurality of hub appa-
ratuses 10, a plurality of key management apparatuses
20, and a plurality of QKD apparatuses 30. In the present
example, the key management apparatus 20A and the
key management apparatus 20B are unreliable key man-
agement apparatuses 20.

[0084] Thedifferencesfrom Example 1 are thatthe hub
apparatus 10A includes the secret key sharing unit 102A
for sharing the secret key sk with the hub apparatus 10B,
the QKD apparatus 30A, and the QKD apparatus 30B,
and that the QKD apparatus 30A includes the secret key
sharing unit 302A for sharing the secret key sk with the
hub apparatus 10A, the hub apparatus 10B, and the QKD
apparatus 30B. In addition, the differences are that the
hub apparatus 10B includes the secret key sharing unit
102A for sharing the secret key sk with the hub apparatus
10A, the QKD apparatus 30A, and the QKD apparatus
30B, and that the QKD apparatus 30B includes the secret
key sharing unit 302B for sharing the secret key sk with
the hub apparatus 10A, the hub apparatus 10B, and the
QKD apparatus 30A. Further, the differences include that
the QKD apparatus 30C-1 does notinclude the secretkey
sharing unit 302C-1.

*Processing Executed by Key Exchange System

[0085] An example of processing executed by the key
exchange system in Example 4 will be described with
reference to Fig. 9.

[0086] The inter-hub communication processing unit
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101A of the hub apparatus 10A transmits sharing desti-
nation information to the key management apparatus
20A (step S401). In the present example, it is assumed
thatany one of the hub apparatus 10A, the hub apparatus
10B, the QKD apparatus 30A, or the QKD apparatus 30B
is an initiator, and the rest is a responder. In addition, the
inter-hub communication processing unit 101A of the hub
apparatus 10A transmits the sharing destination informa-
tion to the hub apparatus 10B (step S402).

[0087] The inter-hub communication processing unit
101B of the hub apparatus 10B transmits the sharing
destination information to the key management appara-
tus 20B (step S403). The key management processing
unit 201B of the key management apparatus 20B trans-
mits the sharing destination information to the QKD ap-
paratus 30B (step S404). The key management proces-
sing unit 201A of the key management apparatus 20A
transmits the sharing destination information to the QKD
apparatus 30A (step S405).

[0088] The secret key sharing unit 102A of the hub
apparatus 10A, the secret key sharing unit 102B of the
hub apparatus 10B, the secret key sharing unit 302A of
the QKD apparatus 30A, and the secret key sharing unit
302B of the QKD apparatus 30B share the secret key sk
by using the key sharing protocol designated in the
sharing destination information (step S406).

[0089] The QKD processing unit 301A of the QKD
apparatus 30A and the QKD processing unit 301C-1 of
the QKD apparatus 30C-1 share the QKD key k, via the
optical transmission line by using the QKD protocol (for
example, the BB84 scheme or the like) (step S407).
[0090] Similarly, the QKD processing unit 301B of the
QKD apparatus 30B and the QKD processing unit
301C-2 of the QKD apparatus 30C-2 share the QKD
key k, via the optical transmission line by using the
QKD protocol (for example, the BB84 scheme or the like)
(step S408).

[0091] The QKD processing unit 301A of the QKD
apparatus 30A operates an exclusive OR of k; and sk
(step S409).

[0092] Similarly, the QKD processing unit 301B of the
QKD apparatus 30B operates an exclusive OR of k, and
sk (step S410).

[0093] The QKD processing unit 301C-1 of the QKD
apparatus 30C-1 transmits k; to the key management
apparatus 20C (step S411).

[0094] Similarly, the QKD processing unit 301C-2 of
the QKD apparatus 30C-2 transmits k, to the key man-
agement apparatus 20C (step S412).

[0095] The QKD processing unit 301A of the QKD
apparatus 30A transmits the result of the operation (that
is, the exclusive OR of k; and sk) of step S409 to the key
management apparatus 20A (step S413).

[0096] Similarly, the QKD processing unit 301B of the
QKD apparatus 30B transmits the result of the operation
(thatis, the exclusive OR of k, and sk) of step S410 to the
key management apparatus 20B (step S414).

[0097] The key management processing unit 201C of
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the key management apparatus 20C operates an exclu-
sive OR of k; and k, (step S415). The key management
processing unit 201C of the key management apparatus
20C transmits (key relay) a result of the operation to the
key management apparatus 20B (step S416).

[0098] The key management processing unit 201B of
the key management apparatus 20B operates an exclu-
sive OR of the result of the operation received from the
key management apparatus 20C and the result of the
operation received from the QKD apparatus 30B (that is,
an exclusive OR of k4, ky, ky, and sk) (step S417). The key
management processing unit 201B of the key manage-
ment apparatus 20B transmits a result of the operation
(that is, the exclusive OR of k4 and sk) to the hub appa-
ratus 10B (step S418).

[0099] On the other hand, the key management pro-
cessing unit201A of the key management apparatus 20A
transmits the result of the operation received from the
QKD apparatus 30A (that is, the exclusive OR of k; and
sk) to the hub apparatus 10A (step S419).

[0100] The inter-hub communication processing unit
101B of the hub apparatus 10B operates an exclusive OR
of the result of the operation received from the key
management apparatus 20B and sk (that is, an exclusive
OR of ky, sk, and sk) (step S420). As a result, the hub
apparatus 10B can obtain k.

[0101] Similarly, the inter-hub communication proces-
sing unit 101A of the hub apparatus 10A operates an
exclusive OR of the result of the operation received from
the key management apparatus 20A and sk (that is, an
exclusive OR of k4, sk, and sk) (step S421). As a result,
the hub apparatus 10A can obtain k.

[0102] As described above, the inter-hub communica-
tion processing unit 101A of the hub apparatus 10A and
the inter-hub communication processing unit 101B of the
hub apparatus 10B can perform encrypted communica-
tion with k4 as an encryption key (step S422).

[Hardware Configuration of Each Apparatus]

[0103] A hub apparatus 10, a key management appa-
ratus 20, and a QKD apparatus 30 can be implemented
by, for example, a hardware configuration of a computer
500 illustrated in Fig. 10.

[0104] The computer 500 illustrated in Fig. 10 includes
an input device 501, a display device 502, an external I/F
503, acommunication I/F 504, a random access memory
(RAM) 505, a read only memory (ROM) 506, an auxiliary
storage device 507, and a processor 508. These pieces
of hardware are communicably connected to each other
via a bus 509.

[0105] The input device 501 is, for example, a key-
board, a mouse, a touch panel, a physical button, or the
like. The display device 502 is, for example, a display, a
display panel, or the like. Note that the computer 500
does not necessarily include at least one of the input
device 501 or the display device 502, for example.
[0106] The external I/F 503 is an interface with an
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external device such as a recording medium 503a. The
computer 500 can read or write the recording medium
503a via the external I/F 503. Examples of the recording
medium 503a include a flexible disk, a compact disc
(CD), a digital versatile disk (DVD), a secure digital
memory card (SD memory card), a universal serial bus
(USB) memory card, and the like.

[0107] The communication I/F 504 is an interface for
connecting the computer 500 to a communication net-
work. The RAM 505 is a volatile semiconductor memory
(storage device) that temporarily holds programs and
data. The ROM 506 is a non-volatile semiconductor
memory (storage device) capable of holding programs
and data even when the power is turned off. The auxiliary
storage device 507 is, for example, a storage device such
as a hard disk drive (HDD), a solid state drive (SSD), or a
flash memory. The processor 508 is, for example, an
arithmetic device such as a CPU.

[0108] The hub apparatus 10, the key management
apparatus 20, and the QKD apparatus 30 according to
the present embodiment have, for example, the hard-
ware configuration of the computer 500 illustrated in Fig.
10, thereby being able toimplement the above-described
various types of processing. Note that the hardware
configuration of the computer 500 illustrated in Fig. 10
is an example, and the hardware configuration of the
computer 500 is not limited thereto. For example, the
computer 500 may include a plurality of auxiliary storage
devices 507 and a plurality of processors 508, does not
necessarily include a part of the illustrated hardware, or
may include various types of hardware other than the
illustrated hardware.

[Conclusion]

[0109] As described above, in the key exchange sys-
tem in each of the above examples, the secret key sk is
shared between a QKD apparatus that passes a QKD key
to an unreliable key management apparatus and a hub
apparatus that receives the QKD key from the unreliable
key management apparatus, and then the key subjected
to an exclusive OR with the secret key sk is exchanged
with the unreliable key management apparatus. As a
result, the key information is concealed from the unreli-
able key management apparatus, and security of key
exchange by the QKD network is guaranteed.

[Key Sharing Protocol for Secret Key sk]

[0110] In each of the above examples, the key sharing
protocol for sharing the secret key sk is not particularly
limited, and for example, the secret key sk only needs to
be shared by using public key cryptography and a key
encapsulation mechanism (KEM). At this time, for exam-
ple, by using post-quantum cryptography such as NTRU
that is a type of lattice-based cryptography, it is possible
to perform secure key exchange also for a quantum
computer, and thus higher security can be implemented.
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[0111] The presentinventionis notlimited to the above-
mentioned specifically disclosed embodiments, and var-
ious modifications and changes, combinations with
known technologies, and the like can be made without
departing from the scope of the claims.

Reference Signs List
[0112]
10 Hub apparatus

20 Key management apparatus
30 QKD apparatus

101 Inter-hub communication processing unit
102 Secret key sharing unit

201 Key management processing unit
301 QKD processing unit

302 Secret key sharing unit

500 Computer

501 Input device

502 Display device

503 External I/F

503a  Recording medium

504 Communication I/F

505 RAM

506 ROM

507 Auxiliary storage device

508 Processor

509 Bus

Claims

1. A key exchange system comprising:

a quantum key distribution (QKD) network in-
cluding

a plurality of QKD apparatuses that per-
forms exchange of a key by using a quan-
tum key distribution protocol, and

a plurality of key management apparatuses
that relays the key; and

a plurality of hub apparatuses that performs
encrypted communication by using the key re-
ceived from the key management apparatuses,
wherein

one of the QKD apparatuses includes

a transmission unit configured to, in a case
where the key is transmitted to an unreliable
key management apparatus among the plurality
of key management apparatuses, use a secret
key shared in advance with a hub apparatus that
receives the key via the unreliable key manage-
ment apparatus, and transmit the key subjected
to an exclusive OR with the secret key to the
unreliable key management apparatus, and
the hub apparatus includes
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a key acquisition unit configured to, in a case
where the key is received from the unreliable key
management apparatus among the plurality of
key management apparatuses, use the secret
key to calculate an exclusive OR of the secret
key and the key.

The key exchange system according to claim 1,
wherein the secret key is a key of post-quantum

cryptography.

A quantum key distribution (QKD) apparatus in a key
exchange system including: a QKD network includ-
ing a plurality of QKD apparatuses that performs
exchange of a key by using a quantum key distribu-
tion protocol and a plurality of key management
apparatuses that relays the key; and a plurality of
hub apparatuses that performs encrypted commu-
nication by using the key received from the key
management apparatuses, the QKD apparatus
comprising:

atransmission unit configured to, in a case where the
key is transmitted to an unreliable key management
apparatus among the plurality of key management
apparatuses, use a secret key shared in advance
with a hub apparatus that receives the key via the
unreliable key management apparatus, and transmit
the key subjected to an exclusive OR with the secret
key to the unreliable key management apparatus.

A hub apparatus in a key exchange system includ-
ing:

a quantum key distribution (QKD) network including
a plurality of QKD apparatuses that performs ex-
change of a key by using a quantum key distribution
protocol and a plurality of key management appara-
tuses that relays the key; and a plurality of hub
apparatuses that performs encrypted communica-
tion by using the key received from the key manage-
ment apparatuses, the hub apparatus comprising:
a key acquisition unit configured to, in a case where
the key is received from an unreliable key manage-
ment apparatus among the plurality of key manage-
ment apparatuses, use a secret key shared in ad-
vance with a QKD apparatus that transmits the key to
the unreliable key management apparatus, and cal-
culate an exclusive OR of the secret key and the key.

A method used in a key exchange system including:
a quantum key distribution (QKD) network including
a plurality of QKD apparatuses that performs ex-
change of a key by using a quantum key distribution
protocol and a plurality of key management appara-
tuses that relays the key; and a plurality of hub
apparatuses that performs encrypted communica-
tion by using the key received from the key manage-
ment apparatuses, the method comprising:
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10

atransmission procedure of, in a case where the
key is transmitted to an unreliable key manage-
ment apparatus among the plurality of key man-
agement apparatuses, using, by one of the QKD
apparatuses, a secret key shared in advance
with a hub apparatus that receives the key via
the unreliable key management apparatus, and
transmitting the key subjected to an exclusive
OR with the secret key to the unreliable key
management apparatus; and

a key acquisition procedure of, in a case where
the key is received from the unreliable key man-
agement apparatus among the plurality of key
management apparatuses, using, by the hub
apparatus, the secret key to calculate the ex-
clusive OR of the secret key and the key.

6. A program for causing a computer to function as a

QKD apparatus or a hub apparatus included in the
key exchange system according to claim 1 or 2.
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