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(54)
CONNECTED NETWORKS

(57) The data communication system and method
comprises at least a first network and a second network.
A first node interface is connected to a second node
interface over the first network and to a second node
interface over the second network. The data communi-
cation system is configured to send data packaged in a
data packet frame and to duplicate the data packet frame
into a plurality of alternate data packet frames. The data

METHOD AND SYSTEM FOR FOUR-PATH PARALLEL REDUNDANCY PROTOCOL IN

communication system sends the data packet frame and
duplicated data packet frames from the first node inter-
face to the second node interface via the first network
using a first network address and sends the data packet
frame and the duplicated data packet frames from the first
node interface to the second node interface via the
second network using a second network address.
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Description
TECHNICAL FIELD

[0001] This disclosure relates generally to industrial
process control and automation systems. More specifi-
cally, this disclosure relates to methods and systems for
facilitating a four-path parallel redundancy protocol in
industrial process control and automation system con-
nected networks.

BACKGROUND

[0002] Industrial process control and automation sys-
tems are routinely used to automate large and complex
industrial processes. These types of systems typically
include sensors, actuators, controllers and other intelli-
gent electronic devices for supervisory control and data
acquisition. The intelligent electronic devices in such
systems are interconnected and communicate through
a LAN (local area network) or WAN. In such industrial
process control and automation systems the architecture
may include gateways that are connected to the sensors
and actuators used in the automation system that are not
directly connected to the controller. High availability ap-
plications operating within a LAN or WAN controlling and
supervising process control and automation system ex-
pect networks to have access to all intelligent electronic
devices in the network to avoid communication disrup-
tion. Such as for example, high-speed redundancy rings
or Parallel Redundancy Protocol (PRP) network sys-
tems. However, these high availability applications con-
tinue to be susceptible to failures in multiple fault situa-
tions.

[0003] PRP network systems use two independent
networks to communicate supervisory control signals
and data between the devices or nodes of a network.
PRP duplicates the data frames to be transmitted, adds a
redundancy control trailer (RCT) with a unique sequence
number to the end each of a standard communication
data packet. Such as, an IP (Internet protocol) data
packet for each PRP frame and sends both PRP frames
through two independent LANs or WANs having a similar
network topology. The receiver identifies the frames by
the RCT and source MAC (media access control) ad-
dress, accepts and processes the first-arrived PRP
frame, and discards the second PRP frame if it ever
arrives. Since the RCT is added at the end of standard
data packet as part of the PRP frame, the RCT can be
ignored by non-PRP compatible equipment. This ap-
proach ensures that PRP works with both PRP compa-
tible and non-compatible equipment as long as the trans-
mitter and receiver ends are PRP compatible.

[0004] Many industrial process control and automation
system customers require vendors to ensure that the two
PRP networks are independent with no inter-connections
between them. However, a failure condition exists when
an inadvertent physical connection is made between
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these independent networks. Such as cross connecting
a cable between the two networks. Such a connection
would result in critical and catastrophic loss of commu-
nication between the devices and nodes of the industrial
control system causing plant shutdowns or safety inci-
dents. The loss of communication is primarily due to the
PRP design which uses the same MAC addresses for
packets on each of the independent networks. Although,
PRP has a built-in design to include network information
to which a packet belongs to, managed switching equip-
ment will see the same MAC address from two different
ports and report MAC flapping errors. This results in
spanning tree recovery procedures incorrectly being ad-
ministered.

[0005] The issues with standard PRP are multifold in
nature. A connected PRP network may be employed to
provide additional resilience compared to standard PRP.
However, while a connected PRP network may provide
additional resilience compared to standard PRP, con-
nected PRP networks may not withstand dual failures
in the network.

[0006] Therefore, there is a need for an improved PRP
network that may provide additional resilience and can
withstand dual failures in the network to ensure commu-
nication of supervisory control signals and data between
the devices or nodes of a network.

SUMMARY

[0007] This disclosure relates to a method and system
for facilitating a parallel redundancy protocol in industrial
process control and automation systems.

[0008] In a first embodiment, a data communication
system is provided configured to establish independent
network paths through the data communication system.
The data communication system comprises atleast afirst
network and a second network, including a first node
interface connected to a second node interface over the
first network and to the second node interface over the
second network. The data communication system dupli-
cates a data packet frame into a plurality of alternate data
packet frames. The data communication system sends
the data packet frame and the alternated data packet
frames from the first node interface to the second node
interface via the first network using a first network ad-
dress and the data packet frame and the plurality of
alternated data packet frames from the first node inter-
face to the second node interface via the second network
using a second network address.

[0009] Inasecond embodiment, a method establishes
independent network paths through a data communica-
tion system, the data communication system comprising
atleast afirst network and a second network. The method
connects afirst node interface to a second node interface
over the first network and further connects the first node
interface to the second node interface over the second
network. The method configures the first node interface
to send a data packet frame to the second node interface
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via the first network using a first network address and
configures the first node interface a data packet frame to
the second node interface via the second network using a
second network address, wherein the first node interface
duplicates the data packet frame into a plurality of alter-
nate data packet frames.

[0010] In athird embodiment, a non-transitory compu-
ter readable medium containing instructions that when
executed cause at least one processing device to con-
nect afirst node interface to a second node interface over
a first network and to connect the first node interface to a
second node interface over a second network. The first
node interface is instructed to send a data packet frame to
the second node interface via the first network using a
first network address and to send a data packet frame to
the second node interface via the second network using a
second network address, wherein the first node interface
duplicates the data packet frame into a plurality of alter-
nate data packet frames.

[0011] Other technical features may be readily appar-
ent to one skilled in the art from the following figures,
descriptions, and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] For a more complete understanding of this dis-
closure, reference is now made to the following descrip-
tion, taken in conjunction with the accompanying draw-
ings, in which:

FIG. 1 illustrates an example industrial process con-
trol and automation system according to this disclo-
sure;

FIG. 2 illustrates an example control group consist-
ing of a controller in a first network node commu-
nicating to a gateway in a second network node
according to this disclosure;

FIG. 3illustrates an example module for implement-
ing for implementing the parallel redundancy proto-
col over a pair of parallel networks;

FIG. 4 illustrates an example table representing the
node MAC addresses represented by a PRP net-
work;

FIG. 4aillustrates an example abbreviated network 1
PRP data packet frame;

FIG. 4billustrates an example abbreviated network 2
PRP data packet frame;

FIG. 5illustrates an example schematic diagram of a
private network for transporting data between con-
trollers 202 and gateways 204 in accordance with the
present disclosure;

FIG. 6 illustrates an example table representing
node MAC addresses in accordance with this dis-
closure;

FIG. 6aillustrates an example abbreviated network 1
PRP data packet frame in accordance with this dis-
closure;

FIG. 6billustrates an example abbreviated network 2
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PRP data packet frame in accordance with this dis-
closure;

FIG. 6¢ illustrates another example abbreviated net-
work 1 PRP data packet frame in accordance with
this disclosure;

FIG. 6d illustrates another example abbreviated net-
work 2 PRP data packet frame in accordance with
this disclosure;

FIG. 7 illustrates a block diagram of a method for
implementing the method for parallel redundancy
protocol in connected networks according to this
disclosure; and

FIG. 8 illustrates a further block diagram of FIG. 7
implementing the method for parallel redundancy
protocol in connected networks according to this
disclosure.

DETAILED DESCRIPTION

[0013] The figures discussed below, and the various
embodiments used to describe the principles of the pre-
sent invention in this patent document are by way of
illustration only and should not be construed in any
way to limit the scope of the invention. Those skilled in
the art will understand that the principles of the invention
may be implemented in any type of suitably arranged
device or system.

[0014] FIG. 1 illustrates a portion of an example in-
dustrial process control and automation system 100 ac-
cording to this disclosure. As shown in FIG. 1, the system
100 includes various components that facilitate produc-
tion or processing of at least one product or other materi-
al. For instance, the system 100 can be used to facilitate
control or monitoring of components in one or multiple
industrial plants. Each plant represents one or more
processing facilities (or one or more portions thereof),
such as one or more manufacturing facilities for produ-
cing at least one product or other material. In general,
each plant may implement one or more industrial pro-
cesses and can individually or collectively be referred to
as a process system. A process system generally repre-
sents any system or portion thereof configured to process
one or more products or other materials or energy in
different forms in some manner.

[0015] Inthe example shownin FIG. 1, the system 100
includes one or more sensors 102a and one or more
actuators 102b. The sensors 102a and actuators 102b
represent components in a process system that may
perform any of a wide variety of functions. For example,
the sensors 102a could measure a wide variety of char-
acteristics in the process system, such as temperature,
pressure, or flow rate. Also, the actuators 102b could alter
a wide variety of characteristics in the process system.
Each of the sensors 102a includes any suitable structure
for measuring one or more characteristics in a process
system. Each of the actuators 102b includes any suitable
structure for operating on or affecting one or more con-
ditions in a process system.
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[0016] At least one input/output (1/0O) module 104 is
coupled to the sensors 102a and actuators 102b. The I/O
modules 104 facilitate interaction with the sensors 102a,
actuators 102b, or other field devices. For example, an
I/O module 104 could be used to receive one or more
analog inputs (Als), digital inputs (Dls), digital input se-
quences of events (DISOEs), or pulse accumulator in-
puts (Pls) or to provide one or more analog outputs (AOs)
or digital outputs (DOs). Each 1/0O module 104 includes
any suitable structure(s) for receiving one or more input
signals from or providing one or more output signals to
one or more field devices. Depending on the implemen-
tation, an 1/0 module 104 could include fixed number(s)
and type(s) of inputs or outputs or reconfigurable inputs
oroutputs. Inthe exemplary system of FIG. 1 1/0 modules
are connected to gateways 106 via network 108. The
gateways 106 receive the supervisory control information
from remotely located controllers 116. The gateways 106
serve as an entry and exit point for a network node.
Control information as all data must pass through or
communicate with the gateway prior to being routed from
the node. For example, control information from control-
lers 116 can be sentto the actuators 102b from controllers
116 through one or more gateways 106. Data from the
sensors 102a is communicated to one or more controllers
116 through one or more gateways 106.

[0017] For example, a first set of controllers 116 may
use measurements from one or more sensors 102a to
control the operation of one or more actuators 102b.
These controllers 116 could interact with the sensors
102a, actuators 102b, and other field devices via the
I/0O module(s) 104. The controllers 116 may be coupled
to the I/O module(s) 104 via Ethernet, backplane com-
munications, serial communications, or the like. A sec-
ond set of controllers 116 could be used to optimize the
control logic or other operations performed by the first set
of controllers. A third set of controllers 106 could be used
to perform additional functions.

[0018] The controllers 116 can be used in the system
100 to perform various functions in order to control one or
more industrial processes. For example, a first set of
controllers 116, that operate as a first network node
may use measurements from one or more sensors
102b sent from gateways 106 operating as a second
and separated network node to control the operation of
one or more actuators 102b. These controllers 116 could
interact with the sensors 102a, actuators 102b, and other
field devices via the gateways 106 and /O module(s)
104. Additionally, controllers 116 can also communicate
to sensors and actuators (not shown) that can be con-
nected to /0O modules 114 in the first network node. The
controllers 116 may be coupled to the I/O module(s) 104
via Ethernet, backplane communications, serial commu-
nications, or the like. A second set of controllers 116 could
be used to optimize the control logic or other operations
performed by the first set of controllers. A third set of
controllers 116 could be used to perform additional func-
tions.
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[0019] Controllers 116 are often arranged hierarchi-
cally in a system. For example, different controllers 116
could be used to control individual actuators, collections
of actuators forming machines, collections of machines
forming units, collections of units forming plants, and
collections of plants forming an enterprise, either directly
connected in their network node or to a different network
node via a gateway 106. A particular example of a hier-
archical arrangement of controllers 116 is defined as the
"Purdue" model of process control. The controllers 116 in
different hierarchical levels can communicate via one or
more networks 108 and associated switches, firewalls,
and other components.

[0020] Each controller 116 includes any suitable struc-
ture for controlling one or more aspects of an industrial
process. At least some of the controllers 106 could, for
example, represent proportional-integral-derivative
(PID) controllers or multivariable controllers, such as
Robust Multivariable Predictive Control Technology
(RMPCT) controllers or other types of controllers imple-
menting model predictive control (MPC) or other ad-
vanced predictive control. As a particular example, each
controller 116 could represent a computing device run-
ning a real-time operating system, a MICROSOFT WIN-
DOWS operating system, or other operating system.
Operator access to and interaction with the controllers
116 and other components of the system 100 can occur
via various operator stations 110.

[0021] Each operator station 110 could be used to
provide information to an operator and receive informa-
tion from an operator. For example, each operator station
110 could provide information identifying a current state
of an industrial process to an operator, such as values of
various process variables and warnings, alarms, or other
states associated with the industrial process. Each op-
erator station 110 could also receive information affecting
how the industrial process is controlled, such as by
receiving setpoints for process variables controlled by
the controllers 106 or other information that alters or
affects how the controllers 106 control the industrial
process. Each operator station 110 includes any suitable
structure for displaying information to and interacting with
an operator.

[0022] Thisrepresents a briefdescription of one type of
industrial process control and automation system that
may be used to manufacture or process one or more
materials. Additional details regarding industrial process
control and automation systems are well-known in the art
and are not needed for an understanding of this disclo-
sure. Also, industrial process control and automation
systems are highly configurable and can be configured
in any suitable manner according to particular needs.
[0023] Although FIG. 1 illustrates a portion of one ex-
ample industrial process control and automation system
100, various changes may be made to FIG. 1. For ex-
ample, various components in FIG. 1 could be combined,
further subdivided, rearranged, or omitted, and additional
components could be added according to particular
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needs. Also, while FIG. 1 illustrates one example opera-
tional environment in which redundant controllers could
be used, this functionality could be used in any other
suitable system.

[0024] FIG. 2illustrates an example control group 200
consisting of a controller in a first network node commu-
nicating to a gateway in a second network node along one
or more networks 108. For ease of explanation, the
control group 200 is described as being used in the
industrial process control and automation system 100
of FIG. 1. However, the control group 200 could be usedin
any other suitable system. The example, control group
200 operates at Level 1 of the Purdue model, and among
other things, the example control group 200 may use the
measurements from the one or more sensors 102a to
control the operation of one or more actuators 102b.
[0025] As shown in FIG. 2, the control group 200
includes a controller 202 and a gateway 204. The con-
troller 202 may represent, or be represented by, various
ones of the controllers 116 of FIG. 1. The gateway 204
may represent, or be represented by, various ones of the
106 of FIG. 1. The controllers 202 and gateways 204 are
connected to the one or more networks 108, suchas FTE
(fault tolerant ethernet), IEC-61850, Ethernet/IP, or
MODBUS/TCP networks. Controllers 202 could commu-
nicate with the sensors and implement control logic for
controlling the actuators within their own network node.
Controllers 202 could also communicate with gateways
106 and the sensors 102a and implement control logic for
controlling the actuators 102b within the second network
node of the gateway 204.

[0026] In an embodiment of the present disclosure, a
private network facilitates communication between the
controllers 202 and gateways 204. The private network
can transport supervisory control and data between the
controllers 202 and gateways 204, thereby allowing con-
trollers 202 to access and control the sensors and ac-
tuators of the second network node.

[0027] The private network includes any suitable struc-
ture for transporting data between networked devices
such as a parallel redundant protocol (PRP) network
operating under IEC standard 62439-3. For example,
each controller 202 could be configured as a node com-
municating between the gateways 204 using two inde-
pendent PRP networks. Supervisory control and process
data can be transmitted and received along the two
independent networks between the controllers 202 and
gateways 204. Each controller 202 includes any suitable
structure configured to perform control operations in an
industrial process control and automation system.
[0028] Although FIG. 2 illustrates an example of a
controller group 200 having redundant process control-
lers for industrial control networks, various changes may
be made to FIG. 2. For example, a controller group 200
could include more or fewer controllers. Also, any suita-
ble number and configuration of other network devices
could be used to interconnect the controllers in a con-
troller group or a controller node.
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[0029] FIG. 3 illustrates an example of PRP modules
operating under IEC standard 62439-3. The two PRP
modules include a first doubly attached node obeying to
PRP (DANP1) 302 labeled in this disclosure as node 1. A
second doubly attached node obeying PRP (DANP2)
304 is labeled node 2. In this example, node 1 will be
used as the source node and node 2 as the destination
node.

[0030] Each PRP module 302, 304 includes a proces-
sor, in the Upper Layers of modules 302 and 304 that can
use any processing device including one or more pro-
cessors or other processing devices that can execute an
operating system instructions including a protocol stack.
The protocol stack can be implemented in hypertext
transfer protocol (HTTP) and may include a transmission
control protocol (TCP) at a transport layer, and an IP
Internet protocol (IP) at the network layer. These protocol
layer examples should be considered non-limiting and
are merely illustrative of the types of communication
protocols which can be implemented by the protocol
stack and operated by the processor of the PRP module
302-304.

[0031] The PRP modules further include TX/RX circui-
try which implement the PRP-related functions described
herein, as they pertain to the communication stack of the
link redundancy entity (LRE) from |IEC standard 62439-3.
As described in IEC 62439-3, to achieve redundancy,
PRP-compatible nodes are connected to two indepen-
dent network LANs having similar topology, e.g., a net-
work 1 comprised of LAN A and a second network 2
comprised of LAN B. through two independent physical
ports (port A and port B). The physical ports include
circuitry such as transmit (TX) and receive (RX) circuitry
and transceivers for dealing with the physical connectiv-
ity of the corresponding DANP1 and DANP2 nodes.
[0032] Each pair of ports A and B for the same node
share the same MAC address but operate in parallel and
are attached to the same upper layers of the protocol
stack, e.g., through a link redundancy entity (LRE). The
LRE ensures that the upper layers are unaware of, and
unaffected by, the redundancy. The LRE performs two
key tasks related to the PRP-related functions described
herein, the LRE handles the duplication of PRP frames
and manages acceptance of the received packets from
network 1 and network 2.

[0033] For example, the upper layers of the protocol
stack attaches a MAC header to the data packet and
converts it to an IEEE 802.3 frame, as is done in non-
redundant networks. The MAC header includes a source
MAC address field, a destination MAC address field, and
other fields such as a tag and an Ethernet type/size field
for an Ethernet frame. Normally the LRE uses the same
destination MAC address for the destination within a
network. The LRE duplicates the data frame received
from the upper layers and appends a redundancy check
trailer (RCT) to each duplicated data frame. The RCT is
compliant with IEC standard 62439-3. As such, the RCT
includes a sequence number field (SeqNr), a LAN iden-



9 EP 4 554 178 A1 10

tifier field (LanID), a frame size field (LSDU size) and a
PRP suffix which identifies the new (appended) frame as
a PRP frame.

[0034] FIG. 4 represents a simplified MAC address
identifier 400 used in the example PRP network of
FIG. 3. It will be appreciated that the MAC addresses
in this example have been simplified for ease of explana-
tion. As illustrated, the node 1 PRP module DANP1,
includes a network 1 MAC address A1 and a network 2
MAC address A1. The node 2 PRP module, DANP2
includes a network 1 MAC address A2 and network 2
MAC address A2. It should be noted that the MAC ad-
dressesin theillustrated node identifiers node 1 and node
2, shown at FIG. 4 are the same and are identical.
[0035] The sending node LRE, in this example node 1,
duplicates a packet of data for transmission in the LRE.
The data packet is packaged into a frame that includes
the destination MAC address, the source MAC address,
the data, and the RCT. FIG. 4a shows a data packetframe
402 that will be transmitted on network 1. The MAC
header identifies that the data packet source was MAC
address A1 from node 1, the destination is MAC address
A2 at node 2. The RCT of the frame includes the seq
number and identifies that the data packet was trans-
mitted on network 1. Fig. 4b illustrates the data packet
frame 404 that is transmitted on network 2. This data
packet frame includes a duplicated data packet as used
in data packet frame 402 of FIG. 4a. The source MAC
address is A1, and the destination MAC address is A2
and are equivalent to the source and destination ad-
dresses in data packet frame 402 even though the packet
is transmitted along network 2. The LRE transfers the
data packet frames to the transmitter of Port A associated
with LAN 1 and the transmitter of port B associated with
LAN 2.

[0036] The two PRP frames travel through LAN 1 and
LAN 2 with different delays and, ideally, both reach the
destination node 2. The LRE of receiving node 2 con-
sumes the first PRP frame and discards the second one
(ifit arrives). The MAC address of the source node, node
1 in this example, is used to identify the received PRP
frame. During the handling of duplicated PRP frames, the
sequence number in the RCT is combined with the ori-
ginal Source MAC address and used in identifying data
frame.

[0037] FIG. 5illustrates a private network for transport-
ing data between controllers 202 and gateways 204 in
accordance with the present disclosure. A first network
node 1 is formed by controller 202, 1/0 module 114, and
interface module 302. A second network node 2 is formed
by a gateway 204, /0O module 104b and interface module
304.

[0038] Interface modules 302 and 304 are PRP mod-
ules operating under IEC standard 62439-3. The two
interface modules 302-304 include afirstdoubly attached
node obeying to PRP (DANP1) and a second doubly
attached node obeying to PRP (DANP2), as explained
above for FIG. 3. The controller 202 is connected to and
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communicates via one or more networks 108 and asso-
ciated switches, firewalls, to other components of the
industrial process control system. The sensors 102a
and actuators 102b of this control group are connected
toan /O module 104aand 104b via one or more networks
103 and to an associated gateway 204 as was explained
above. The PRP network sends data from the controller
202 of node 1 to the gateway 204 of node 2 using two
independent LAN networks. For example, interface mod-
ule 302 associated with network node 1 communicates
using LAN network 1 (hereinafter network 1) comprised
of a first cable A connected between module 302, an
ethernet switch A 502 and a second cable A’ connected
from Ethernet switch A to interface module 304. Similarly,
interface module 302 is connected to LAN network 2
(hereinafter network 2) via a first cable B to ethernet
switch B 504 and second cable B’ connected to interface
module 304. The interface modules 302-304 through
their associated ethernet switches 502-504, establish
two separate networks, networks 1 and network 2, be-
tween controller 202 and gateway 204. However, unlike a
classical PRP network the disclosure of the present in-
vention includes a cable C operatively connecting ether-
net switch A and switch B. Therefore, the redundant
network 1 and network 2 of the present disclosure are
interconnected allowing for the crossover of MAC ad-
dress identifiers between networks 1 and 2.

[0039] As was explained earlier, industrial process
control system vendors who manufacture devices imple-
menting PRP as their network redundancy scheme are
required to ensure that the two PRP networks are inde-
pendent with no inter-connections between them. How-
ever, a failure condition exists when an inadvertent phy-
sical connection is made between these independent
networks resulting in critical and catastrophic loss of
communication between the devices and nodes of the
industrial control system. A PRP redundancy network,
although desired for high availability applications does
not gracefully handle inter-connections in a switching
environment. The root cause of the loss of communica-
tion is primarily due to the PRP design which duplicates
and reuses the same MAC addresses for data packets
transmitted on each of the independent networks.
Although, PRP has a built-in design to include network
information to which a packet belongs to, managed
switching equipment will see the same MAC address
from two different ports and report MAC flapping errors.
This results in spanning tree recovery procedures incor-
rectly being administered. By purposefully interconnect-
ing a PRP network in a managed switch environment and
implementing the network addressing scheme of the
present disclosure flapping failures can be prevented.
[0040] The MAC addressing scheme of the present
disclosure requires each PRP, in this example, PRP
302-304, build a partner MAC address table 600 that
lists each of the two MAC addresses of the nodes con-
nected to the network as shown in FIG. 6. It should be
noted that the network topology may include more than
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two nodes, however, only two nodes will be used in this
example for ease of explanation. Cable C interconnect-
ing switch A and switch B allows each interface module
302-304 to discover and share the MAC addresses used
by nodes 1 and nodes 2. Therefore, each node shares its
MAC addresses with the other nodes connected in the
network. Each MAC address and its partner MAC ad-
dress is identified in accordance with the network it is
associated with. For example, from the table 600 of FIG. 6
node 1, network 1 has a MAC address A1 and a partner
MAC address B1. The node 2, network 2 has a MAC
address B2 and a partner MAC address A2. Duplication
of MAC addresses is not made. Each interface module
302-304 includes the partner MAC address table 600
which is used to assign the proper MAC address for data
packet transmission along networks 1 and 2.

[0041] The MAC addresses contained in the MAC
address table 600 is used by the PRP 302-304 to build
the MAC header. For example, in the MAC header illu-
strated by 602 in FIG. 6a and by 604 in FIG. 6b, the
protocol stack of the sending node PRP would look up the
destination MAC addresses of the destination from the
MAC address table and send the original data packet
from source A1 to destination A2 using network 1 in
accordance to frame 602. A duplicate packet would be
sent to node 2 MAC address A2 from node 1 MAC
address A1 along network 2 as shown in frame 604.
[0042] At the destination node PRP, for example PRP
304, consumes the first PRP frame that arrives and
discards the second one (if it arrives). In the manner
as earlier described for a normal PRP node. The MAC
address of the source node 302 in this example, is used to
identify the received PRP frame. During the handling of
duplicated PRP frames, the sequence number in the
RCT is combined with the original source MAC address
and used in identifying the data frame.

[0043] A connected PRP network may also face some
issues and may not withstand dual failures in the network.
Situations of a dual fault impact communication for a
connected PRP network may occur due to switch mis-
configurations, or dual failures in the network from cross
cables and/or faulty cables. Though these situations
although very less likely to occur, it can result in critical
communications disruption as networks move towards
flattened networks.

[0044] Handling more than two faults on the network
can be extended to the connected PRP solution to further
improve network resiliency for critical applications. This
can be achieved by extending the connected PRP net-
works packet send design to copy and send two addi-
tional packets as shown in FIG. 6¢ and 6d. Hence, one
application sent will result in 4 network packets shown in
FIG. 6a to 6d sent with two new packet copies shown in
FIG. 6¢c and 6d. The two additional packets as shown in
FIG. 6¢c and 6d add more robustness to the two-path
solution and instead uses four-paths from the source to
the target. For example, in the MAC header illustrated by
606 in FIG. 6¢c and by 608 in FIG. 6d, the protocol stack of
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the sending node PRP would look up the destination
MAC addresses of the destination from the MAC address
table and send another copy of the data packet from
source B1 to destination A2 using network 1 in accor-
dance to frame 606. Another copy of the data packet
would be sent to node 2 MAC address B2 from node 1
MAC address A1 along network 2 as shown in frame 608.
[0045] The present disclosure provides an improved
connected PRP network that provides additional resili-
ence and can withstand dual failures in the network to
ensure communication of supervisory control signals and
data between the devices or nodes of a network. As
shown in FIG. 6a to 6d and discussed above, the present
disclosure provides modification to a connected PRP
design and allow four data packets to be generated.
These additional packets over a usual connected PRP
design significantly improve network resiliency and miti-
gates communications disruption due to multiple failures
in the network caused due to human errors from switch
misconfigurations or cross cabling.

[0046] FIG. 7 illustrates a diagram of an example
method 700 for building the PRP data packet frames
602, 604, 606, and 608 as shown in FIG 6a to FIG 6d
respectively, according to this disclosure. For ease of
explanation the method 700 is described with respect to
the system 100 of FIG. 1, although the method 700 could
be implemented in any other suitable system. Also, the
method 700 is implemented using the controller nodes 1
and 2 of FIG. 5, although the method 700 can be im-
plemented in any other suitable manner.

[0047] The assembly of data packet frames starts at
step 701 with the source interface module looking up the
source and destination MAC addresses received from
the protocol stack. Next a decision step 702 is made in
which the method looks to see if the source MAC address
received is in network 1. If the source MAC address is in
network 2 then the method branches off at step 704. If the
source MAC address is in network 1, then a second
decision step is made at 706 to ascertain if the destination
MAC address is in network 1. If the destination is in
network 1 then the method of the disclosure replaces
the original MAC addresses in the following manner. In
step 710 three duplicate data packet frames are created
and named AltSendCopy, AltSendCopy2, and AltSend-
Copy3, respectively. Next at step 712, the source MAC
address of the duplicate data frame AltSendCopy is
replaced with the partner or Network 2 source MAC
address. For this example, if the MAC address of the
original data frame is A1 the partner or Network 2 MAC
address from the MAC address table in FIG. 6 indicates
that the partner or Network 2 MAC address is B1 and
therefore in the AltSendCopy frame the source MAC
address is changed to B 1. Similarly, in step 714 the
destination MAC address for the AltSendCopy is chan-
ged to B2 from B1. Similar steps are followed for the other
two duplicate data packet frames, AltSendCopy2, and
AltSendCopy3. At step 716, the source MAC address of
the duplicate data frame AltSendCopy?2 is replaced with
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the partner or Network 2 source MAC address. Next, at
step 718 the destination MAC address for the AltSend-
Copy3 is changed with the partner or Network 2 destina-
tion MAC address.

[0048] Finally, in steps 720, 722, 724, and 726 the
original data packet frame is transmitted on network 1
and the AltSendCopy data packet frame is transmitted on
network 2, the AltSendCopy2 data packet frame is trans-
mitted on network 2, and the AltSendCopy3 data packet
frame is transmitted on network 1. Thereby the original
data packet frame is transmitted along network 1 from
MAC address A1 using a destination MAC address A2. At
the same instance, the AltSendCopy data packetframe is
transmitted along network 2 having source MAC address
A1 using a destination MAC address A2, the AltSendCo-
py2 data packet frame is transmitted along network 2
having source MAC address B1 using a destination MAC
address A2, and the AltSendCopy3 data packet frame is
transmitted along network 1 having source MAC address
A1 using a destination MAC address B2.

[0049] If however, in decision step 706, the MAC ad-
dress received from the stack shows a network 2 desti-
nation MAC address then the method branches to step
707. In step 709, three duplicate data packet frames are
created and named AltSendCopy, AltSendCopy2, and
AltSendCopy3, respectively. In step 711, the program
replaces the source MAC address of the original data
packet frame to Network 2 source MAC address. For
example, at step 711, the program replaces the source
MAC address of the original data packet frame of B1 to
A2. In step 713 the destination MAC address of the
original data packet frame is replaced with the Network
1 destination MAC address. So, in step 713, the destina-
tion MAC address of the original data packet frame of B2,
is replaced by the MAC address A2. Similarly, at step 715
the destination MAC address of the duplicate data frame
AltSendCopy?2 is replaced with the Network 1 destination
MAC address. Next, at step 717 the source MAC address
for the AltSendCopy3 is changed with the Network 2
source MAC address. Thereby in steps 719, 721, 723,
and 725 the original data packet frame is transmitted
along network 1 using a destination MAC address A2. At
the same instance that the original data packet frame is
transmitted on network 1, the AltSendCopy data packet
frame is transmitted along network 2 using a destination
MAC address A2, the AltSendCopy?2 data packet frame is
transmitted along network 1 having source MAC address
B1 using a destination MAC address A2, and the Alt-
SendCopy3 data packet frame is transmitted along net-
work 2 having source MAC address A1 using a destina-
tion MAC address B2.

[0050] Fig. 8 illustrates the method of the present dis-
closure wherein the method branches off at 704, due to
the source MAC address originating in network 2. At
decision step 732 the method looks to see if the destina-
tion MAC address is in network 1. If it is, three duplicate
data packet frames are created named AltSendCopy,
AltSendCopy2, and AltSendCopy3 respectively in step
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734. Next in step 736 the source MAC address B2 is
replaced with partner or Network 1 source MAC address
A2 in the AltSendCopy. Next in step 738 the destination
MAC address in original data packet frame is replaced
with the partner or the Network 2 MAC address replacing
it from A1 to B1. Similar steps are followed for the other
two duplicate data packet frames, AltSendCopy2, and
AltSendCopy3. At step 740, the source MAC address of
the duplicate data frame AltSendCopy?2 is replaced with
the Network 1 source MAC address. Next, at step 742 the
destination MAC address for the AltSendCopy3 is chan-
ged with the Network 2 destination MAC address.
[0051] Insteps 743,744, the AltSendCopy data packet
frame is transmitted from source MAC address A2 in
node 2 to destination MAC address A1 in node 1 over
network 1. At the same instance, the original data packet
frame is transmitted over network 2 using MAC address
A2 to destination MAC address A1. Also, at the same
instance, the other two duplicate data packet frames,
AltSendCopy2, and AltSendCopy3 are transmitted over
the Network 2 and Network 1 respectively. At step 745,
the AltSendCopy2 data packet frame is transmitted on
network 2 from source MAC address A2 to destination
MAC address B1 over network 2. At step 746, the Alt-
SendCopy3 data packet frame is transmitted on network
1 from source MAC address B2 to destination MAC
address A1 over network 1.

[0052] At decision step 732 if the destination MAC
address is in network 2 the conditional branch 731 is
taken. At step 733, three duplicate data packet frames
are created again named AltSendCopy, AltSendCopy?2,
and AltSendCopy3, respectively. Next in step 735 the
source MAC address of the AltSendCopy data packet
frame is replaced with partner or Network 1 source MAC
address, A1. Next in step 737 the destination MAC ad-
dress of the AltSendCopy?2 is replaced with the partner or
Network 1 MAC address A2. At step 739, the destination
MAC address of the duplicate data packet frame Alt-
SendCopy3 is replaced with the Network 1 destination
MAC address. Next, at step 741 the source MAC address
for the AltSendCopy3 is changed with the Network 1
source MAC address.

[0053] In step 743 the original data packet frame is
transmitted from source MAC address A1 to destination
MAC address A2 over network 2. In step 744, atthe same
instance, the AltSendCopy data packet frame is trans-
mitted over network 1 using MAC address A1 to destina-
tion MAC address A2. Also, at the same instance, the
other two duplicate data packet frames, AltSendCopy2,
and AltSendCopy3 are transmitted over the Network 2
and Network 1 respectively. At step 745, the AltSendCo-
py2 data packet frame is transmitted on network 2 from
source MAC address A2 to destination MAC address B1
over network 2. At step 746, the AltSendCopy3 data
packet frame is transmitted on network 1 from source
MAC address B2 to destination MAC address A1 over
network 1.

[0054] At the destination node of each interface mod-
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ule 302-304 , the PRP consumes the first data packet
frame that arrives and discards the other copy (if it
arrives). In the manner as earlier described for a normal
PRP node. The network 1 MAC address has priority and
is selected to replace all other incoming data packet
frames. If a network 2 source MAC address arrives first,
the network 1 the source MAC address is looked-upin the
MAC address table and all the incoming packet source
MAC addresses are replaced with the network 1 source
partner MAC address.

[0055] In some embodiments, various functions de-
scribed in this patent document are implemented or
supported by a computer program that is formed from
computerreadable program code and thatis embodiedin
a computer readable medium. The phrase "computer
readable program code" includes any type of computer
code, including source code, object code, and executa-
ble code. The phrase "computer readable medium" in-
cludes any type of medium capable of being accessed by
a computer, such as read only memory (ROM), random
access memory (RAM), a hard disk drive, a compact disc
(CD), a digital video disc (DVD), or any other type of
memory. A "non-transitory" computer readable medium
excludes wired, wireless, optical, or other communication
links that transport transitory electrical or other signals. A
non-transitory computer readable medium includes med-
ia where data can be permanently stored and media
where data can be stored and later overwritten, such
as a rewritable optical disc or an erasable memory de-
vice.

[0056] It may be advantageous to set forth definitions
of certain words and phrases used throughout this patent
document. The terms "application" and "program" refer to
one or more computer programs, software components,
sets of instructions, procedures, functions, objects,
classes, instances, related data, or a portion thereof
adapted for implementation in a suitable computer code
(including source code, object code, or executable code).
The term "communicate," as well as derivatives thereof,
encompasses both direct and indirect communication.
The terms "include" and "comprise," as well as deriva-
tives thereof, mean inclusion without limitation. The term
"or"is inclusive, meaning and/or. The phrase "associated
with," as well as derivatives thereof, may meantoinclude,
be included within, interconnect with, contain, be con-
tained within, connect to or with, couple to or with, be
communicable with, cooperate with, interleave, juxta-
pose, be proximate to, be bound to or with, have, have
a property of, have a relationship to or with, or the like.
The phrase "at least one of," when used with a list of
items, means that different combinations of one or more
of the listed items may be used, and only one item in the
list may be needed. For example, "at least one of: A, B,
and C" includes any of the following combinations: A, B,
C,AandB,AandC,Band C, and A and B and C.
[0057] The description in the present application
should not be read as implying that any particular ele-
ment, step, or function is an essential or critical element
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that must be included in the claim scope. The scope of
patented subject matter is defined only by the allowed
claims. Moreover, none of the claimsis intended toinvoke
35U.8.C.

§ 112(f) with respect to any of the appended claims or
claim elements unless the exact words "means for" or
"step for" are explicitly used in the particular claim, fol-
lowed by a participle phrase identifying a function. Use of
terms such as (but notlimited to) "mechanism," "module,"
"device," "unit," "component," "element," "member," "ap-
paratus," "machine," "system," "processor," or "control-
ler" within a claim is understood and intended to refer to
structures known to those skilled in the relevant art, as
further modified or enhanced by the features of the claims
themselves, and is not intended to invoke 35 U.S.C. §
112(f).

[0058] While this disclosure has described certain em-
bodiments and generally associated methods, altera-
tions and permutations of these embodiments and meth-
ods will be apparent to those skilled in the art. Accord-
ingly, the above description of example embodiments
does not define or constrain this disclosure. Other
changes, substitutions, and alterations are also possible
without departing from the spirit and scope of this dis-
closure, as defined by the following claims.

Claims

1. A data communication system configured to estab-
lish independent network paths through the data
communication system, the data communication
system comprising at least a first network and a
second network operated in parallel, wherein the
communication system:

comprises a first node interface connected to a
second node interface over the first network;
the first node interface connected to the second
node interface over the second network, the first
node interface is arranged to send data pack-
aged in a data packet frame; and

is configured to duplicate the data packet frame
into a plurality of alternate data packet frames
and send the data packet frame and the alter-
nate data packet frames from the first node
interface to the second node interface via the
first network using a first network address and
send data the data packet frame and the alter-
nate data packet frames from the first node
interface to the second node interface via the
second network using a second network ad-
dress.

2. Thedatacommunication system of claim 1, wherein:

the first node interface is arranged to select and
append to the data packet frame the network
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address for the second interface for transmis-
sion of the data packet frame to the second node
interface along the first network; and

the first node interface duplicates the data pack-

the second node interface for transmission of the
data packet frame and the first, second and third
alternate data packet frames to the first node inter-

face along the second network.

etframeinto afirstalternate datapacketframe,a 5

second alternate data packet frame and a third 7. The data communication system of claim 1, wherein
alternate data packet frame to select and ap- the first and the second node interfaces are each a
pend to the first alternate data packet frame, the doubly attached node obeying to a parallel redun-
second alternate data packet frame, and the dant protocol standard.

third alternate data packetframe and the second 70

network address for the second node interface 8. The data communication system of claim 1, wherein
for transmission of the data packet frame and the second network address is not equivalent to the
the first, second and third alternate data packet first network address.

frames to the second node interface along the

second network. 15 9. A method establishing independent network paths

through a data communication system, the data
communication system comprising at least a first
network and a second network, the method compris-

ing:

3. Thedata communication system of claim 2, wherein:

the first node interface is connected to a first
network switch, the first network switch con- 20
nected to the second node interface over the
first network; and

the first node interface is connected to a second
network switch, the second network switch con-
nected to the second node interface over the 25
second network.

connecting a first node interface to a second
node interface over the first network;
connecting the first node interface to the second
node interface over the second network, the first
node interface arranged to send data packaged
in a data packet frame; and
configuring the first node interface to send data
packaged in a data packet frame to the second
node interface via the first network using a first
network address and configuring the first node
interface to send data the data packet frame to
the second node interface via the second net-
work using a second network address,
wherein the first node interface duplicates the
35 data packet frame into a plurality of alternate
data packet frames.

4. The data communication system of claim 3, wherein
the first network switch and the second network
switch are interconnected, and the first network ad- 30
dress and the second network address are commu-
nicated and shared with the first node interface and
the second node interface using the first and second
network switches.

5. The data communication system of claim 4, wherein
the first mode interface and the second node inter-
face decide which of the first or the second network
address are to be used for sending data via the first
network and the second network using a partner 40
address table, the partner address table comprising
the first and the second network address for the first
node interface and the second node interface.

10. The method of claim 9, further comprising:

packaging by the first node interface data into
the data packet frame;

selecting and appending to the data packet
frame the network address for the second node
interface;

duplicating by the first node interface the data
packet frame into the plurality of alternate data
packet frames;

selecting and appending to the plurality of alter-
nate data packet frames the second network
address for the second node interface; and
transmitting the data packet frame along the first
network to the second node interface and the
plurality of alternate data packet frames along
the second network to the second node inter-
face.

6. The data communication system of claim 5, wherein 45
the second node interface is arranged to package
the data into a data packet frame and to select and
append to the data packet frame the network ad-
dress for the first node interface for transmission of
the data packet frame to the firstnode interface along 50
the first network; and
the second node interface duplicates the data packet
frame into a first alternate data packet frame, a
second alternate data packet frame and a third alter-
nate data packet frame to select and append to the 55
first alternate data packet frame, the second alter-
nate data packet frame, and the third alternate data
packet frame and the second network address for

11. The method of claim 9, further comprising:
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packaging by the second node interface data
into a data packet frame;

selecting and appending to the data packet
frame the network address for the first node
interface;

duplicating by the second node interface the
data packet frame into the plurality of alternate
data packet frames;

selecting and appending to the plurality of alter-
nate data packet frames the second network
address for the first node interface; and
transmitting the data packet frame along the first
network to the first node interface and the plur-
ality of alternate data packet frames along the
second network to the first node interface.

The method of claim 9, wherein the plurality of alter-
nate data packet frames comprise a first alternate
data packet frame, a second alternate data packet
frame and a third alternate data packet frame.

The method of claim 9, further comprising:

connecting the first node interface to a first net-
work switch, the first network switch connected
to the second node interface over the first net-
work; and

connecting the first node interface to a second
network switch, the second network switch con-
nected to the second node interface over the
second network.

The method of claim 13, wherein the first network
switch and the second network switch are intercon-
nected, the method further comprising:

sharing the first network address and the second
network address with the first node interface and the
second node interface using the first and second
network switches.

The method of clam 10, wherein a partner address
table maintains the first and the second network
addresses for the first node interface and the second
node interface, the method further comprising:
deciding by the first mode interface and the second
node interface using the partner address table which
of the first or the second network address are to be
used for sending data via the first network and the
second network.
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