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METHOD AND APPARATUS FOR CROSS-DOMAIN ACCESS, DEVICE, AND MEDIUM

Disclose are a method and an apparatus for

cross-domain access, a device, and a medium. The
method includes: transmitting an access request of a
first component at a first security level to a second com-
ponent at a second security level; detecting a bus trans-
mission status of the second; generating an interrupt
signal based on the bus transmission status, taking a
preset result indicating the bus transmission statusisin a
preset status as an access result corresponding to the

access request transmitted by the second component;
performing exception handling corresponding to the in-
terrupt signal, to restore access of the first component to
the second. The access request of the first component
can be ended normally, while no exception occurs due to
effects of an exception of the bus transmission status of
the second component; exception handling can be per-
formed to restore cross-domain access of the first com-
ponent to the second.
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Description
FIELD OF THE INVENTION

[0001] This disclosure relates to the technical field of
semiconductors, and in particular, to a method and an
apparatus for cross-domain access, a device, and a
medium.

BACKGROUND OF THE INVENTION

[0002] In fields such as autonomous driving and as-
sisted driving, functional safety is a factor that must be
considered forin-vehicle chips. Various functions ofanin-
vehicle chip are usually classified into different functional
safety levels according to dangers to operation of a
vehicle, such as an automotive safety integrity level
(ASIL). Further, the various functions are classified into
different functional safety domains according to the func-
tional safety levels of the various functions. A function
with a high security level (which may also be referred to as
a system in a high security level domain) ensures normal
and safe operation of the vehicle. In practical applica-
tions, a function in a high security level domain usually
needs to access relevant data of a function with a low
security level (which may be referred to as a systemin a
low security level domain). In other words, cross-domain
access is required. In related technologies, due to fre-
quent cross-domain access between a high security level
domain and a low security level domain, if an exception
(such as hanging) occurs to a bus in the low security level
domain, itis likely to cause exceptions to a bus in the high
security level domain and to a component that initiates
the cross-domain access, which may easily lead to sys-
tem exceptions in the high security level domain.

SUMMARY OF THE INVENTION

[0003] To resolve the foregoing technical problem that
an exception in a system in a low security level domain
may easily cause an exception in a system in a high
security level domain, embodiments of this disclosure
disclose a method and an apparatus for cross-domain
access, a device, and a medium, so as to ensure normal
operation of the system in the high security level domain
when a bus exception occurs to the system in the low
security level domain, thereby avoiding exceptions in the
system in the high security level domain.

[0004] According to a first aspect of this disclosure, a
method for cross-domain access is provided, including:
transmitting an access request of a first component at a
first security level to a second component at a second
security level; detecting a bus transmission status of the
second component; generating an interrupt signal based
on the bus transmission status, and taking a preset result
indicating that the bus transmission status is in a preset
status as an access result corresponding to the access
request transmitted by the second component; and per-
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forming exception handling corresponding to the inter-
rupt signal, to restore access of the first component to the
second component.

[0005] According to a second aspect of this disclosure,
an apparatus for cross-domain access is provided, in-
cluding: a transmission module, configured to transmitan
accessrequest of a first component at afirst security level
to a second component at a second security level; a first
detection module, configured to detect a bus transmis-
sion status of the second component; a first response
module, configured to generate an interrupt signal based
on the bus transmission status, and take a preset result
indicating that the bus transmission status is in a preset
status as an access result corresponding to the access
request transmitted by the second component; and a
processing module, configured to perform exception
handling corresponding to the interrupt signal, to restore
access of the first component to the second component.
[0006] According to a third aspect of this disclosure, a
computer readable storage medium is provided. The
storage medium stores a computer program, and the
computer program is used for implementing the method
for cross-domain access according to any one of the
foregoing embodiments of this disclosure.

[0007] According to a fourth aspect of this disclosure,
an electronic device is provided. The electronic device
includes: a processor; and a memory configured to store
processor-executable instructions. The processoris con-
figured to read the executable instructions from the mem-
ory, and execute the instructions to implement the meth-
od for cross-domain access according to any one of the
foregoing embodiments of this disclosure.

[0008] According to a fifth aspect of this disclosure, a
computer program product is provided. When instruc-
tions in the computer program product are executed by a
processor, the method for cross-domain access accord-
ing to any one of the foregoing embodiments of this
disclosure implemented.

[0009] Based on the method and the apparatus for
cross-domain access, the device, and the medium that
are provided in the foregoing embodiments of this dis-
closure, during cross-domain access, after the access
request of the first component at the first security level is
transmitted to the second component at the second
security level, the bus transmission status of the second
component may be detected; the interrupt signal may be
generated based on the bus transmission status; and the
presetresultindicating that the bus transmission status is
in the preset status may be taken as the access result
corresponding to the access request. In this case, it is
ensured that the access request of the first component at
the first security level can be ended normally, while no
exception occurs due to effects of an exception of the bus
transmission status of the second component; and cor-
responding exception handling may be performed to
restore cross-domain access of the first component to
the second component, thereby effectively ensuring
functional safety of the first component.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0010]

FIG. 1 is an exemplary application scenario of a
method for cross-domain access according to this
disclosure;

FIG. 2is a schematic flowchart of a method for cross-
domain access according to an exemplary embodi-
ment of this disclosure;

FIG. 3is aschematic flowchart of a method for cross-
domain access according to another exemplary em-
bodiment of this disclosure;

FIG. 4 is a schematic flowchart of a method for cross-
domain access according to still another exemplary
embodiment of this disclosure;

FIG. 5is aschematic flowchart of a method for cross-
domain access according to yet another exemplary
embodiment of this disclosure;

FIG. 6 is a schematic flowchart of a method for cross-
domain access according to still yet another exemp-
lary embodiment of this disclosure;

FIG. 7 is a flow block diagram of cross-domain
access according to an exemplary embodiment of
this disclosure;

FIG. 8 is a schematic diagram of a structure of an
apparatus for cross-domain access according to an
exemplary embodiment of this disclosure;

FIG. 9 is a schematic diagram of a structure of an
apparatus for cross-domain access according to
another exemplary embodiment of this disclosure;
FIG. 10 is a schematic diagram of a structure of an
apparatus for cross-domain access according to still
another exemplary embodiment of this disclosure;
FIG. 11 is a schematic diagram of a structure of an
apparatus for cross-domain access according to yet
another exemplary embodiment of this disclosure;
FIG. 12 is a schematic diagram of a structure of an
apparatus for cross-domain access according to still
yet another exemplary embodiment of this disclo-
sure;

FIG. 13 is a schematic diagram of a structure of a first
subcomponent according to an exemplary embodi-
ment of this disclosure;

FIG. 14 is a schematic diagram of a structure of a first
subcomponent according to another exemplary em-
bodiment of this disclosure; and

FIG. 15 is a diagram of a structure of an electronic
device according to an embodiment of this disclo-
sure.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0011] To explain this disclosure, exemplary embodi-
ments of this disclosure are described below in detail with
reference to accompanying drawings. Obviously, the
described embodiments are merely a part, rather than
all of embodiments of this disclosure. It should be under-
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stood that this disclosure is not limited by the exemplary
embodiments.

[0012] It should be noted that unless otherwise speci-
fied, the scope of this disclosure is not limited by relative
arrangement, numeric expressions, and numerical va-
lues of components and steps described in these embo-
diments.

Overview of this disclosure

[0013] Inaprocessofimplementingthisdisclosure, the
inventor finds that in fields such as autonomous driving
and assisted driving, functional safety is a factor that must
be considered forin-vehicle chips. Various functions of an
in-vehicle chip are usually classified into different func-
tional safety levels according to dangers to operation of a
vehicle, such as an automotive safety integrity level
(ASIL). Further, the various functions are classified into
different functional safety domains according to the func-
tional safety levels of the various functions. A function
with a high security level (which may also be referred to as
a system in a high security level domain) ensures normal
and safe operation of the vehicle. In practical applica-
tions, a function in a high security level domain usually
needs to access relevant data of a function with a low
security level (which may be referred to as a system in a
low security level domain). In other words, cross-domain
access is required. In related technologies, due to fre-
quent cross-domain access between a high security level
domain and a low security level domain, if an exception
(such as hanging) occurs to a bus in the low security level
domain, itis likely to cause exceptions to a bus in the high
security level domain and to a component that initiates
the cross-domain access, which may easily lead to sys-
tem exceptions in the high security level domain.

Exemplary overview

[0014] FIG. 1is anexemplary application scenario of a
method for cross-domain access according to this dis-
closure.

[0015] As shown in FIG. 1, in in-vehicle chips in fields
such as autonomous driving and assisted driving, a
component in a high security level domain (thatis, a high
security-level-domain component) generally needs to
perform cross-domain access to a component in a low
security level domain (thatis, a low security-level-domain
component). The high security-level-domain component
may include, for example, a processor in the high security
level domain, a DMA (direct memory access) controller,
ETH (Ethernet), an XSPI (eXpanded serial peripheral
interface), other related components having a cross-do-
main access capability, and other related components.
The low security-level-domain component may include a
processor in the low security level domain, a DMA con-
troller, and other related components. By using the meth-
odfor cross-domain access in this disclosure, anisolation
component may be disposed between the high security-
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level-domain component and the low security-level-do-
main component. The isolation component may be im-
plemented by using at least one of software and hard-
ware. The isolation component is separately connected
to the high security-level-domain component and the low
security-level-domain component. Alternatively, the iso-
lation component includes two parts, wherein one partis
disposed in the high security-level-domain component,
and the other part is disposed in the low security-level-
domain component. The isolation component may trans-
mit an access request of the high security-level-domain
component (that is, a first component at a first security
level) to a second component at a second security level
(that is, the low security-level-domain component); may
detect a bus transmission status of the second compo-
nent; and generate an interrupt signal based on the bus
transmission status, and take a preset result indicating
thatthe bus transmission statusis in a preset status as an
access result corresponding to the access request trans-
mitted by the second component. The first component
may perform exception handling corresponding to the
interrupt signal, to restore access of the first component
to the second component. When bus transmission of the
second component bus is in the preset status (such as
being abnormal), the preset result may be taken as the
access result corresponding to the access request, so
that the access request of the first component may be
responded to normally. Therefore, current cross-domain
access may be ended normally, while no exception oc-
curs because no response is received from the second
component. In this way, normal operation of the first
component may be ensured, which facilitates subse-
quent exception handling of the first component, so as
torestore the cross-domain access of the first component
to the second component in a timely manner, thereby
effectively ensuring functional safety of the first compo-
nent and further improving safety of vehicle driving.
[0016] The method for cross-domain access in this
disclosure is not limited to the foregoing fields or scenar-
ios of autonomous driving and assisted driving, but may
also be applicable to any other field or scenario of cross-
domain access that needs to meet different functional
safety requirements.

Exemplary method

[0017] FIG. 2 is a schematic flowchart of a method for
cross-domain access according to an exemplary embo-
diment of this disclosure. This embodiment may be ap-
plicable to an electronic device, such as an in-car com-
puting platform. As shown in FIG. 2, the method includes
the following steps.

[0018] Step 201. Transmit an access request of a first
component at afirst security level to a second component
at a second security level.

[0019] Insome optional embodiments, the first security
level is higher than the second security level. For exam-
ple, the first security level is ASIL D, while the second
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security level is any level of ASIL QM (quality manage-
ment), ASIL A, ASIL B, and ASIL C. Alternatively, the first
security level is ASIL C, while the second security level is
ASIL QM, ASIL A, or ASIL B. Alternatively, the first
security level is ASIL B, while the second security level
is ASIL QM, ASIL A, or the like.

[0020] In some optional embodiments, the first com-
ponent may include a componentin a domain (which may
be referred to as afirst security level domain) correspond-
ing to the first security level. The first component may
include, for example, one or more of a processor, a DMA
controller, and other related components (such as a
register and a memory) in the first security level domain.
Similarly, the second component may include a compo-
nentin a domain (thatis, a second security level domain)
corresponding to a second security level.

[0021] In some optional embodiments, the access re-
quest of the first component may be initiated by a com-
ponent having a cross-domain access capability in the
first component, such as the processor, the DMA con-
troller, ETH, or an XSPI.

[0022] In some optional embodiments, an isolation
component may be disposed between the first compo-
nent and the second component, to transmit the access
request of the first component to the second component.
The isolation component may be implemented based on
software, hardware, or a combination of software and
hardware. For example, to ensure real-time perfor-
mance, the isolation component may be implemented
based on hardware.

[0023] In some optional embodiments, the isolation
component may include a first part (which may be re-
ferred to as the first subcomponent) disposed on a side of
the first component side and a second part (which may be
referred to as the second subcomponent) disposed on a
side of the second component. The first part communi-
cates with the second part through a certain communica-
tion protocol. The communication protocol may be any
implementable bus protocol, such as an AXI (advanced
eXtensible interface) protocol or an APB (advanced per-
ipheral bus) protocol. The first part may serve as a part of
the first component. In other words, the first component
includes the first part, which may also be independent of
and connected to the first component. The first part may
also include a hardware part independent of and con-
nected to the first component, and a software part im-
plemented by the processor in the first component. The
second part may serve as a part of the second compo-
nent (that is, the second component includes the second
part). The second part may also be a part independent of
and connected to the second component. A relationship
between the first part and the first component, and a
relationship between the second part and the second
component may be set according to actual requirement,
which are not limited in the embodiments of this disclo-
sure. The first part is configured to send the access
request of the first component to the second part. The
second part sends the access request to a componentin
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the second component, for example, sends the access
request to a processor, a memory, or the like in the
second component, to achieve cross-domain access.
[0024] Step 202. Detect a bus transmission status of
the second component.

[0025] In some optional embodiments, the bus trans-
mission status may include two statuses: normal and
abnormal. For a situation in which the second component
cannot normally transmit an access result corresponding
to the access request of the first component due to any
reason, it is determined that the bus transmission status
of the second component is abnormal. For example, if a
bus of the second component cannot transmit data nor-
mally because the bus of the second component hangs,
the second component is not started or fails to be started,
and due to various other possible reasons, it is deter-
mined that the bus transmission status of the second
component is abnormal.

[0026] In some optional embodiments, the bus trans-
mission status of the second component may be de-
tected by detecting a timeout situation of an acknowl-
edgment signal indicating completion of transmission
that is returned by the second component. For example,
after the access request is transmitted to the second
component, timing starts, and it is detected whether
the acknowledgment signal indicating completion of
transmission that is returned by the second component
has been received. If the acknowledgment signal is re-
ceived within the preset time, it indicates that the bus
transmission status of the second component is normal.
If the acknowledgment signal is not received within the
preset time, it indicates that the acknowledgment signal
of the second component is timed out, and it is deter-
mined that the bus transmission status of the second
component is abnormal.

[0027] In some optional embodiments, the timeout
situation of the acknowledgment signal indicating com-
pletion of transmission that is returned by the second part
may be detected by the first part in the isolation compo-
nent. The second component communicates with the
second part, which is responsible for sending the data
transmitted by the bus of the second component to the
first part, and sending the acknowledgment signal to the
first part after the transmission is completed. If the bus
transmission status of the second component is abnor-
mal, the second part cannot send the acknowledgment
signal to the first part. The first part may determine the bus
transmission status of the second component by detect-
ing the timeout situation of the acknowledgment signal.
[0028] Step203.Generate aninterruptsignal basedon
the bus transmission status, and take a preset result
indicating that the bus transmission status is in a preset
status as an access result corresponding to the access
request transmitted by the second component.

[0029] In some optional embodiments, if it is detected
that the bus transmission status of the second compo-
nent is in the preset status, the interrupt signal may be
generated, and the preset result indicating that the bus
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transmission status is in the preset status may be taken
as the access result corresponding to the access request
transmitted by the second component. The preset status
may be determined according to a preset detection rule.
The preset detection rule may include, for example,
whether a protocol signal of the second component is
received within the preset time. The protocol signal is, for
example, an acknowledgment signal indicating comple-
tion of single transmission.

[0030] In some optional embodiments, the abnormal
bus transmission status is taken as the preset status. To
be specific, if the bus transmission status of the second
component is abnormal, it indicates that the bus of the
second component is abnormal and cannot transmit the
access result corresponding to the access request. To
avoid exceptions in the first component, the interrupt
signal may be generated, and the preset result indicating
that the bus transmission status is abnormal may be
taken as the access result corresponding to the access
request transmitted by the second component. In other
words, to enable the access request to be responded to
and end the current access normally, the preset result is
considered as the access result transmitted by the sec-
ond component, and is returned to the component initi-
ating the access request in the first component, for ex-
ample, is returned to the processor initiating the access
request in the first component. The processor receives
the access result corresponding to the access request,
and ends the current cross-domain access.

[0031] Insome optional embodiments, a single access
request may correspond to one or more access results,
which is specifically determined based on a data address
accessed by the access request and the transmission
protocol. For example, if the access request accesses a
large quantity of data addresses, the access request may
need to be transmitted by the second component multiple
times. After each transmission, the second component
may send an acknowledgment signal indicating comple-
tion of transmission, and the first component may obtain
an access result of single transmission. After the second
component completes transmission multiple times, the
first component obtains a final access result correspond-
ing to the access request. During this process, if an
acknowledgment signal indicating completion of any
transmission is timed out, it may be determined that
the bus transmission status of the second component
is in the preset status (that is, being abnormal). The
presetresultis taken as an access result of this transmis-
sion and is returned to the component initiating the ac-
cess request in the first component, and an acknowl-
edgment signal indicating completion of next transmis-
sion is detected. If the acknowledgment signal is timed
out, the presetresultis continued to be used as an access
result of the next transmission. The others are deduced
by analogy, until access results respectively correspond-
ing to multiple times of transmission are obtained. In this
case, the cross-domain access corresponding to the
access request is ended.
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[0032] In some optional embodiments, the interrupt
signal is used to enable the processor in the first compo-
nent to respond to an interruption, and perform exception
handling corresponding to the interrupt signal.

[0033] In some optional embodiments, the interrupt
signal may be generated by the foregoing isolation com-
ponent. The isolation component may send the interrupt
signal to a fault processing module (which is also referred
to as an error processing module), which notifies the
processor in the first component to perform the exception
handling corresponding to the interrupt signal. The fault
processing module may be an independent module out-
side the first security level domain and the second se-
curity level domain, or may be a module within the first
security level domain; this is not specifically limited.
[0034] Step 204. Perform exception handling corre-
sponding to the interrupt signal, to restore access of
the first component to the second component.

[0035] In some optional embodiments, the exception
handling may include, for example: waiting for the end of
the current cross-domain access corresponding to the
access request and prohibiting new cross-domain ac-
cess; restarting the second component or restarting the
second security level domain to restore the bus transmis-
sion status of the second component; and enabling the
second component to transmit normally, so as to restore
the cross-domain access of the first component to the
second component.

[0036] In some optional embodiments, the exception
handling may be implemented by the processor in the first
component.

[0037] According to the method for cross-domain ac-
cess provided in the embodiments of this disclosure,
during cross-domain access, after the access request
of the first component at the first security level is trans-
mitted to the second component at the second security
level, the bus transmission status of the second compo-
nent may be detected; the interrupt signal may be gen-
erated when it is detected that the bus transmission
status of the second component is in the preset status;
and the preset result indicating that the bus transmission
status is in the preset status may be taken as the access
result corresponding to the access request. In this case, it
is ensured that the access request of the first component
at the first security level can be ended normally, while no
exception occurs due to effects of an exception of the bus
transmission status of the second component; and cor-
responding exception handling may be performed to
restore the cross-domain access of the first component
to the second component, thereby effectively ensuring
functional safety of the first component.

[0038] FIG. 3 is a schematic flowchart of a method for
cross-domain access according to another exemplary
embodiment of this disclosure.

[0039] In some optional embodiments, step 201 of
transmitting the access request of the first component
at the first security level to the second component at the
second security level includes the following steps.
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[0040] Step 2011. Check an access isolation status of
the first component accessing the second component.
[0041] In some optional embodiments, the access iso-
lation status may be determined by a recorded status
value of the access isolation status. For example, two
statuses may be represented by using two status values,
and a specific access isolation status may be determined
based on a currently recorded status value. For example,
a status value of 1 indicates that the access isolation
status is a first status, and a status value of 0 indicates
that the access isolation status is a second status. The
specific status value may be set according to actual
requirements, and is not limited to the foregoing repre-
sentations of 1 and 0. The first status indicates thatitis in
an isolation status and new cross-domain access is
prohibited. The second status indicates that it is not in
the isolation status and cross-domain access may be
performed.

[0042] Insome optional embodiments, the access iso-
lation status may be stored by using an access isolation
status register. The isolation status is entered each time
an interrupt signal is generated, to set the access isola-
tion status register to the first status. Each time the cross-
domain access is restored, itis indicated that the isolation
status is released, and the access isolation status reg-
ister is set to the second status.

[0043] Insome optional embodiments, the access iso-
lation status may be maintained by the first component,
specifically by the processor in the first component. The
processor updates the access isolation status to the first
status, in response to the interrupt signal, to prohibit new
cross-domain access. After restoring the second com-
ponent to restore the bus transmission status of the
second component to normal, the processor updates
the access isolation status to the second status. In this
case, when checking before new-cross domain access,
the new-cross domain access may be performed through
the checking.

[0044] In some optional embodiments, step 2011 may
be performed by the first component. Specifically, step
2011 may be performed by a target component to initiate
the cross-domain access in the first component, such as
the processor or the DMA controller.

[0045] Step 2012. Transmit the access request to the
second component in response to that the access isola-
tion status is a second status.

[0046] In some optional embodiments, if the access
isolation status is the second status, it indicates that it is
not currently in the isolation state, and the second com-
ponent may be accessed across domains. The access
request may be transmitted to the second component
only in this case, to ensure that the cross-domain access
can be implemented.

[0047] In some optional embodiments, in response to
that the access isolation status is the second status, the
target component in the first component that needs to
initiate the cross-domain access transmits the access
request to the second component, or the target compo-
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nent transmits the access request to the isolation com-
ponent, which transmits the access request to the second
component.

[0048] In some optional embodiments, the method in
the embodiments of this disclosure further includes the
followings step.

[0049] Step 301. Stop accessing the second compo-
nent in response to that the access isolation status is a
first status.

[0050] In some optional embodiments, if the access
isolation status is the first status, it indicates that it is
currently in the isolation state, and the cross-domain
access is prohibited. Therefore, the access to the second
component is stopped.

[0051] In some optional embodiments, if the target
component to initiate the cross-domain access in the first
componentresponds to that the access isolation status is
the first status, transmission of the access request to the
second component is stopped. In other words, the cross-
domain access to the second component is also not
performed.

[0052] According to the embodiments, checking the
access isolation status before the cross-domain access
is initiated may effectively avoid triggering of new cross-
domain access in a case of a bus exception of the second
component, so as to achieve access isolation between
the first component and the second component, thereby
ensuring that all cross-domain access initiated after the
bus exception of the second component is prohibited.
This helps to ensure normal operation of the first com-
ponent, and avoid exceptions of the first component due
to effects of the second component.

[0053] FIG. 4 is a schematic flowchart of a method for
cross-domain access according to still another exemp-
lary embodiment of this disclosure.

[0054] In some optional embodiments, step 2012 of
transmitting the access requestto the second component
in response to that the access isolation status is the
second status includes the following steps.

[0055] Step20121.Record afirsttotal quantity of times
in response to that the access isolation status is the
second status, wherein the first total quantity of times
is a sum of a quantity of times for which the access
isolation status enters the first status and a quantity of
times for which an isolation release status enters the first
status.

[0056] Insome optional embodiments, that the access
isolation status enters the first status refers to entering
the isolation status, so as to prohibit new cross-domain
access. That the isolation release status enters the first
status indicates thatisolation is released, and new cross-
domain access may be performed.

[0057] Insome optional embodiments, the access iso-
lation status may also be switched from the first status to
the second status, indicating that isolation is released.
Switching the access isolation status from the second
status to the first status indicates that the isolation status
is entered. In this case, the first total quantity of timesis a
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sum of a quantity of times for which the access isolation
status is switched from the second status to the first
status and a quantity of times for which the access iso-
lation status is switched from the first status to the second
status.

[0058] In some optional embodiments, the isolation
release status may also be switched from the second
status to the first status, indicating that isolation is re-
leased. Switching the isolation release status from the
first status to the second status indicates that the isolation
status is entered. In this case, the first total quantity of
times is a sum of a quantity of times for which the isolation
release status is switched from the first status to the
second status and a quantity of times for which the
isolation release status is switched from the second
status to the first status.

[0059] In some optional embodiments, the total quan-
tity of times may be initialized, for example, may be
initialized to a preset value (such as 0) when the first
security level domain and the second security level do-
main are powered on and start working. In a subsequent
work process, the total quantity of times is increased by 1
each time the access isolation status enters the first
status, and the total quantity of times is also increased
by 1 each time the isolation release status enters the first
status. In this way, the total quantity of times is maintained
in areal-time manner. During each cross-domain access,
in response to that the access isolation status is the
second status, the total quantity of times at this time
(which is referred to as the first total quantity of times)
is recorded.

[0060] In some optional embodiments, the first total
quantity of times may be obtained by using a counter and
aregister. Forexample, the counter may be connected to
acomponentthat generates an interrupt signal, and each
time an interrupt signal is generated, the interrupt signal
triggers the counter to count once. The counter may also
be connected to a register representing the isolation
release status (which may be referred to as an isolation
release status register). Each time the isolation release
status register is updated to the first status, the counteris
triggered to count once. The others are deduced by
analogy. The counter records the total quantity of times
in a real-time manner, and the total quantity of times
counted by the counter may be stored by using a times
register. In this case, before the access request is trans-
mitted to the second component, the register may be read
and the first total quantity of times may be recorded.
[0061] Step 20122. Transmitthe access request to the
second component.

[0062] For specific transmission of the access request
in step 20122, reference may be made to the foregoing
embodiments, and details are not described herein.
[0063] After step 20122 of transmitting the access
request to the second component, the method further
includes the following steps.

[0064] Step 401. Detect whether access correspond-
ing to the access request is ended.
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[0065] In some optional embodiments, the end of the
access may be detected based on a quantity of times for
which access results need to be transmitted by the sec-
ond component as required by the access request. For
example, if the access request requires the second
component to transmit access results 4 times, that is,
the first component needs to obtain 4 access results
transmitted in 4 times to form a target access result
corresponding to the access request, based on a quantity
of access results currently obtained, it may be deter-
mined whether the access is ended.

[0066] In some optional embodiments, the first com-
ponent may still obtain an access result of the preset
result even when bus transmission of the second com-
ponent is abnormal. Therefore, access results (one or
more) obtained after the access of the first component is
ended may include at least one of the preset result and
the access results actually transmitted by the second
component.

[0067] Step402. Obtain the access result correspond-
ing to the access request and record a second total
quantity of times in response to that the access is ended,
wherein the second total quantity of times is the sum of
the quantity of times for which the access isolation status
enters the first status and the quantity of times for which
the isolation release status enters the first status.
[0068] In some optional embodiments, in response to
that the access is ended, the first component may obtain
access results that correspond to the access request and
are transmitted once or multiple times. In this case, the
sum of the quantity of times for which the access isolation
status enters the first status and the quantity of times for
which the isolation release status enters the first status,
that is, the second total quantity of times, is recorded
again. If there is no exception in the bus transmission
status of the second component during this access, the
second total quantity of times needs to be consistent with
(thatis, be same as) thefirst total quantity of times. Ifthere
is an exception in the bus transmission status of the
second component, a quantity of times for which the
access isolation status enters the first status may be
increased, resulting in a change in the total quantity of
times. In this case, the second total quantity of times is
different from the first total quantity of times.

[0069] In some optional embodiments, when the first
total quantity of times is the sum of the quantity of times
for which the access isolation status is switched from the
second status to the first status and the quantity of times
for which the access isolation status is switched from the
first status to the second status, the second total quantity
of times is also the sum of the quantity of times for which
the access isolation status is switched from the second
status to the first status and the quantity of times for which
the accessisolation status is switched from the first status
to the second status.

[0070] In some optional embodiments, when the first
total quantity of times is the sum of the quantity of times
for which the isolation release status is switched from the
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first status to the second status and the quantity of times
for which the isolation release status is switched from the
second status to the first status, the second total quantity
of times is also the sum of the quantity of times for which
the isolation release status is switched from the first
status to the second status and the quantity of times
for which the isolation release status is switched from
the second status to the first status.

[0071] Step 403. Determine an available status of the
access result corresponding to the access request based
on the first total quantity of times and the second total
quantity of times.

[0072] The available status may include two statuses:
available and unavailable.

[0073] In some optional embodiments, if the first total
quantity of times is same as the second total quantity of
times, it may be determined that no exception occurs to
the bus of the second component during this access
process. In this case, the access results obtained by
the first component are all true access results transmitted
by the second component. Otherwise, it is determined
that the access result includes the preset result, being
available. On this basis, the available status of the access
result corresponding to the access request may be de-
termined.

[0074] Step404.Perform processing corresponding to
the available status on the access result.

[0075] Performing processing corresponding to the
available status on the access result may include: if
the available status of the access result is available,
the access result may be used for subsequent service
logic processing. If the available status of the access
resultis unavailable, the access result cannot be used for
subsequent service logic processing. The subsequent
service logic processing may be set according to specific
functions of the first security level domain, such as ser-
vice logic processing for a control function and service
logic processing for a decision function. This is not spe-
cifically limited.

[0076] Itshould be noted that steps 401 and 202 do not
have a dependency relationship on an execution order,
and may be executed simultaneously or sequentially
without any restrictions on the execution order.

[0077] According to the embodiments, recording the
sum of the quantity of times for which the access isolation
status enters the first status and the quantity of times for
which the isolation release status enters the first status
respectively before the cross-domain access is per-
formed and after the access is ended helps to accurately
determine whether the second component has a bus
exception during the cross-domain access process
and enters the isolation status. In this case, availability
of the access result may be effectively determined.
Proactively perceiving success of the cross-domain ac-
cess may provide an accurate and reliable access result
for the subsequent service logic processing, thereby
ensuring reliability of subsequent service logic.

[0078] In some optional embodiments, step 403 of
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determining the available status of the access result
corresponding to the access request based on the first
total quantity of times and the second total quantity of
times includes:

in response to that the second total quantity of times is
same as the first total quantity of times, determining that
the available status is available; and in response to that
the second total quantity of times is different from the first
total quantity of times, determining that the available
status is unavailable.

[0079] If the second total quantity of times is same as
the first total quantity of times, it indicates that no excep-
tion occurs to the bus of the second component during
this cross-domain access process. Therefore, the access
results obtained by the first component are all true access
results transmitted by the second component. Therefore,
it is determined that the available status of the access
result is available. Otherwise, it is determined that the
available status of the access result is unavailable.
[0080] FIG. 5is a schematic flowchart of a method for
cross-domain access according to yet another exemp-
lary embodiment of this disclosure.

[0081] In some optional embodiments, step 202 of
detecting the bus transmission status of the second
component includes the following steps.

[0082] Step 2021. Detect a timeout status of an ac-
knowledgment signal indicating completion of transmis-
sion that is returned by the second component.

[0083] The second component returns transmission
data in response to the access request. According to
different content of the access request, the second com-
ponent may transmit once or multiple times. The ac-
knowledgment signal indicating completion of transmis-
sionis returned each time after transmission of the data is
completed. If an exception occurs to the bus of the
second component, the acknowledgment signal cannot
be returned. An apparatus in an embodiment of this
disclosure may detect the bus transmission status of
the second component by detecting the timeout situation
of the acknowledgment signal indicating completion of
transmission that is returned by the second component.
The acknowledgment signal may be any implementable
representation, which may be specifically set according
to a transmission protocol. This is not limited in the
embodiments of this disclosure.

[0084] Step 2022. In response to that the timeout sta-
tus is timeout, determine that the bus transmission status
of the second component is abnormal.

[0085] The timeout status of the acknowledgment sig-
nal is timeout, indicating that the second component
cannot return the acknowledgment signal normally. In
this case, it may be determined that the bus transmission
status of the second component is abnormal (that is, in
the preset status).

[0086] According to the embodiments, the bus trans-
mission status of the second component may be effec-
tively detected by detecting the timeout status of the
acknowledgment signal indicating completion of trans-
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mission that is returned by the second component. This
helps to proactively detect the bus exception of the
second component in a timely manner, so as to perform
corresponding exception handling in a timely manner to
restore the cross-domain access as soon as possible.

[0087] In some optional embodiments, the embodi-
ments of this disclosure further includes the followings
step.

[0088] Step 501. In response to that the acknowledg-

ment signal indicating completion of transmission that is
returned by the second component is received within
preset time, take data that has been transmitted by the
second component as the access result corresponding to
the access request.

[0089] If the acknowledgment signal indicating com-
pletion of transmission that is returned by the second
component is received within the preset time, itindicates
that current transmission is successfully completed, and
data that has been transmitted by the second component
this time may be taken as an access result of single
transmission corresponding to the access request. The
access result may be returned to a target component
initiating the access request in the first component. If the
access has not yet ended, it may be kept receiving data
and waiting for an acknowledgment signal indicating
completion of next transmission, to obtain an access
result of the next transmission. Alternatively, when the
acknowledgment signal is timed out, the preset result is
taken as the access result of this transmission. The
others are deduced by analogy, until all access results
corresponding to the access request are obtained, thus
ending the current access.

[0090] According to the embodiments, when the sec-
ond component can return the acknowledgment signal
within the preset time, the data transmitted by the second
component may be returned as the access result of this
transmission to the target component in the first compo-
nent, thereby obtaining the true access result. This facil-
itates the subsequent service logic processing when all
access results are transmitted by the second component,
thereby ensuring implementation of corresponding func-
tional safety of the vehicle.

[0091] FIG. 6 is a schematic flowchart of a method for
cross-domain access according to still yet another ex-
emplary embodiment of this disclosure.

[0092] In some optional embodiments, step 204 of
performing the exception handling corresponding to
the interrupt signal includes the following steps.

[0093] Step 2041. Perform access isolation between
the first component and the second component based on
the interrupt signal.

[0094] In some optional embodiments, performing ac-
cess isolation between the first component and the sec-
ond component is to prevent the first component from
performing new cross-domain access to the second
component.

[0095] In some optional embodiments, the access iso-
lation between the first component and the second com-
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ponent may be implemented by setting the access iso-
lation status to the first status. Before performing the
cross-domain access, the access isolation status may
be checked first. If the access isolation status is the first
status, new cross-domain access is stopped. If the ac-
cess isolation status is the second status, the new cross-
domain access may be performed. The access request
may be transmitted to the second component, or the
access request may be transmitted to the second com-
ponent through the isolation component. For details,
reference may be made to the foregoing embodiments.
[0096] In some optional embodiments, the access iso-
lation status may be stored by using the access isolation
status register. For example, setting the access isolation
status register to 1 indicates that the access isolation
status enters the first status, while setting the access
isolation status register to O indicates that the access
isolation status enters the second status. A specific sta-
tus value of the access isolation status register may be
set according to actual requirements, and is not limited to
1and 0. For example, the first status may be represented
by using 11, and the second status may be represented
by using 00; this is not specifically limited.

[0097] Step2042. Restartthe second component, and
restore the bus transmission status of the second com-
ponent to a normal status.

[0098] In some optional embodiments, restoring of the
second component may be controlled by using the pro-
cessor in the first component, so as to restore the bus
transmission status of the second component to normal.
[0099] In some optional embodiments, the second
component may also be restarted by restarting the sec-
ond security level domain.

[0100] In some optional embodiments, after the sec-
ond component is restarted, the second component is
reset to a default state. The second component may be
initialized, so as to enter a normal working status, so that
the bus of the second component is restored to normal.
[0101] Step 2043. Release the access isolation be-
tween the first component and the second component,
to restore access of the first component to the second
component.

[0102] After the bus transmission status of the second
component is restored to the normal status, the access
isolation between the first component and the second
component may be released, so as to restore the cross-
domain access of the first component to the second
component.

[0103] In some optional embodiments, the isolation
release status may be maintained in a real-time manner.
The isolation release status may include the first status
and the second status. That the isolation release statusis
the first status indicates that isolation is released, and
new cross-domain access may be performed. That the
isolation release status is the second status indicates that
the isolation is not released, and the new cross-domain
access is prohibited.

[0104] In some optional embodiments, the isolation

10

15

20

25

30

35

40

45

50

55

10

release status may be maintained by using an isolation
release status register. For example, setting the isolation
release status register to 1 indicates that the isolation
release status enters the first status (that is, the isolation
is released), while setting the isolation release status
register to O indicates that the isolation release status
enters the second status (that is, the isolation is not
released, or the isolation status is entered). Specific
representations of the first status and the second status
of the isolation release status are not limited to 1 and 0.
This may be specifically set according to actual require-
ments, and is not limited in the embodiments of this
disclosure.

[0105] In some optional embodiments, before the ac-
cess isolation between the first component and the sec-
ond component is released, the method may further
include: confirming whether the cross-domain access
corresponding to the current access request is ended;
in response to that the access is ended, releasing the
access isolation between the first component and the
second component; and in response to that the access is
not ended, releasing the access isolation between the
first component and the second component after the
access is ended. In other words, to release the access
isolation between the first component and the second
component, it is needed to ensure that a bus path of the
cross-domain access is in an idle status at this time (not
only ongoing cross-domain access needs to be com-
pleted, but new cross-domain access also needs to be
prohibited). If there is unfinished transmission on the bus,
exceptions may be caused to the transmission protocol,
resulting in exceptions in the first component.

[0106] According to the embodiments, access isola-
tion is performed based on the interrupt signal, so that all
new cross-domain access may be effectively prohibited
when a bus exception occurs to the second component.
Further, the bus transmission status of the second com-
ponent is restored to the normal status by restarting the
second component, which helps to restore the cross-
domain access of the first component to the second
component in a timely manner, thereby ensuring normal
operation of functions of the vehicle.

[0107] In some optional embodiments, step 2041 of
performing access isolation between the first component
and the second component based on the interrupt signal
includes:

[0108] setting, based on the interrupt signal, an access
isolation status of the first component accessing the
second component to a first status.

[0109] In some optional embodiments, for the access
isolation status, reference may be made to the foregoing
embodiments, and details are not described herein.
[0110] Step 2043 of releasing the access isolation
between the first component and the second component
includes:

[0111] setting an isolation release status to the first
status, and/or setting the access isolation status to a
second status.
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[0112] In some optional embodiments, the access iso-
lation may be released through at least one of setting the
isolation release status to the first status and setting the
access isolation status to the second status.

[0113] In some optional embodiments, to obtain the
first total quantity of times and the second total quantity of
times, the access isolation status may be set to the first
status to indicate that the isolation status is entered once,
and the isolation release status may be set to the first
status to indicate that isolation is released once.

[0114] According to the embodiments, maintaining the
isolation release status in a real-time manner helps the
first component to perform the cross-domain access to
the second componentin a timely manner, so that the first
component is restored a normal functional safety status
in a timely manner.

[0115] In some optional embodiments, FIG. 7 is a flow
block diagram of cross-domain access according to an
exemplary embodiment of this disclosure. As shown in
FIG. 7, after the cross-domain access is initiated by the
first component, bus timeout is detected (that is, whether
the acknowledgment signal indicating completion of
transmission that is returned by the second component
is timed out is detected). If not (N), access is performed
normally. In other words, the access result transmitted by
the second componentis returned normally. If yes (Y), an
interruption is triggered, and an interrupt signal indicating
timeout is set. The preset result is used as the access
result, and the cross-domain access is stopped (that is,
new cross-domain access is prohibited). After the inter-
rupt signal is set, the first component enters an interrupt
processing flow based on the interrupt signal, waits for
completion of the current cross-domain access, and
prohibits new cross-domain access. The second security
level domain is restarted to restore the bus transmission
status of the second component to the normal state. An
isolation status of the current cross-domain access is
checked, thatis, the access isolation status is checked. If
the access isolation status is the first status, the access
isolation is released to restore a cross-domain access
path. After the access isolation is released, the access
isolation status is set to the second status, so that the first
component can perform new cross-domain access.
[0116] The foregoing embodiments of this disclosure
may be implemented separately or in any combination
without conflict. This may be specifically set according to
actual requirements, and is not limited in this disclosure.
[0117] Any method for cross-domain access provided
in the embodiments of this disclosure can be implemen-
ted by any suitable device with a data processing cap-
ability, including but not limited to a terminal device and a
server. Alternatively, any method for cross-domain ac-
cess provided in the embodiments of this disclosure can
be implemented by the processor. For example, the
processor implements any method for cross-domain ac-
cess described in the embodiments of this disclosure by
invoking corresponding instructions stored in a memory.
Details are not described below again.
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Exemplary apparatus

[0118] FIG. 8 is a schematic diagram of a structure of
an apparatus for cross-domain access according to an
exemplary embodiment of this disclosure. The apparatus
in this embodiment may be configured to implement the
corresponding method embodiments for cross-domain
access in this disclosure. The apparatus shown in FIG. 8
includes a transmission module 61, a first detection
module 62, a first response module 63, and a processing
module 64.

[0119] The transmission module 61 is configured to
transmit an access request of a first component at a first
security levelto asecond component at a second security
level.

[0120] The first detection module 62 is configured to
detect a bus transmission status of the second compo-
nent.

[0121] The first response module 63 is configured to
generate an interrupt signal based on the bus transmis-
sion status, and take a preset result indicating that the
bus transmission status is in a preset status as an access
result corresponding to the access request transmitted
by the second component.

[0122] The processing module 64 is configured to per-
form exception handling corresponding to the interrupt
signal, to restore access of the first component to the
second component.

[0123] FIG. 9 is a schematic diagram of a structure of
an apparatus for cross-domain access according to an-
other exemplary embodiment of this disclosure.

[0124] In some optional embodiments, as shown in
FIG. 9, the transmission module 61 includes:

a first checking unit 611, configured to check an
access isolation status of the first component acces-
sing the second component;

a transmission unit 612, configured to transmit the
access request to the second components in re-
sponse to that the access isolation status is a second
status; and

a processing unit 613, configured to stop accessing
the second component in response to that the ac-
cess isolation status is a first status,

[0125] In some optional embodiments, as shown in
FIG. 9, the apparatus in the embodiments of this disclo-
sure further includes:

a first recording module 65, configured to record a
first total quantity of times in response to that the
access isolation status is the second status, wherein
the first total quantity of times is a sum of a quantity of
times for which the access isolation status enters the
first status and a quantity of times for which an
isolation release status enters the first status.

a second detection module 66, configured to detect
whether access corresponding to the access request
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is ended after the access requestis transmitted to the
second component;

a second recording module 67, configured to obtain
the access result corresponding to the access re-
quest and record a second total quantity of times in
response to that the access is ended, wherein the
second total quantity of times is the sum of the
quantity of times for which the access isolation status
enters the first status and the quantity of times for
which the isolation release status enters the first
status;

adetermining module 68, configured to determine an
available status of the access result corresponding
to the access request based on the first total quantity
of times and the second total quantity of times; and
an access result processing module 69, configured
to perform processing corresponding to the available
status on the access result.

[0126] Insome optional embodiments, the determining
module 68 is specifically configured to:

in response to that the second total quantity of times is
same as the firsttotal quantity of times, determine that the
available status is available; and in response to that the
second total quantity of times is different from the first
total quantity of times, determine that the available status
is unavailable.

[0127] FIG. 10 is a schematic diagram of a structure of
an apparatus for cross-domain access according to still
another exemplary embodiment of this disclosure.
[0128] In some optional embodiments, as shown in
FIG. 10, the first detection module 62 includes:

a detection unit 621, configured to detect a timeout
status of an acknowledgment signal indicating com-
pletion of transmission thatis returned by the second
component; and

a third determining unit 622, configured to determine
that the bus transmission status of the second com-
ponent is abnormal in response to that the timeout
status is timeout.

[0129] In some optional embodiments, as shown in
FIG. 10, the first detection module 62 further includes:
a fourth determining unit 623, configured to take data that
has been transmitted by the second component as the
access result corresponding to the access request in
response to that the acknowledgment signal indicating
completion of transmission thatis returned by the second
component is received within preset time.

[0130] FIG. 11 is a schematic diagram of a structure of
an apparatus for cross-domain access according to yet
another exemplary embodiment of this disclosure.
[0131] In some optional embodiments, as shown in
FIG. 11, the processing module 64 includes:

an isolation unit 641, configured to perform access
isolation between the first component and the sec-

10

15

20

25

30

35

40

45

50

55

12

ond component based on the interrupt signal;

a control unit 642, configured to restart the second
component, and restore the bus transmission status
of the second component to a normal status; and
an isolation release unit 643, configured to release
the access isolation between the first component
and the second component, to restore the access
of the first component to the second component.

[0132] In some optional embodiments, the isolation
unit 641 is specifically configured to set, based on the
interrupt signal, an access isolation status of the first
component accessing the second component to a first
status.

[0133] The isolation release unit 643 is specifically
configured to set an isolation release status to the first
status, and/or set the access isolation status to a second
status.

[0134] In some optional embodiments, FIG. 12 is a
schematic diagram of a structure of an apparatus for
cross-domain access according to still yet another ex-
emplary embodiment of this disclosure. As shown in FIG.
12, the apparatus in the embodiments of this disclosure
may include an isolation component of hardware and a
software part executed in the first component in a first
security level domain. The isolation component includes
a first subcomponent disposed in the first security level
domain and a second subcomponent disposed in a sec-
ond security level domain. The first subcomponent com-
municates with the second subcomponent through a bus
protocol. The first subcomponent is connected to the first
component, and the second subcomponent is connected
to the second component. The first subcomponent com-
municates with the first component through a bus proto-
col, and the second subcomponent also communicates
with the second component through a bus protocol. The
software part may be executed in a processor in the first
component. Before the first component initiates an ac-
cess request for cross-domain access, the software may
check the current access isolation status, and transmit
the access request to the first subcomponent in the
isolation component in response to that the access iso-
lation status is the second status. The first subcomponent
transmits the access request to the second subcompo-
nent, which transmits the access request to the second
component. Access to the second component is stopped
in response to that the access isolation status is the first
status. Alternatively, the software part sends the access
request to the first subcomponent, which checks the
current access isolation status. If the current access
isolation status is the second status, the first subcompo-
nent transmits the access request to the second sub-
component. If the current access isolation status is the
first status, the first subcomponent stops accessing.
[0135] The first subcomponent may be responsible for
recording a sum (a total quantity of times) of a quantity of
times for which the access isolation status enters the first
status and a quantity of times for which the isolation
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release status enters the first status in a real-time man-
ner. When the access isolation status is the second
status, the software part may obtain and record the first
total quantity of times (referring to the foregoing embodi-
ments) from the first subcomponent before transmitting
the access request to the first subcomponent; and in
response to that it is detected that access corresponding
to the access request is ended, may record the second
total quantity of times after the access request is trans-
mitted to the second component, to determine the avail-
able status of the access result. Alternatively, the first
subcomponent records the first total quantity of times
before transmitting the access request to the second
subcomponent; and records the second total quantity
of times in response to that it is detected that access
corresponding to the access request is ended, after the
access request is transmitted to the second component,
to determine the available status of the access result and
return the available status to the software part of the first
component, so that the software may perform corre-
sponding processing on the access result based on
the available status.

[0136] After transmitting the access request to the
second subcomponent, the first subcomponent may de-
tect the timeout status of the acknowledgment signal
indicating completion of transmission that is returned
by the second component. In response to that the timeout
status is timeout, it is determined that the bus transmis-
sion status of the second component is abnormal, an
interruption is triggered, the interrupt signal is set, and the
preset result is used as the access result, which is re-
turned to the software part of the first component. The
interrupt signal triggers the software part to enter an
interrupt processing flow to perform corresponding ex-
ception handling, so as to restore the cross-domain
access of the first component to the second component.
For specific exception handling, reference may be made
to the foregoing embodiments, and details are not de-
scribed herein again.

[0137] In some optional embodiments, FIG. 13 is a
schematic diagram of a structure of a first subcomponent
according to an exemplary embodiment of this disclo-
sure. As shown in FIG. 13, the first subcomponent may
include a total times counter and a total times register.
The total times counter is configured to count a total
quantity of times, and the total times register is configured
to store the total quantity of times, so thatthe processorin
the first component reads the total quantity of times. The
first subcomponent may also include a timer and a com-
parator. The timer is configured to start timing after the
access request is transmitted to the second subcompo-
nent. The comparator is configured to compare time of
the timer with the preset time (that is, preset duration). In
response to that the time of the timer exceeds the preset
time, an interrupt signal, such as a high-level signal, is
output. The interrupt signal triggers count of the total
times counter to be increased by 1, and the total times
register stores a total quantity of times of the total times
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counter. The first subcomponent may also include an
access isolation status register and an isolation release
status register. The access isolation status register
stores the access isolation status. The isolation release
status register stores the isolation release status. The
isolation release status and the interrupt signal can both
trigger counting of the total times counter, so as to record
an accurate total quantity of times in a real-time manner.
The access isolation status register and the isolation
release status register may be controlled and maintained
by the processor in the first component. The first compo-
nent may also access the total times register, to read the
first total quantity of times before the cross-domain ac-
cess and read the second total quantity of times after the
access is ended. The interrupt signal may also be trans-
mitted to a fault processing module, which notifies the
software part of the first component to enter the interrupt
processing flow.

[0138] In some optional embodiments, the first sub-
component may also include a first times register and a
second times register, which are respectively configured
to record the first total quantity of times and the second
total quantity of times. The first times register and the
second times register may also be connected to a com-
parator, to compare the first total quantity of times with the
second total quantity of times and output a comparison
result. The software part of the first component may read
the comparison result to determine the available status of
the access result. The first times register and the second
times register may be controlled by the first component to
write the first total quantity of times and the second total
quantity of times, respectively.

[0139] In some optional embodiments, FIG. 14 is a
schematic diagram of a structure of a first subcomponent
according to another exemplary embodiment of this dis-
closure. Asshownin FIG. 14, the first subcomponent may
also include a controller for controlling other related
components. For example, when the first subcomponent
checks the access isolation status and transmits the
access request transmitted by the first component to
the second subcomponent if the access isolation status
is the second status, the controller reads the access
isolation status register to determine the access isolation
status. For another example, before the first subcompo-
nent transmits the access request to the second sub-
component, the controller reads the total times register to
obtain the first total quantity of times, and writes the same
into the first times register. After the access is completed,
the controller reads the total times register to obtain the
second total quantity of times, writes the same into the
second times register, and controls the comparator to
operate to compare the first total quantity of times with the
second total quantity of times, to obtain a comparison
result. The first subcomponent may also include an avail-
able status register, which is configured to store the
comparison result of the first total quantity of times and
the second total quantity of times, to serve as the avail-
able status of the access result. The first component may
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read the available status register to determine the avail-
able status of the access result.

[0140] In some optional embodiments, signal trans-
mission of the first subcomponent and the second sub-
component may cross clock domains. Therefore, cross-
clock synchronization may be performed on the second
subcomponent to achieve synchronization between the
second subcomponent and the first subcomponent.
[0141] In actual applications, specific implementation
manners for the first subcomponent may be set accord-
ing to actual requirements, which are not limited to the
foregoing implementation manners in FIG. 13 and FIG.
14.

[0142] For beneficial technical effects corresponding
to the exemplary embodiments of this apparatus, refer-
ence may be made to the corresponding beneficial tech-
nical effects in the part of exemplary method described
above, and details are not described herein again.

Exemplary electronic device

[0143] FIG. 15is a schematic diagram of a structure of
an electronic device according to an embodiment of this
disclosure. The electronic device includes at least one
processor 11 and a memory 12.

[0144] The processor 11 may be a central processing
unit (CPU) or another form of processing unit having a
data processing capability and/or instructions execution
capability, and may control another component in the
electronic device 10 to implement a desired function.
[0145] The memory 12 may include one or more com-
puter program products. The computer program product
may include various forms of computer readable storage
media, such as a volatile memory and/or a non-volatile
memory. The volatile memory may include, for example,
a random access memory (RAM) and/or a cache. The
nonvolatile memory may include, for example, a read-
only memory (ROM), a hard disk, and a flash memory.
One or more computer program instructions may be
stored on the computer readable storage medium. The
processor 11 may execute one or more of the program
instructions to implement the methods according to var-
ious embodiments of this disclosure that are described
above and/or other desired functions.

[0146] In an example, the electronic device 10 may
further include an input device 13 and an output device
14. These components are connected to each other
through a bus system and/or another form of connection
mechanism (not shown).

[0147] The input device 13 may further include, for
example, a keyboard and a mouse.

[0148] The output device 14 may output various infor-
mation to the outside, and may include, for example, a
display, a speaker, a printer, a communication network,
and a remote output device connected by the commu-
nication network.

[0149] Certainly, for simplicity, FIG. 15 shows only
some of components in the electronic device 10 that
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are related to this disclosure, and components such as
a bus and an input/output interface are omitted. In addi-
tion, according to specific application situations, the elec-
tronic device 10 may further include any other appropri-
ate components.

[0150] In some optional embodiments, embodiments
of this disclosure provide an electronic device, which
includes the apparatus for cross-domain access accord-
ing to any one of the foregoing embodiments.

Exemplary computer program product and computer
readable storage medium

[0151] In addition to the foregoing methods and de-
vices, the embodiments of this disclosure may also pro-
vide a computer program product, which includes com-
puter program instructions. When the computer program
instructions are run by a processor, the processor is
enabled to perform the steps, of the methods according
to the embodiments of this disclosure, that are described
in the "exemplary method" part described above.
[0152] The computer program product may be pro-
gram code, written with one or any combination of a
plurality of programming languages, that is configured
to perform the operations in the embodiments of this
disclosure. The programming languages include an ob-
ject-oriented programming language such as Java or C+
+, and further include a conventional procedural pro-
gramming language such as a "C" language or a similar
programming language. The program code may be en-
tirely or partially executed on a user computing device,
executed as an independent software package, partially
executed on the user computing device and partially
executed on a remote computing device, or entirely
executed on the remote computing device or a server.
[0153] In addition, the embodiments of this disclosure
may further relate to a computer readable storage med-
ium, which stores computer program instructions. When
the computer program instructions are run by a proces-
sor, the processor is enabled to perform the steps, of the
methods according to the embodiments of this disclo-
sure, that are described in the "exemplary method" part
described above.

[0154] The computer readable storage medium may
be one readable medium or any combination of a plurality
of readable media. The readable medium may be a
readable signal medium or a readable storage medium.
The readable storage medium includes, for example, but
is not limited to electricity, magnetism, light, electromag-
netism, infrared ray, or a semiconductor system, an
apparatus, or a device, or any combination of the above.
More specific examples (a non-exhaustive list) of the
readable storage medium include: an electrical connec-
tion with one or more conducting wires, a portable disk, a
hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or a flash memory), an optical fiber, a
portable compact disk read-only memory (CD-ROM), an
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optical storage device, a magnetic storage device, or any
suitable combination of the above.

[0155] Basic principles of this disclosure are described
above in combination with specific embodiments. How-
ever, advantages, superiorities, and effects mentioned in
this disclosure are merely examples but are not for limita-
tion, and it cannot be considered that these advantages,
superiorities, and effects are necessary for each embodi-
ment of this disclosure. In addition, specific details de-
scribed above are merely for examples and for ease of
understanding, rather than limitations. The details de-
scribed above do not limit that this disclosure must be
implemented by using the foregoing specific details.
[0156] A person skilled in the art may make various
modifications and variations to this disclosure without
departing from the spirit and the scope of this application.
In this way, if these modifications and variations of this
application fall within the scope of the claims and equiva-
lent technologies of the claims of this disclosure, this
disclosure also intends to include these modifications
and variations.

Claims

1. A method for cross-domain access, characterized
in that the method for cross-domain access com-
prises:

transmitting (201) an access request of a first
component at a first security level to a second
component at a second security level;
detecting (202) a bus transmission status of the
second component;

generating (203) an interrupt signal based on
the bus transmission status, and taking a preset
resultindicating that the bus transmission status
is in a preset status as an access result corre-
sponding to the access request transmitted by
the second component; and

performing (204) exception handling corre-
sponding to the interrupt signal, to restore ac-
cess of the first component to the second com-
ponent.

2. The method according to claim 1, wherein the per-
forming (204) exception handling corresponding to
the interrupt signal comprises:

performing (2041) access isolation between the
first component and the second component
based on the interrupt signal;

restarting (2042) the second component, and
restoring the bus transmission status of the
second component to a normal status; and
releasing (2043) the access isolation between
the first component and the second component,
to restore access of the first component to the
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second component.

3. The method according to claim 2, wherein the per-
forming (2041) access isolation the first component
and the second component based on the interrupt
signal comprises:

setting, based on the interrupt signal, an access
isolation status of the first component accessing
the second component to a first status; and
the releasing the access isolation between the
first component and the second component
comprises:

setting an isolation release status to the first
status, and/or setting the access isolation status
to a second status.

4. The method according to any one of claims 1 to 3,
wherein the transmitting (201) an access requestofa
first component at a first security level to a second
component at a second security level comprises:

checking (2011) an access isolation status of the
first component accessing the second compo-
nent; and

transmitting (2012) the access request to the
second component in response to that the ac-
cess isolation status is a second status; and
the method further comprises:

stopping (301) accessing the second compo-
nent in response to that the access isolation
status is a first status.

5. Themethod according to claim 4, wherein before the
transmitting the access request to the second com-
ponent, the method further comprises:

recording (20121) a first total quantity of times in
response to that the access isolation status is
the second status, wherein the first total quantity
of times is a sum of a quantity of times for which
the access isolation status enters the first status
and a quantity of times for which the isolation
release status enters the first status; and

after the transmitting (20122) the access re-
quest to the second component, the method
further comprises:

detecting (401) whether access corre-
sponding to the access request is ended;

obtaining (402) the access result corre-
sponding to the access request and record-
ing a second total quantity of times in re-
sponse to thatthe access is ended, wherein
the second total quantity of times is the sum
of the quantity of times for which the access
isolation status enters the first status and
the quantity of times for which the isolation
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release status enters the first status;
determining (403) an available status of the
access result corresponding to the access
request based on the first total quantity of
times and the second total quantity of times;
and

performing (404 ) processing corresponding
to the available status on the access result.

The method according to claim 5, wherein the de-
termining (403) an available status of the access
result corresponding to the access request based
on the first total quantity of times and the second total
quantity of times comprises:

in response to that the second total quantity of
times is same as the first total quantity of times,
determining that the available status is avail-
able; and

in response to that the second total quantity of
times is different from the first total quantity of
times, determining that the available status is
unavailable.

7. The method according to any one of claims 1 to 6,

wherein the detecting (202) a bus transmission sta-
tus of the second component comprises:

detecting (2021) a timeout status of an acknowl-
edgment signal indicating completion of trans-
mission that is returned by the second compo-
nent; and

in response to that the timeout status is timeout,
determining (2022) that the bus transmission
status of the second component is abnormal.

The method according to claim 7, further comprising:
in response to that the acknowledgment signal in-
dicating completion of transmission that is returned
by the second component is received within preset
time, taking (501) data that has been transmitted by
the second component as the access result corre-
sponding to the access request.

An apparatus for cross-domain access, character-
ized in that the apparatus for cross-domain access
comprises:

atransmission module (61), configured to trans-
mit an access request of a first component at a
first security level to a second component at a
second security level;

a first detection module (62), configured to de-
tect a bus transmission status of the second
component;

a first response module (63), configured to gen-
erate an interrupt signal based on the bus trans-
mission status, and take a preset result indicat-
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ing that the bus transmission status is in a preset
status as an access result corresponding to the
access request transmitted by the second com-
ponent; and

aprocessing module (64), configured to perform
exception handling corresponding to the inter-
rupt signal, to restore access of the first compo-
nent to the second component.

10. The apparatus according to claim 9, wherein the

processing module (64) comprises:

an isolation unit (641), configured to perform
(2041) access isolation between the first com-
ponent and the second component based on the
interrupt signal;

a control unit (642), configured to restart (2042)
the second component, and restore the bus
transmission status of the second component
to a normal status; and

an isolation release unit (643), configured to
release (2043) the access isolation between
the first component and the second component,
to restore the access of the first component to
the second component.

11. The apparatus according to claim 9 or 10, wherein

the transmission module (61) comprises:

afirstchecking unit (611), configured to check an
access isolation status of the first component
accessing the second component;

a transmission unit (612), configured to transmit
the access request to the second componentsin
response to that the access isolation status is a
second status; and

a processing unit (613), configured to stop ac-
cessing the second component in response to
that the access isolation status is a first status.

12. The apparatus according to any one of claims 9to 11,

wherein the first detection module (62) comprises:

a detection unit (621), configured to detect a
timeout status of an acknowledgment signal
indicating completion of transmission that is re-
turned by the second component; and

a third determining unit (622), configured to
determine that the bus transmission status of
the second component is abnormal in response
to that the timeout status is timeout.

13. The apparatus according to claim 12, wherein the

first detection module (62) further comprises:

a fourth determining unit (623), configured to take
data that has been transmitted by the second com-
ponent as the access result corresponding to the
access request in response to that the acknowledg-
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ment signal indicating completion of transmission
thatis returned by the second component s received
within preset time.

A computer readable storage medium, character-
ized in that the storage medium stores a computer
program, and the computer program is used for
implementing the method for cross-domain access
according to any one of claims 1 to 8.

An electronic device (10), characterized in that the
electronic device comprises:

a processor (11); and

a memory (12), configured to store processor-
executable instructions, wherein

the processor is configured to read the execu-
table instructions from the memory (12), and
execute the instructions to implement the meth-
od for cross-domain access according to any
one of claims 1 to 8; or

the electronic device comprises the apparatus for
cross-domain access according to any one of claims
9to 13.
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