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(54) SYNCHRONIZED WIRELESS NETWORK SLICING

(57) A first wireless network slice executes a first
slice input and generates a first slice output. The first
slice transfers the first slice output to a second wireless
network slice. The second slice receives and authorizes
the first slice output and transfers a first acknowledge-
ment to the first slice. The first slice receives the first
acknowledgement and responsively uses the first slice
output to deliver a data communication service. The

second slice executes a second slice input and gener-
ates a second slice output. The second slice transfers the
second slice output to the first slice. The first slice re-
ceives and authorizes the second slice output and trans-
fers a second acknowledgement to the second slice. The
second slice receives the second acknowledgement and
responsively uses the second slice output to deliver the
data communication service.
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Description

TECHNICAL BACKGROUND

[0001] Wireless communication networks provide
wireless data services to wireless communication de-
vices like phones, computers, and other user devices.
The wireless data services may include internet-access,
data messaging, video conferencing, or some other data
communication product. The wireless communication
networks comprise wireless access nodes like Wireless
Fidelity (WIFI) hotspots and Fifth Generation New Radio
(5GNR) cell towers. The wireless communication net-
works also comprise wireless network slices. The wire-
less network slices have customized software that is
tailored for their specific wireless data services. For ex-
ample, an augmented reality device may use an Ultra-
Reliable Low Latency Communication (URLLC) slice
while a television device may use an enhanced Mobile
Broadband (eMBB) slice.
[0002] The typical wireless network slice comprises
software that executes in a data center to form Virtual
Network Functions (VNFs) that transfer user data and/or
control the transferof theuserdata.ExemplaryVNFs that
are used to form wireless network slices include User
Plane Functions (UPFs) and Policy Control Functions
(PCFs). Exemplary data centers include Network Func-
tion Virtualization Infrastructures (NFVIs) and Manage-
ment and Orchestration (MANO) systems. The MANO
systems implementNetworkServiceDescriptors (NSDs)
that have Virtual Network Function Forwarding Graphs
(VNF-FGs). The VNF-NFGs specify Virtual Network
Function Network Forwarding Paths (VNF-NFPs) be-
tween the VNFs. The VNFs uses the VNF-NFPs to
communicate and deliver the data communication ser-
vices described in the applicable NSDs.
[0003] Distributed ledgers have multiple ledger nodes
that perform ledger transactions in parallel. The ledger
nodes validate a transaction when a consensus is
reached among the nodes for the ledger transaction.
The typical ledger transaction entails a smart contract
that processes a data input to generate a data output. For
example, a ledger may process the data inputs of a
current balance and an expenditure to generate the data
output of a new balance. The distributed ledger nodes
each store transaction data in data blocks that also in-
clude a hash of the previous data block. Thus, the data
blocks are linked by the hashes and the transaction data
is immutable.
[0004] Unfortunately, the wireless communication net-
works do not effectively coordinate the parallel opera-
tions of different network slices. Moreover, the wireless
communication networks fail to efficiently use NSDs and
distributed ledgers to synchronize the parallel operations
of the different network slices. As a result, the unsyn-
chronized delivery of the data communication services to
the wireless user devices suffers or fails.

TECHNICAL OVERVIEW

[0005] In some examples, a data communication ser-
vice uses synchronized wireless network slicing. A first
wireless network slice executes a first slice input, and in
response, generates a first slice output to deliver the data
communication service. The first slice transfers the first
slice output to a second wireless network slice. The
second wireless network slice receives and authorizes
the first slice output, and in response, transfers a first
acknowledgement to the first wireless network slice. The
first wireless network slice receives the first acknowl-
edgement, and in response, uses the first slice output
to deliver the data communication service. The second
wireless network slice executes a second slice input, and
in response, generates a second slice output to deliver
the data communication service. The second slice trans-
fers the second slice output to the first wireless network
slice. The first wireless network slice receives and
authorizes the second slice output, and in response,
transfers a second acknowledgement to the second
wireless network slice. The second wireless network
slice receives the second acknowledgement, and in re-
sponse, uses the second slice output to deliver the data
communication service.
[0006] In some examples, a Network Function Virtua-
lization Infrastructure (NFVI) delivers a data communica-
tion service using wireless network slicing. A first Wire-
less Network Slice Virtual Network Function (WNS-VNF)
executes a first slice input, and in response, generates a
first slice output to deliver the data communication ser-
vice. The first WNS-VNF transfers the first slice output to
a second WNS-VNF over an NFVI-Virtual Layer (VL).
The second WNS-VNF receives and authorizes the first
slice output, and in response, transfers a first acknowl-
edgement to the first WNS-VNF over the NFVI-VL. The
first WNS-VNF receives the first acknowledgement, and
in response, uses the first slice output to deliver the data
communication service. The second WNS-VNF exe-
cutes a second slice input, and in response, generates
a second slice output to deliver the data communication
service. The second WNS-VNF transfers the second
slice output to the first WNS-VNF over the NFVI-VL.
The first WNS-VNF receives and authorizes the second
slice output, and in response, transfers a second ac-
knowledgement to the second WNS-VNF over the
NFVI-VL. The second WNS-VNF receives the second
acknowledgement, and in response, uses the second
slice output to deliver the data communication service.

DESCRIPTION OF THE DRAWINGS

[0007]

Figure 1 illustrates an exemplary wireless commu-
nication system to deliver a data communication
service using synchronized wireless network slices.
Figure 2 illustrates an exemplary operation of the
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wireless communication system to deliver the data
communication serviceusing the synchronizedwire-
less network slices.
Figure 3 illustrates an exemplary operation of the
wireless communication system to deliver the data
communication serviceusing the synchronizedwire-
less network slices.
Figure 4 illustrates exemplary processing circuitry to
deliver a data communication service using synchro-
nized wireless network slices.
Figure 5 illustrates an exemplary wireless commu-
nication network to deliver a data communication
service using synchronized wireless network slices.
Figure 6 illustrates an exemplary UE in the wireless
communication network that delivers the data com-
munication service using the synchronized wireless
network slices.
Figure 7 illustrates an exemplary Fifth Generation
New Radio (5GNR) access node in the wireless
communication network that delivers the data com-
munication service using the synchronized wireless
network slices.
Figure 8 illustrates an exemplary Management and
Orchestration (MANO) system in the wireless com-
munication network that delivers the data commu-
nication service using the synchronized wireless
network slices.
Figure 9 illustrates an exemplary Network Function
Virtualization Infrastructure (NFVI) in the wireless
communication network that delivers the data com-
munication service using the synchronized wireless
network slices.
Figure 10 illustrates an exemplary Network Services
Descriptor (NSD) in thewireless communicationnet-
work that delivers the data communication service
using the synchronized wireless network slices.
Figure 11 illustrates an exemplary operation of the
wireless communication network to deliver the data
communication serviceusing the synchronizedwire-
less network slices.

DETAILED DESCRIPTION

[0008] Figure 1 illustrates exemplary wireless commu-
nication system 100 to deliver a data communication
service using synchronized wireless network slices
111‑112.Wirelesscommunicationsystem100comprises
wireless network slices 111‑112 that deliver the data
communication service to wireless communication de-
vice 101.Wireless communication device 101 comprises
a phone, computer, vehicle, sensor, or some other user
communication apparatus. The data communication ser-
vice comprises internet-access, data messaging, media
conferencing, or some other data communications pro-
duct. The amount of wireless communication devices
and wireless network slices that are shown in Figure 1
has been restricted for clarity.
[0009] In some examples, wireless network slice 111

executes a first slice input, and in response, generates a
first slice output to deliver the data communication ser-
vice. The first slice input and the first slice output com-
prise user identifiers, user services, quality-of service
levels, service usage information, digital certificates, or
some other data that is generated and/or consumed by
wireless network slices 111‑112. Wireless network slice
111 transfers thefirst sliceoutput towirelessnetworkslice
112. Wireless network slice 112 receives and authorizes
the first slice output, and in response, transfers a first
acknowledgement to wireless network slice 111. Wire-
less network slice 112 may perform the authorization
based on a data structure of allowed and/or disallowed
outputs, successful receipt, current status, authorization
script, artificial intelligence, certificate validation, or some
other technique. Wireless network slice 111 receives the
first acknowledgement, and in response, uses the first
slice output to deliver the data communication service to
wireless communication device 101. Wireless network
slice 111 will not use the first slice output to deliver the
data communication service to wireless communication
device 101 without the first acknowledgement and may
take some remedial action instead.
[0010] Wireless network slice 112 executes a second
slice input, and in response, generates a second slice
output to deliver the data communication service. The
second slice input and the second slice output comprise
user identifiers, user services, quality-of service levels,
service usage information, digital certificates, or some
otherdata that is generatedand/or consumedbywireless
network slices 111‑112.Wireless network slice 112 trans-
fers the second slice output to wireless network slice 111.
Wireless network slice 111 receives and authorizes the
second slice output, and in response, transfers a second
acknowledgement to wireless network slice 112. Wire-
less network slice 111 may perform the authorization
based on a data structure of allowed and/or disallowed
outputs, successful receipt, current status, authorization
script, artificial intelligence, certificate validation, or some
other technique. Wireless network slice 112 receives the
second acknowledgement, and in response, uses the
second slice output to deliver the data communication
service. Wireless network slice 112 will not use the sec-
ond slice output to deliver the data communication ser-
vice to wireless communication device 101 without the
second acknowledgement and may take some remedial
action instead. The first slice output and the second slice
input may be the same.
[0011] In some examples, wireless network slice 111
transfers the first slice input to wireless network slice 112
along with the first slice output. Wireless network slice
112 receivesandauthorizes the first slice input alongwith
the first slice output. Wireless network slice 112 transfers
the first acknowledgement to the wireless network slice
111 in response to authorizing the first slice input and the
first slice output. Likewise, wireless network slice 112
transfers the second slice input to wireless network slice
111. Wireless network slice 111 receives and authorizes
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the second slice input. Wireless network slice transfers
the second acknowledgement to the wireless network
slice 111 in response to authorizing the second slice input
and the second slice output.
[0012] In some examples, wireless network slice 111
comprises a first Virtual Network Function (VNF) in a
Network Function Virtualization Infrastructure (NFVI),
and wireless network slice 112 comprises a second
VNF in the NFVI. Wireless network slice 111 may com-
prise a user-plane VNF in an NFVI, and wireless network
slice 112may comprise a control-plane VNF in the NFVI.
User-plane VNFs handle user data while control-plane
VNFs use signaling to control the handling of the user
data in the user-plane VNFs. Wireless network slice 111
may comprise a first VNF in a Network Function Virtua-
lization Network Service Descriptor (NFV-NSD) in an
NFVI, and wireless network slice 112 may comprise a
second VNF in the NFV-NSD in the NFVI.
[0013] In some examples, wireless network slice 111
transfers the first slice output to wireless network slice
112 and receives the first acknowledgement from wire-
less network slice 112 over a Virtual Layer (VL) in an
NFVI. Wireless network slice 112 may transfer the sec-
ond slice output to wireless network slice 111 and receive
the second acknowledgement from wireless network
slice 111 over the VL in the NFVI. Wireless network slice
111 may transfer the first slice output to wireless network
slice 112 and receives the first acknowledgement from
wireless network slice 112 over a Virtual Network Func-
tion Forwarding Graph (VNF-FG) in an NFVI. Wireless
network slice 112may transfer the second slice output to
wireless network slice 111 and receive the second ac-
knowledgement from wireless network slice 111 over the
VNF-FG in the NFVI.
[0014] Wireless communication system 100 com-
prises wireless access nodes, network controllers, data
routers, and/or some other wireless communication ap-
paratus. Wireless communication device 101 and wire-
less communication system 100 comprise one or more
radios that wirelessly communicate using wireless pro-
tocols likeWireless Fidelity (WIFI), Fifth Generation New
Radio (5GNR), Long Term Evolution (LTE), Low-Power
Wide Area Network (LP-WAN), Near-Field Communica-
tions (NFC), Code Division Multiple Access
[0015] (CDMA), Frequency Division Multiple Access
(FDMA), Time Division Multiple Access (TDMA), and
satellite data communications.
[0016] Wireless communication device 101 and wire-
less network slices 111‑112 comprise microprocessors,
software, memories, transceivers, bus circuitry, and/or
some other data processing components. Themicropro-
cessors comprise Digital Signal Processors (DSP), Cen-
tral Processing Units (CPU), Graphical Processing Units
(GPU), Application-Specific Integrated Circuits (ASIC),
and/or some other data processing hardware. Themem-
ories comprise Random Access Memory (RAM), flash
circuitry, disk drives, and/or some other type of data
storage. The memories store software like operating

systems, utilities, protocols, applications, and functions.
The microprocessors retrieve the software from the
memories and execute the software to drive the opera-
tion of wireless communication system 100 as described
herein.
[0017] Figure 2 illustrates an exemplary operation of
wireless communication system 100 to deliver the data
communication service using synchronizedwireless net-
work slices 111‑112. The operation may vary in other
examples. Wireless network slice 111 executes slice
input A, and in response, generates a slice output B to
deliver the data communication service (201). Wireless
network slice 111 transfers the slice output B to wireless
network slice 112 (201). Wireless network slice 112 re-
ceivesandauthorizes thesliceoutputB, and in response,
transfers first acknowledgement B to wireless network
slice 111 (202). Wireless network slice 111 receives
acknowledgement B, and in response, uses the slice
output B to deliver the data communication service to
wireless communication device 101 (203). Wireless net-
work slice 111 will not use slice output B for normal
operations until the first acknowledgement is received.
[0018] Wireless network slice 112 executes slice input
C, and in response,generates sliceoutputD todeliver the
data communication service (204). Wireless network
slice 112 transfers the slice output D to wireless network
slice 111 (204). Wireless network slice 111 receives and
authorizes the slice output D, and in response, transfers
acknowledgement D to wireless network slice 112 (205).
Wireless network slice 112 receives acknowledgement
D, and in response, uses slice outputD to deliver the data
communication service to wireless communication de-
vice 101 (206). Wireless network slice 112 will not use
slice output D for normal operations until the second
acknowledgement is received.
[0019] Slice inputs A and C and slice outputs B and D
comprise user identifiers, user services, quality-of ser-
vice levels, service usage information, digital certificates,
or someother data that is generated and/or consumedby
wireless network slices. Wireless network slices 111‑112
perform their authorizations based on data structures of
allowed and/or disallowed outputs, successful receipt,
current status, authorization script, artificial intelligence,
certificate validation, or some other techniques.Wireless
network slices 111‑112 can adjust their authorization
decisions in response to changing conditions to ensure
efficient and secure operation.
[0020] Figure 3 illustrates an exemplary operation of
wireless communication system 100 to deliver the data
communication service using synchronizedwireless net-
work slices 111‑112. The operation may vary in other
examples.Wireless communication device 101 transfers
a service request to wireless network slice 111 which
comprises a control-plane network function in this exam-
ple. The service request is a slice input. To deliver the
requested service, wireless network slice 111 executes
the service request to generate a Quality-of-Service
(QoS) level. The QoS level is a slice output. Wireless
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network slice 111 transfers the QoS level to wireless
network slice 112. Wireless network slice 112 comprises
a user-plane network function in this example. Wireless
network slice 112 receives and authorizes the QoS level.
In response, wireless network slice 112 transfers a QoS
level acknowledgement to wireless network slice 111.
Wirelessnetwork slice111 receives the serviceQoS level
acknowledgement, and in response, uses the QoS level
to deliver the data communication service to wireless
communication device 101. In particular, wireless net-
work slice 111 transfers context to wireless network slice
112 that indicates the QoS level, network addresses,
policies, and the like. In response to the context, wireless
network slice 112 delivers the data communication ser-
vice to wireless communication device 101. To use the
data communication service, wireless communication
device 101 exchanges user data with an external system
(not shown) per the context over wireless network slice
112 under the control of wireless network slice 111.
[0021] Wireless network slice 112 monitors the data
exchange to generate a service usage amount. The data
exchange is a slice input, and the service usage amount
is a slice output. Wireless network slice 112 transfers the
service usage amount to wireless network slice 111.
Wireless network slice 111 receives and authorizes the
service usage amount. In response, wireless network
slice111 transfersaserviceusageamount acknowledge-
ment to wireless network slice 112. Wireless network
slice 112 receives the service usage amount acknowl-
edgement, and in response, continues to deliver the data
communication service to wireless communication de-
vice 101. Wireless communication device 101 continues
to exchange user data with the external system (not
shown) over wireless network slice 112 per the context
under the control of wireless network slice 111.
[0022] Advantageously, wireless communication sys-
tem 100 effectively synchronizes the parallel operations
of network slices 112‑113. Moreover, wireless commu-
nication system 100 may efficiently use NSDs and dis-
tributed ledgers to coordinate the parallel operations of
the network slices 112‑113. As a result, the delivery of
data communication services towireless communication
device 101 is improved and protected.
[0023] Figure 4 illustrates exemplary processing cir-
cuitry to deliver a data communication service using
synchronized wireless network slicing. Processing cir-
cuitry 400 comprises an example of wireless network
slices 111‑112, although slices 111‑112 may differ. Pro-
cessing circuitry 400 comprises machine-readable sto-
rage media 401‑403 and microprocessors 407‑409 that
are communicatively coupled. Machine-readable sto-
rage media 401‑403 store processing instructions
404‑406 in a non-transitory manner. Microprocessors
407‑409 comprise DSPs, CPUs, GPUs, ASICs, and/or
some other data processing hardware. Machine-read-
able storage media 401‑403 comprises RAM, flash cir-
cuitry, disk drives, and/or some other type of data storage
apparatus. Microprocessors 407‑409 retrieve proces-

sing instructions 404‑406 from non-transitory machine-
readable storage media 401‑403. Microprocessors
407‑409 execute processing instructions 404‑406 to de-
liver a data communication service to wireless commu-
nication devices using wireless network slices as de-
scribed above for wireless communication system 100
and as described below for wireless communication net-
work 500. The amount of storage media, microproces-
sors, processing instructions that are shown inFigure 4 is
exemplary and may vary in other examples.
[0024] Figure 5 illustrates exemplary wireless commu-
nication network 500 to deliver a data communication
service using synchronized wireless network slices
511‑513. Wireless communication network 500 com-
prises an example of wireless communication system
100 and processing circuitry 400, although system 100
and circuitry 400 may differ. Wireless communication
network 500 comprises User Equipment (UE) 501, Fifth
Generation New Radio Access Node (5GNR AN) 502,
Network Function Virtualization Infrastructure (NFVI)
510, Management and Orchestration (MANO) 530,
and distributed ledger nodes 540. NFVI 510 comprises
wireless network slices 511‑513, Access and Mobility
Management Function (AMF) 514, Session Manage-
ment Function (SMF) 515, and Distributed Ledger Func-
tion (DLF) 519. Slice 511 comprises User Plane Function
(UPF) 516. Slice 512 comprises Security Function (SF)
517. Slice 513 comprises Cybernetic Function (CF) 518.
DLF 519 comprises smart contract 520 and ledger block
521. MANO 530 comprises Operational Support System
(OSS) 531, Network Function VirtualizationOrchestrator
(NFVO) 532, Virtual Network Function Manager (VNFM)
533, and Virtual Infrastructure Manager (VIM) 534. OSS
531 comprises Network Service Diagram (NSD) 535 that
comprises slice IDs 511‑513 and Virtual Network Func-
tion Forwarding Graphs (VNF-FGs) 536. VNF-FGs 536
comprise Virtual Network Function Network Forwarding
Paths (VNF-NFPs) 537. MANO ledger block 521 even-
tually stores Identifiers (IDs) for slices 511‑513,NSD535,
and UE 501 as described below.
[0025] In slice 511, UPF 516 exchanges user data
between ANs like 5GNR AN 502 and external systems
like the internet. UPF 516 applies Quality-of-Service
(QoS) and Network Address Translation (NAT) to the
user data exchange in response to signaling from SMF
515. For example, UPF 516may exchange the user data
based on data rate and latency parameters in signaling
from SMF 515. In slice 512, SF 517 performs security
tasks like verifying UEs, ANs, network addresses, QoS,
and the like against expected and allowed data. For
example, SF 517 may validate digital certificates from
UE 501, 5GNR AN 502, and UPF 516 to protect the
integrity of thedatasession. In slice513,CF518monitors
data sessions for modifications to UEs, ANs, and UPFs.
For example, CF 518 may direct UE 501 and 5GNR 502
(over SMF 515 and AMF 514) to use a different form of
data encoding, encryption, or error correction.
[0026] Slices 511‑513 exchange peer-to-peer signal-
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ing to synchronize their parallel operations. Slices
511‑513 process data inputs to generate data outputs
to perform their functions. Slices 511‑513 share at least
some of these data outputs with one another over the
peer-to-peer signaling. Slices 511‑513 authorize and
acknowledge the shared data outputs of the other slices
over the peer-to-peer signaling. The authorizations may
be based on data receipt, data structures that indicate
acceptable outputs, certificate validation, artificial intelli-
gence, code scripts, or some other technique. Slices
511‑513 may use the shared data outputs for their own
operations. When a slice output is not properly acknowl-
edged, slices 511‑513 stop normal operations and take
remedial action like generating an alarm, modifying a
service, isolating a device, or performing some other
process.
[0027] In MANO 530, OSS 531 launches NSD 535
through NFVO 532. In response, NFVO 532 directs
VNFM 533 and VIM 534 to instantiate slices 511‑513,
VNF-FGs 536, and VNF-NFPs 537 in NFVI 510. VIM 534
establishes an execution environment, VNF-FGs 536,
and VNF-NFPs 537 in NFVI 510. VNF-FGs 536 specify
VNF-NFPs 537 that connect UPF 516, SF 517, and CF
518 with one another. VNFM 533manages UPF 516, SF
517, and CF 518 in NFVI 510.
[0028] UE 501 registers with AMF 514 over 5GNR AN
502. The registration indicates a slice capability for slices
511‑513 by slice ID or slice type. AMF 514 authenticates
UE 501 and selects slices 511‑513 for UE 501. AMF 514
directs SMF 515 to manage sessions for UE 501 over
slices 511‑513. AMF 514 and SMF 515 develop UE
context for UE 501 like authorized connections along
with their Quality-of-Service (QoS) and network ad-
dresses. AMF 514 transfers some of the UE context to
UE501, 5GNRAN502, andSMF515.SMF515 transfers
some of the UE context to UPF 516, SF 517, andCF 518.
In response to the context, UE 501 exchanges user data
with external systems (not shown) over 5GNR AN 502
and UPF 516.
[0029] SF 517 validate digital certificates for UE 501,
5GNRAN 502, and UPF 516 that were gathered by AMF
514 and SMF 515. SF 517 indicates the session data to
smart contract 520 including IDs for slices 511‑513, NSD
535, and UE 501. Smart contract 520 obtains consensus
for this transaction with distributed ledger nodes 540. In
response to theconsensus, smart contract 520stores the
IDs for slices 511‑513, NSD 535, and UE 501 in ledger
block 521 using a blockchain format.
[0030] UPF 516 processes various data inputs to gen-
erate data outputs that characterize the data sessions
like network addresses, data amount, and data rate. UPF
516 transfers the data outputs to SF 517. SF 517
authorizes these data outputs by comparing the network
addresses, data amount, data rate to the UE context or
possibly other data. SF 517 transfers an Acknowledge-
ment (ACK) to UPF 516 based on the authorization. UPF
516 continues to serve UE 501 based on the UE context
and data outputs in response to the ACK.

[0031] SF 517 processes the data outputs from UPF
516 as data inputs against security parameters to gen-
erate other data outputs like security status. SF 517
transfers the security status to UPF 516 and CF 518
for authorization. UPF 516 and CF 518 authorize the
security status and return ACKs to SF 517. SF 517 uses
the security status to deliver the data communication
service in response to the ACKs. For example, SF 517
may generate security alarms and stop data sessions
when UE 501 is using an improper destination address
for the user data.
[0032] UPF 516 and SF 517 transfer session data to
CF 518. CF 518 authorizes the session data by compar-
ing the session data to expected session data and de-
termines session modifications based on the compari-
sons. CF 518 transfers ACKs to UPF 516 and SMF 517
based on the authorizations. UPF 516 and SF 517 con-
tinue to serve UE 501 based on the session data in
response to the ACKs. CF 518 processes the session
data as data inputs to determine data outputs that com-
prises modifications for UE 501 like using a different
version of a user application, network protocol, or oper-
ating system. CF 518 transfers the modifications to UPF
516 and SF 517. UPF 516 and SF 517 authorize the
modifications and transfer ACKs to CF 518. CF 518
implements the modifications for UE 501 in response
to the ACKs.
[0033] Figure 6 illustrates exemplary UE 501 in wire-
less communication network 500 that delivers the data
communication service using synchronizedwireless net-
work slices 511‑513. UE 501 comprises an example of
wireless communication device 101, although device
101 may differ. UE 501 comprises Fifth Generation
New Radio (5GNR) radio circuitry 601, processing cir-
cuitry 602, and components 603. 5GNR radio circuitry
601 comprises antennas, amplifiers, filters, modulation,
analog-to-digital interfaces, DSPs, memories, and trans-
ceivers (XCVRs) that are coupled over bus circuitry.
Processing circuitry 602 comprises one or more CPUs,
oneormorememories, andoneormore transceivers that
are coupled over bus circuitry. Components 603 com-
prise sensors, cameras, medical devices, and/or some
other user apparatus. The one or more memories in
processing circuitry 602 store software like an Operating
System (OS), 5GNR application (5GNR), 3GPP applica-
tion (3GPP), Internet Protocol application (IP), and user
application (APP). The antennas in 5GNR radio circuitry
601 exchange 5GNR signals with 5GNR AN 502. Trans-
ceivers in 5GNR radio circuitry 601 are coupled to trans-
ceivers in processing circuitry 602. In processing circuitry
602, the one ormoreCPUs retrieve the software from the
one ormorememories and execute the software to direct
the operation of UE 501 as described herein.
[0034] Figure 7 illustrates exemplary Fifth Generation
New Radio Access Node (5GNR AN) 502 in wireless
communication network 500 that delivers the data com-
munication service using wireless network slices
511‑513. 5GNR AN 502 comprises an example of wire-
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less communication system 100 and processing circuitry
400, although system 100 and circuitry 400 may differ.
5GNR AN 502 comprises 5GNR Radio Unit (RU) 701,
DistributedUnit (DU) 702, andCentralizedUnit (CU)703.
5GNR RU 701 comprises antennas, amplifiers, filters,
modulation, analog-to-digital interfaces, DSP, memory,
radioapplications, and transceivers that arecoupledover
bus circuitry. DU 702 comprises memory, CPU, user
interfaces and components, and transceivers that are
coupled over bus circuitry. Thememory in DU 702 stores
operating system and 5GNR network applications for
Physical Layer (PHY), Media Access Control (MAC),
and Radio Link Control (RLC). CU 703 comprises mem-
ory, CPU, and transceivers that are coupled over bus
circuitry. The memory in CU 703 stores an operating
system and 5GNR network applications for Packet Data
Convergence Protocol (PDCP), Service Data Adaption
Protocol (SDAP), and Radio Resource Control (RRC).
The antennas in 5GNRRU 701 are wirelessly coupled to
UE 501 over 5GNR links. Transceivers in 5GNR RU 701
are coupled to transceivers in DU 702. Transceivers in
DU 702 are coupled to transceivers in CU 703. Trans-
ceivers in CU 703 are coupled to AMF 514 and UPF 516.
The DSP and CPU in RU 701, DU 702, and CU 703
execute the radio applications, operating systems, and
network applications to exchangedata and signalingwith
UE 501, AMF 514, and UPF 516 as described herein.
[0035] Figure 8 illustrates exemplary Management
and Orchestration (MANO) 530 in wireless communica-
tion network 500 that delivers the data communication
service using synchronized wireless network slices
511‑513. MANO 530 comprises an example of wireless
communication system100andprocessing circuitry 400,
although system 100 and circuitry 400may differ. MANO
530 comprises hardware 801, hardware drivers 802,
operating systems 803, virtual layer 804, and Software
(SW) 805. Hardware 801 comprises Network Interface
Cards (NICs), CPU, RAM, Flash/Disk Drives (DRIVE),
and Data Switches (DSW). Hardware drivers 802 com-
prise software that is resident in the NIC, CPU, RAM,
DRIVE, and DSW. Operating systems 803 comprise
kernels, modules, applications, and containers. Virtual
layer 804 comprises vNIC, vCPU, vRAM, vDRIVE, and
vSW. SW 805 comprises OSS SW 831, NFVO SW 832,
VNFM SW 833, and VIM SW 834. The NIC in NF hard-
ware 801 are coupled to NFVI 510. Hardware 801 exe-
cutes hardware drivers 802, operating systems 803,
virtual layer 804, and SW 805 to form and operate
OSS 531, NFVO 532, VNFM 533, and VIM 534. Thus,
MANO 530 comprises one or moremicroprocessors and
one or more non-transitory machine-readable storage
media that store processing instructions that direct
MANO 530 to perform the methods described herein.
MANO 530 may be located at a single site or be distrib-
uted across multiple geographic locations.
[0036] Figure 9 illustrates exemplary Network Func-
tion Virtualization Infrastructure (NFVI) 510 in wireless
communication network 500 that delivers the data com-

munication service using synchronized wireless network
slices 511‑513. NFVI 510 comprises an example of wire-
less communication system 100, slices 111‑112, and
processing circuitry 400, although system 100, slices
111‑112, and circuitry 400 may differ. NFVI 510 com-
prises hardware 901, hardware drivers 902, operating
systems 903, virtual layer 904, and SW 905. Hardware
901 comprises NICs, CPU, RAM, DRIVE, and DSW.
Hardware drivers 902 comprise software that is resident
in the NIC, CPU, RAM, DRIVE, and DSW. Operating
systems 903 comprise kernels, modules, applications,
and containers. Virtual layer 904 comprises vNIC, vCPU,
vRAM, vDRIVE, and vSW. SW 905 comprises AMF SW
914, SMF SW 915, slice SW 911‑913, and Distributed
Ledger Function (DLF) SW919. Slice SW911 comprises
UPF SW 916 for slice 511. Slice SW 912 comprises SF
SW 917 for slice 511. Slice SW 913 comprises CF SW
918 for slice 513. TheNIC in hardware 901are coupled to
5GNR AN 502, MANO 530, Distributed Ledger Nodes
(DLN) 540, and external systems. Hardware 901 exe-
cutes hardware drivers 902, operating systems 903,
virtual layer 904, and SW 905 to form and operate
AMF 514, SMF 515, slice 511 including UPF 511, slice
512 including SF 512, slice 513 including CF 513, and
DLF 519. NFVI 510 comprises one or more micropro-
cessors and one or more non-transitory machine-read-
ablestoragemedia that storeprocessing instructions that
direct NFVI 510 to perform the methods described here-
in. NFVI 510 may be located at a single site or be dis-
tributed across multiple geographic locations.
[0037] Figure 10 illustrates exemplary Network Ser-
vices Descriptor (NSD) 535 in wireless communication
network 500 that delivers the data communication ser-
viceusingsynchronizedwirelessnetworkslices511‑513.
NSD 535 is implemented in NFVI 510 at the direction of
MANO530. InNSD535, AMF514 is coupled toSF517 in
slice 512 over VNF Network Function Path (NFP) 537a
that is in VNF Forwarding Group (FG) 536a which is in
Virtual Layer (VL) 904. AMF 514 is coupled to SMF 515
overNFP537b that is in FG536awhich is inVL904. SMF
515 is coupled toUPF516 in slice511overNFP537c that
is in FG 536b which is in VL 904. SMF 515 is coupled to
CF 518 in slice 513 over NFP 537d that is in FG 536b
which is in VL 904. SMF 515 is coupled to SF 517 in slice
512 over NFP 537e that is in FG 536b which is in VL 904.
UPF516 in slice511 is coupled toSF517 in slice512over
NFP537f that is inFG536cwhich is inVL904.UPF516 in
slice 511 is coupled toCF 518 in slice 513 over NFP 537g
that is inFG536cwhich is inVL904.SF517 in slice 512 is
coupled to smart contract 520overNFP537h that is inFG
536d which is in VL 904. SF 517 in slice 512 is coupled to
CF 518 in slice 513 over NFP 537i that is in FG 536d
which is in VL 904.
[0038] Figure 11 illustrates an exemplary operation of
wireless communication network 500 to deliver the data
communication service using synchronizedwireless net-
work slices 511‑513. The operation may vary in other
examples. In this example, slices 511‑513 authorize the
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shared data outputs based on their successful receipt
along with the validation of an accompanying digital
certificate. For example, CF 518 authorizes data outputs
fromSF 517 in response to their successful receipt of the
data outputs and the validation of the accompanying
digital certificate for SF 517.
[0039] UE 501 registers with AMF 514 over 5GNR AN
502using aUEcertificate and indicating slice 512. Based
on the slice indication, AMF 514 transfers the UE certi-
ficate toSF517 in slice512 forauthentication (AUTH).SF
517 validates the UE certificate to authenticate UE 501.
SF 517 indicates to UPF 516 and CF 518 that UE 501 is
authenticated and includes its own SF certificate. UPF
516 and CF 518 authorize the authentication based on
successful receipt of the data output and validation of the
SF certificate. UPF 516 and CF 518 transfer ACKs and
their own certificates to SF 517 in response to the author-
ization. UPF 516 and CF 518 may also use this data
output for their own operations. SF 517 validates the
certificates and processes the ACKswhich indicates that
the parallel operations of slices 511‑513 are synchro-
nized. In response, SF 517 indicates to AMF 514 that UE
501 is authenticated.
[0040] In response to the authentication, AMF 514 and
SMF 515 develop context for UE 501 like slices, connec-
tions, QoS, policies, and the like. SMF 515 transfers the
context to CF 518 for analysis. CF 515 processes the
context for UE 501 to determine amodification (MOD) for
UE 501. In this example, the modification is a different
type of wireless data encoding than the encoding indi-
cated by the context. CF 518 transfers the UE modifica-
tion to UPF 516 and SF 517 along with its CF certificate.
UPF 516 and SF 517 authorize this data output based on
successful receipt of the data output and validation of the
CF certificate. UPF 516 and SF 517 may also use this
dataoutput for their ownoperations.UPF516andSF517
return ACKs and their certificates to CF 518. CF 518
validates the certificates and processes the ACKs which
indicates that theparallel operationsof slices511‑513are
synchronized. In response, CF 518 directs SMF 515 to
modify UE 501 to use the different wireless data encod-
ing. SMF 515 indicates the UE modification to AMF 514,
and AMF 514 directs UE 501 and 5GNR AN 502 to use
the different wireless data encoding.
[0041] UE 501 and an external data system (not
shown) exchange user data over 5GNR AN 502 and
UPF 516 per the UE context - although UE 501 and
5GNR AN 502 do use the different wireless data encod-
ing selected by CF 518. UPF 516 generates statistics
(STATS) for the data session like data amount, data rate,
latency, error rate, addresses, and the like. UPF 516
transfers the statistics for UE 501 to SF 517 and CF
518 along with its UPF certificate. SF 517 and CF 518
authorize this data output based on successful receipt of
the data output and validation of the UPF certificate. SF
517 and CF 518 may also use this data output for their
own operations. SF 517 and CF 518 return ACKs and
their certificates to UPF 516. UPF 516 validates the

certificates and processes the ACKswhich indicates that
the parallel operations of slices 511‑513 are synchro-
nized. In response, UPF 516 transfers the UE 501 sta-
tistics to SMF 515 to use for session management.
[0042] The wireless communication system circuitry
describedabovecomprisescomputerhardwareandsoft-
ware that form special-purpose data communication cir-
cuitry to deliver a data communication service using
synchronized wireless network slicing. The computer
hardware comprises processing circuitry like CPUs,
DSPs, GPUs, transceivers, bus circuitry, and memory.
To form these computer hardware structures, semicon-
ductors like silicon or germanium are positively and ne-
gatively doped to form transistors. The doping comprises
ions like boron or phosphorus that are embedded within
the semiconductor material. The transistors and other
electronic structures like capacitors and resistors are
arranged andmetallically connected within the semicon-
ductor to form devices like logic circuitry and storage
registers. The logic circuitry and storage registers are
arranged to form larger structures like control units, logic
units, and Random-Access Memory (RAM). In turn, the
control units, logic units, and RAM are metallically con-
nected to form CPUs, DSPs, GPUs, transceivers, bus
circuitry, and memory.
[0043] In the computer hardware, the control units
drive data between the RAM and the logic units, and
the logic units operate on the data. The control units also
drive interactions with external memory like flash drives,
disk drives, and the like. The computer hardware exe-
cutes machine-level software to control and move data
bydrivingmachine-level inputs like voltagesandcurrents
to the control units, logic units, and RAM. The machine-
level software is typically compiled fromhigher-level soft-
ware programs. The higher-level software programs
comprise operating systems, utilities, user applications,
and the like.Both the higher-level software programsand
their compiled machine-level software are stored in
memory and retrieved for compilation and execution.
On power-up, the computer hardware automatically exe-
cutes physically-embedded machine-level software that
drives the compilation and execution of the other com-
puter software components which then assert control.
Due to this automated execution, the presence of the
higher-level software in memory physically changes the
structure of the computer hardware machines into spe-
cial-purpose data communication circuitry to deliver a
data communication service using synchronized wire-
less network slicing.
[0044] The above description and associated figures
teach the best mode of the invention. The following
claims specify the scope of the invention. Note that some
aspects of the best mode may not fall within the scope of
the invention as specified by the claims. Those skilled in
the art will appreciate that the features described above
can be combined in various ways to form multiple varia-
tions of the invention. Thus, the invention is not limited to
the specific embodiments described above, but only by
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the following claims and their equivalents.

Claims

1. A method to deliver a data communication service
using synchronized wireless network slicing, the
method comprising:

a first wireless network slice executing a first
slice input, and in response, generating a first
slice output to deliver the data communication
service and transferring the first slice output to a
second wireless network slice;
the second wireless network slice receiving and
authorizing the first slice output, and in re-
sponse, transferring a first acknowledgement
to the first wireless network slice;
the first wireless network slice receiving the first
acknowledgement, and in response, using the
first slice output to deliver the data communica-
tion service;
the second wireless network slice executing a
second slice input, and in response, generating
a second slice output to deliver the data com-
munication service and transferring the second
slice output to the first wireless network slice;
the first wireless network slice receiving and
authorizing the second slice output, and in re-
sponse, transferring a second acknowledge-
ment to the second wireless network slice; and
the second wireless network slice receiving the
second acknowledgement, and in response,
using the second slice output to deliver the data
communication service.

2. The method of claim 1 further comprising:

the first wireless network slice transferring the
first slice input to the second wireless network
slice;
the second wireless network slice receiving and
authorizing the first slice input wherein the sec-
ond wireless network slice transferring the first
acknowledgement to the first wireless network
slice comprises transferring the first acknowl-
edgement to the first wireless network slice in
response to authorizing the first slice input and
the first slice output;
the second wireless network slice transferring
the second slice input to the first wireless net-
work slice; and
the first wireless network slice receiving and
authorizing the second slice input wherein the
first wireless network slice transferring the sec-
ond acknowledgement to the second wireless
network slice comprises transferring the second
acknowledgement to the second wireless net-

work slice in response to authorizing the second
slice input and the second slice output.

3. The method of claim 1 wherein:

the first wireless network slice comprises a first
Virtual Network Function (VNF) in a Network
Function Virtualization Infrastructure (NFVI);
and
the second wireless network slice comprises a
second VNF in the NFVI.

4. The method of claim 1 wherein:

the firstwireless network slice comprises auser-
plane Virtual Network Function (VNF) in a Net-
work Function Virtualization Infrastructure
(NFVI); and
the second wireless network slice comprises a
control-plane VNF in the NFVI.

5. The method of claim 1 wherein:

the first wireless network slice comprises a first
Virtual Network Function (VNF) in a Network
Function Virtualization Network Service De-
scriptor (NFV-NSD) in a Network Function Vir-
tualization Infrastructure (NFVI); and
the second wireless network slice comprises a
second VNF in the NFV-NSD in the NFVI.

6. The method of claim 1 wherein:

the first wireless network slice transferring the
first slice output to the second wireless network
slice and receiving the first acknowledgement
transferred by the secondwireless network slice
comprises transferring the first slice output and
receiving the first acknowledgement over a vir-
tual layer in a Network Function Virtualization
Infrastructure (NFVI); and
the second wireless network slice transferring
the second slice output to the first wireless net-
work slice and receiving the second acknowl-
edgement transferred by the first wireless net-
work slice comprises transferring the second
slice output and receiving the second acknowl-
edgement over the virtual layer in the NFVI.

7. The method of claim 1 wherein:

the first wireless network slice transferring the
first slice output to the second wireless network
slice and receiving the first acknowledgement
transferred by the secondwireless network slice
comprises transferring the first slice output and
receiving the first acknowledgement over a Vir-
tual Network Function Forwarding Graph (VNF-
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FG) in a Network Function Virtualization Infra-
structure (NFVI); and
the second wireless network slice transferring
the second slice output to the first wireless net-
work slice and receiving the second acknowl-
edgement transferred by the first wireless net-
work slice comprises transferring the second
slice output and receiving the second acknowl-
edgement over the VNF-FG in the NFVI.

8. The method of claim 1 wherein:

the first wireless network slice transferring the
first slice output to the second wireless network
slice and receiving the first acknowledgement
transferred by the secondwireless network slice
comprises transferring the first slice output and
receiving the first acknowledgement over a Vir-
tual Network Function Network Forwarding
Paths (VNF-NFPs) in a Network Function Vir-
tualization Infrastructure (NFVI); and
the second wireless network slice transferring
the second slice output to the first wireless net-
work slice and receiving the second acknowl-
edgement transferred by the first wireless net-
work slice comprises transferring the second
slice output and receiving the second acknowl-
edgement over the VNF-NFPs in the NFVI.

9. A wireless communication system to deliver a data
communication service using synchronized wireless
network slicing, the wireless communication system
comprising:

a first wireless network slice to execute a first
slice input, and in response, to generate a first
slice output to deliver the data communication
service and transfer the first slice output to a
second wireless network slice;
the secondwireless network slice to receive and
authorize the first slice output, and in response,
to transfer a first acknowledgement to the first
wireless network slice;
the first wireless network slice to receive the first
acknowledgement, and in response, to use the
first slice output to deliver the data communica-
tion service;
the second wireless network slice to execute a
second slice input, and in response, to generate
a second slice output to deliver the data com-
munication service and transfer the second slice
output to the first wireless network slice;
the first wireless network slice to receive and
authorize the second slice output, and in re-
sponse, to transfer a second acknowledgement
to the second wireless network slice; and
the second wireless network slice to receive the
second acknowledgement, and in response, to

use the second slice output to deliver the data
communication service.

10. The wireless communication system of claim 9
further comprising:

the first wireless network slice to transfer the first
slice input to the second wireless network slice;
the secondwireless network slice to receive and
authorize the first slice input wherein the second
wireless network slice is to transfer the first
acknowledgement to the first wireless network
slice in response to authorizing the first slice
input and the first slice output;
the second wireless network slice is to transfer
the second slice input to the first wireless net-
work slice; and
the first wireless network slice is to receive and
authorize the second slice input wherein the first
wireless network slice is to transfer the second
acknowledgement to the second wireless net-
work slice in response to authorizing the second
slice input and the second slice output.

11. The wireless communication system of claim 9
wherein:

the first wireless network slice comprises a first
Virtual Network Function (VNF) in a Network
Function Virtualization Infrastructure (NFVI);
and
the second wireless network slice comprises a
second VNF in the NFVI.

12. The wireless communication system of claim 9
wherein:

the firstwireless network slice comprises auser-
plane Virtual Network Function (VNF) in a Net-
work Function Virtualization Infrastructure
(NFVI); and
the second wireless network slice comprises a
control-plane VNF in the NFVI.

13. The wireless communication system of claim 9
wherein:

the first wireless network slice comprises a first
Virtual Network Function (VNF) in a Network
Function Virtualization Network Service De-
scriptor (NFV-NSD) in a Network Function Vir-
tualization Infrastructure (NFVI); and
the second wireless network slice comprises a
second VNF in the NFV-NSD in the NFVI.

14. The wireless communication system of claim 9
wherein:
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the first wireless network slice is to transfer the
first slice output to the second wireless network
slice and receiving the first acknowledgement
transferred by the secondwireless network slice
over a virtual layer in a Network Function Virtua-
lization Infrastructure (NFVI); and
the second wireless network slice is to transfer
the second slice output to the first wireless net-
work slice and receive the second acknowl-
edgement transferred by the first wireless net-
work slice over the virtual layer in the NFVI.

15. The wireless communication system of claim 9
wherein:

the first wireless network slice is to transfer the
first slice output to the second wireless network
slice and receive the first acknowledgement
transferred by the secondwireless network slice
over a Virtual Network Function Forwarding
Graph (VNF-FG) in a Network Function Virtua-
lization Infrastructure (NFVI); and
the second wireless network slice is to transfer
the second slice output to the first wireless net-
work slice and receive the second acknowl-
edgement transferred by the first wireless net-
work slice over the VNF-FG in the NFVI.
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