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(57) A monitoring area protection method, compris-
ing: establishing a correspondence table σi→F(di) of
measurement distances and repeatabilities, and fitting
a correspondence relationship on the basis of the corre-
spondence table; setting a protection area distance and
an alarm area distance on the basis of a measurement
distance required by a target monitoring area; then sub-
stituting the protection area distance and the alarm area
distance into the correspondence relationship of the
measurement distances and the repeatabilities to obtain
distance hystereses corresponding to the protection area
distance and the alarm area distance, performing calcu-
lation on the basis of the alarm area distance, the protec-
tion area distance and the distance hystereses to obtain a
first transition area distance and a second transition area
distance; then obtaining an intrusion distance of an in-
trusion object, and determining a state flag bit of the
intrusion object on the basis of the distance relationships
between the intrusion distance and the protection area
distance, the first transition area distance, the alarm area
distance, and the second transition area distance; and
then performing determination on the basis of a current
state of the state flag bit so as to give an alarm or take a
protection action. The method can avoid a measurement
distance deviation that is caused by the repeatability
problem of a camera and thus would cause misjudgment

that leads to false alarms or protection actions.
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Description

FIELD OF THE DISCLOSURE

[0001] The present disclosure relates to the technical
field of monitoring area protection, and particularly re-
lates to a monitoring area protection method, a monitor-
ing area protection apparatus, an electronic device, and a
storage medium.

BACKGROUND OF THE DISCLOSURE

[0002] In the field of monitoring area protection, an
area is usually divided into multiple areas. A ranging
device for single-point ranging, two-dimensional plane
ranging, or three-dimensional space ranging scans and
measures distances from an origin of the ranging device
toward various directions within an FOV range, or an
identification device is installed at a specific point in each
area, so as to identify whether a target intrudes into the
protection area and which area the intrusion target is
located in, thereby performing a corresponding protec-
tion action or alarm action.
[0003] However, a problem is that a camera has a
performance parameter of repeatability. The repeatabil-
ity refers to consistency of measuring a distance to a
same point of the intrusion target. If the repeatability is
lower, a distance value measured each time fluctuates
more. Meanwhile, if a measured distance value of the
intrusion target switches back and forth between two
adjacent areas, the camera cannot stably identify which
area the intrusion target is currently located in, and
correspondingly switches corresponding actions fre-
quently, thereby performing an erroneous protection ac-
tion.

SUMMARY OF THE DISCLOSURE

[0004] To solve the technical defects proposed in the
above background art, an objective of the present dis-
closure is to provide a monitoring area protection meth-
od, aiming to solve a problem that, when an intrusion
target enters a monitoring area, a repeatability problem
existing in the camera itself causes unstable determina-
tion when the intrusion target enters a boundary of the
monitoring area, thereby causing misjudgment.
[0005] The present disclosure adopts the following
technical solutions.
[0006] In a first aspect, the present disclosure provides
a monitoring area protection method, wherein the meth-
od includes:

establishing a correspondence table σi → F(di) be-
tween measurement distances and repeatabilities,
wherein di is an i‑th measurement distance, and σi is
measurement repeatability of an i‑th measurement
di; and performing fitting, according to the correspon-
dence tableσi→F(di), a continuous correspondence

relationship σd = F(d) between the measurement
distances and the repeatabilities;
setting a protection area distance and an alarm area
distance based on a measurement distance required
by a target monitoring area, and dividing the target
monitoring area into a protection area, an alarm
area, and a safe area according to the protection
area distance and the alarm area distance;
substituting the alarm area distance and the protec-
tion area distance into the continuous correspon-
dence relationship between the measurement dis-
tances and the repeatabilities to obtain a corre-
sponding measurement repeatability, and calculat-
ing on a distance hysteresis corresponding to the
alarm area and the protection area distance accord-
ing to a value of the measurement repeatability,
wherein a calculation formula is Δdhys(d) = ρd ×
σd, wherein ρd is a hysteresis adjustment factor,
and σd is the measurement repeatability;
performing calculation to obtain a first transition area
distance and a second transition area distance
based on the alarm area distance, the protection
area distance, and the distance hysteresis corre-
sponding to the alarm area and the protection area
distance, and setting a first transition area and a
second transition area according to the first transition
area distance and the second transition area dis-
tance;
when an intrusion target is detected, obtaining an
intrusion distance of the intrusion target, and deter-
mining a state flag bit of the intrusion target according
to distance relationships between the intrusion dis-
tance and the protection area distance, the first
transition area distance, the alarm area distance,
and the second transition area distance, wherein
the state flag bit is one of a safe state, a protection
state, and an alarm state; and
performing a determination according to a current
state of the state flag bit, so as to perform an alarm
action or a protection action.

[0007] Optionally, determining the state flag bit of the
intrusion target includes: during initialization, if the intru-
sion distance is less than or equal to the protection area
distance, determining that the intrusion target is in the
protection area, and presetting the current state of the
state flag bit as the protection state; if the intrusion dis-
tance is greater than the protection area distance and
less than or equal to the alarm area distance, determining
that the intrusion target is in the alarm area, and preset-
ting the current state of the state flag bit as the alarm
state; if the intrusion distance is greater than the alarm
area distance, determining that the intrusion target is in
the safe area, and presetting the current state of the state
flag bit as the safe state.
[0008] Optionally, determining the state flag bit of the
intrusion target further includes:
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when the intrusion target approaches or moves
away, if the intrusion distance dmin is less than or
equal to the protection area distance dr , determining
that the intrusion target is in the protection area, and
the current state of the state flag bit at this time is the
protection state, wherein a formula can be ex-
pressed as dmin ≤ dr ;
if the intrusion distance dmin is greater than the
protection area distance dr and less than or equal
to the protection area distance dr plus the second
transition area distance Δdhys(dr) , determining that
the intrusion target is currently in the second transi-
tion area, and, if a previous state of the state flag bit is
the safe state or the alarm state, the current state of
the state flag bit at this time is the alarm state, and if
the previous state of the state flag bit is the protection
state, the current state of the state flag bit is the
protection state, wherein a formula is expressed
as dr<dmin ≤ dr + Δdhys(dr) ;
if the intrusion distance dmin is greater than the
protection area distance dr plus the second transition
area distance Δdhys(dr) and less than or equal to the
alarm area distance da , determining that the intru-
sion target is in the alarm area, and the current state
of the state flag bit at this time is the alarm state,
wherein a formula is expressed as dr + Δdhys(dr )
<dmin ≤ da ;
if the intrusion distance dmin is greater than the
protection area distance da and less than or equal
to the alarm area distance da plus the first transition
area distance Δdhys(da) , determining that the intru-
sion target is currently in the first transition area or the
alarm area, and, if the previous state is the safe state,
determining that the current state is the safe state,
and if the previous state is the alarm state or the
protection state, the current state of the state flag bit
at this time is the alarm state, wherein a formula is
expressed as da<dmin ≤ da + Δdhys(da) ; and
if the intrusion distance dmin is greater than the alarm
area distance da plus the first transition area distance
Δdhys(da) , determining that the intrusion target is in
the safe area, and the current state of the state flag bit
at this time is the safe state, wherein a formula is
expressed as dmin>da + Δdhys(da ) .

[0009] Optionally, determining the state flag bit of the
intrusion target further includes:

when the intrusion target is relatively stationary, if the
previous state of the state flag bit is the safe state, the
current state of the state flag bit at this time is the safe
state;
if the previous state of the state flag bit is the alarm
state, the current state of the state flag bit at this time
is the alarm state;
if the previous state of the state flag bit is the protec-
tion state, the current state of the state flag bit at this
time is the protection state.

[0010] Optionally, performing the determination ac-
cording to the current state of the state flag bit, so as
to perform the alarm action or the protection action,
includes:

if the current state of the state flag bit is the safe state,
not performing the alarm action or the protection
action;
if the current state of the state flag bit is the alarm
state, performing the alarm action;
if the current state of the state flag bit is the protection
state, performing the protection action.

[0011] In a second aspect, the present disclosure pro-
vides a monitoring area protection apparatus, including:

an establishing module, configured to establish a
correspondence table σi → F(di) between measure-
ment distances and repeatabilities and fit a contin-
uous correspondence relationship σd = F(d) be-
tween the measurement distances and the repeat-
abilities;
a presetting module, configured to set a protection
area distance and an alarm area distance according
to a requirement of a target monitoring area;
a first calculating module, configured to calculate a
corresponding distance hysteresis according to the
alarm area distance, the protection area distance,
and a value of a measurement repeatability corre-
sponding thereto;
a second calculating module, configured to perform
calculation according to the alarm area distance, the
protection area distance, and the distance hyster-
esis corresponding thereto, to obtain a first transition
area distance and a second transition area distance;
an obtaining module, configured to obtain an intru-
sion distance of an intrusion target when the intru-
sion target is detected;
a comparing module, configured to compare dis-
tance relationships between the intrusion distance
and the protection area distance, the first transition
area distance, the alarm area distance, and the
second transition area distance;
a determining module, configured to determine that a
state flag bit is one of a safe state, a protection state,
and an alarm state; and
a response module, configured to perform a state
determination according a current state of the state
flag bit, so as to give an alarm action or a protection
action.

[0012] In a third aspect, the present disclosure further
provides an electronic device, including: a memory, a
processor, and a computer program stored on the mem-
ory and executable on the processor, wherein the pro-
cessor, when executing the computer program, imple-
ments steps in the monitoring area protection method on
the basis of embodiments of the present disclosure.
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[0013] In a fourth aspect, the present disclosure further
provides a computer-readable storage medium, wherein
a computer program is stored on the computer-readable
storage medium, and the computer program, when exe-
cuted by a processor, implements steps in the monitoring
area protection method on the basis of embodiments of
the present disclosure.
[0014] In summary, beneficial effects of the present
disclosure are as follows.
[0015] By setting the first transition area between the
alarm area distance and the safe area distance, and
setting the second transition area between the alarm
area distance and the protection area distance, and
further by introducing a concept of distance hysteresis,
the present disclosure can avoid inaccurate identification
of which area the intrusion target is currently located in
due to the repeatability problem of the camera. Mean-
while, by setting the state flag bit as one of the safe state,
the alarm state, and the protection state, the camera can
send a corresponding alarm action or protection action
according to the current state of the state flag bit.
[0016] The above description is merely an overview of
the technical solutions of the present disclosure. In order
to make the technical means of the present disclosure
clearer and enable implementation on the basis of con-
tents of the specification, and in order to make the above
and other objectives, features, and advantages of the
present disclosure more apparent and understandable,
preferred embodiments are provided below and de-
scribed in detail with reference to the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017]

FIG. 1 is a flowchart of a monitoring area protection
method according to an embodiment of the present
disclosure;
FIG. 2 is a schematic view of a monitoring area
protection apparatus according to an embodiment
of the present disclosure; and
FIG. 3 is a schematic view of an electronic device
according to an embodiment of the present disclo-
sure.

DETAILED DESCRIPTION OF THE EXEMPLARY
EMBODIMENTS

[0018] In order to make contents of the present dis-
closure more easily and clearly understood, the present
disclosure is further described below according to spe-
cific embodiments and in conjunction with the accompa-
nying drawings.
[0019] As shown in FIG. 1, FIG. 1 is a flowchart of a
monitoring area protection method provided by the pre-
sent embodiment. The monitoring area protection meth-
od includes the following steps.

[0020] S101: Establishing a correspondence table σi
→ F(di) between measurement distances and repeat-
abilities, wherein di is an i‑th measurement distance, and
σi is measurement repeatability of an i‑th measurement
di ; and performing fitting, according to the correspon-
dence table σi → F(di) , a continuous correspondence
relationship σd = F(d) between the measurement dis-
tances and the repeatabilities.
[0021] In the embodiment of the present disclosure,
because differences in repeatability exist in the camera
itself, and the repeatability is determined by performance
of the camera itself, a distance deviation occurs when
distance measurement is performed. Therefore, a dis-
crete correspondence table between measurement dis-
tances and repeatabilities needs to be established. The
correspondence table can be obtained by performing
multiple measurements by the camera at a same mea-
surement distance to obtain the repeatability of the cam-
era at the distance, and corresponding repeatability is
obtained by measuring multiple distances, so as to obtain
a discrete correspondence table σi → F(di) between di
and σi . According to the measurement distance, a meth-
od of piecewise linear fitting, piecewise setting of fixed
repeatability, global linear fitting, or curve fitting is se-
lected to fit and obtain a continuous relationship σd = F(d)
between the measurement distance d and the measure-
ment repeatability σd at the distance. Because only a
discrete correspondence relationship σi → F(di) between
di and σi exists, a continuous correspondence relation-
ship σd = F(d) between a continuous distance d and
repeatability σd needs to be established, namely any
distance has a corresponding repeatability, such that a
corresponding repeatability is determined for each of
different measurement distances.
[0022] S102: Setting a protection area distance and an
alarm area distance on the basis of a measurement
distance required by a target monitoring area, and divid-
ing the target monitoring area into a protection area, an
alarm area, and a safe area according to the protection
area distance and the alarm area distance.
[0023] In the embodiment of the present disclosure,
specifically, the protection area distance and the alarm
area distance can be set on the basis of a distance range
required by each area. For example, when a ranging
device is powered on and set, the protection area dis-
tance can be set as 2 meters, or the protection area
distance can be set as 1 meter. A safe area distance
does not need to be set. Protection levels of the areas are
different. The protection area has the highest level, the
alarm area has a next level, and the safe area does not
need protection. It should be noted that the three areas
are divided on the basis of requirements of different area
protection levels. By dividing the three areas, which area
the intrusion target is currently located in can be deter-
mined, so as to perform a corresponding alarm action or
protection action.
[0024] Specifically, an intrusion target in the monitoring
area can be measured by one-dimensional measure-
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ment, two-dimensional measurement, or three-dimen-
sional measurement. The one-dimensional measure-
ment is performed by single-point measurement, and a
TOF ranging technology can be used for measurement.
The TOF ranging technology measures a distance of an
object by emitting pulsed laser light to a surface of the
object and calculating round-trip time. The two-dimen-
sional measurement can be performed by single-line
LiDAR. More specifically, the single-line LiDAR is formed
by rotating a single-point laser measurement module for
one circle, so as to measure a target in a two-dimensional
plane (namely having x and y coordinates and Z=0). The
three-dimensional measurement usually includes area-
array measurement (multi-point direct measurement, or
3D reconstruction measurement), or 3D measurement in
which one or more single-point ranging modules are
combined with moving scanning components such as
MEMS, a rotating mirror, or a prism, or 3D measurement
in which multiple single-point ranging modules are com-
bined with motor rotation scanning (which can be under-
stood as being formed by superimposing multiple single-
line measurements at different vertical angles). It can be
understood that a set of multiple single-point protection
areas can form a protection area in a two-dimensional
plane or a three-dimensional space, a set of multiple
single-point alarm areas can form an alarm area in a
two-dimensional plane or a three-dimensional space,
and a set of multiple single-point safe areas can form a
safe area in a two-dimensional plane or a three-dimen-
sional space, so that the protection area, the alarm area,
and the safe area in a single-point, a two-dimensional
planar, or a three-dimensional spatial form can be ob-
tained correspondingly.
[0025] S103: Substituting the alarm area distance and
the protection area distance into the continuous corre-
spondence relationship between the measurement dis-
tances and the repeatabilities to obtain a corresponding
measurement repeatability, and calculating a distance
hysteresis corresponding to the alarm area and the pro-
tection area distance according to a value of the mea-
surement repeatability, wherein a calculation formula is
Δdhys(d) = ρd ×σd , wherein ρd is a hysteresis adjustment
factor, and σd is the measurement repeatability.
[0026] In the embodiment of the present disclosure,
the correspondence relationship of the repeatability in-
cludes measurement repeatability of the protection area
distance and measurement repeatability of the alarm
area distance. The two measurement repeatabilities
can be multiple. A regulation range of the hysteresis
adjustment factor σd is 1 ≤ ρd ≤ 10. The measurement
repeatability at the corresponding distance is calculated
with a preset hysteresis adjustment factor, thereby ob-
taining the distance hysteresis at the corresponding dis-
tance. Because differences in repeatability exist in the
camera, deviations may occur when the intrusion dis-
tance, the alarm area distance, and the protection area
distance are calculated and measured, and a measured
distance value of the intrusion target has jumps. When

the distance value jumps back and forth between the
protection area and the alarm area, or between the alarm
area and the safe area, a protection action easily
switches back and forth, thus affecting normal operation.
By setting distance hysteresis, a transition area effect can
be provided when detecting whether the intrusion target
belongs to the protection area or the alarm area, thereby
effectively solving the above problems.
[0027] S104: Performing calculation to obtain a first
transition area distance and a second transition area
distance on the basis of the alarm area distance, the
protection area distance, and the distance hysteresis
corresponding to the alarm area and the protection area
distance, and setting a first transition area and a second
transition area according to the first transition area dis-
tance and the second transition area distance.
[0028] In the embodiment of the present disclosure,
first, the alarm area distance and the protection area
distance are respectively calculated with alarm area
distance hysteresis and protection area distance hyster-
esis in sequence. After the first transition area distance
and the second transition area distance are obtained,
area division is performed according to the first transition
area distance and the second transition area distance, so
as to obtain the first transition area and the second
transition area. The division method can be setting the
first transition area and the second transition area on the
basis of specific distance values. By setting the first
transition area and the second transition area as de-
scribed above, misjudgment caused by the repeatability
problem of the camera when determining which area the
intrusion target is currently located in can be effectively
avoided. If the intrusion target jumps back and forth
between an alarm area boundary and a protection area
boundary, measurement results of the camera may have
deviations, thereby causing the camera to frequently
alarm or perform a protection action, or even causing
misjudgment. For example, by introducing the first transi-
tion area and the second transition area, a problem of
frequent switching of protection actions caused by a
difference in repeatability of the camera can be effectively
solved.
[0029] S105: When an intrusion target is detected,
obtaining an intrusion distance of the intrusion target,
and determining a state flag bit of the intrusion target
according to distance relationships between the intrusion
distance and the protection area distance, the first transi-
tion area distance, the alarm area distance, and the
second transition area distance, wherein the state flag
bit is one of a safe state, a protection state, and an alarm
state.
[0030] In the embodiment of the present disclosure, by
confirming a nearest portion of the intrusion target from a
boundary of the monitoring area, a distance between the
nearest portion of the intrusion target and the camera can
be calculated, thereby obtaining the intrusion distance.
By obtaining the intrusion distance, the intrusion distance
can be compared and determined with distance relation-
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ships among the first transition area distance, the alarm
area distance, the second transition area distance, and
the protection area distance, thereby determining which
area the intrusion target is currently located in, so that the
camera can perform a corresponding alarm or protection
determination. Further, by setting the state flag bit as one
of the safe state, the protection state, and the alarm state,
it should be noted that, when the intrusion target intrudes
from the safe area into the protection area and when the
intrusion target is initially in the protection area and then
keeps exiting to the safe area, distances for the camera to
switch between alarm or protection actions are different.
By setting the three states to control the camera to per-
form corresponding alarm or protection actions, environ-
mental changes can be effectively adapted to. For ex-
ample, when the intrusion target intrudes from the safe
area into the first transition area, a previous state of the
camera is the safe state, and the camera does not per-
form any alarm or protection action at this time. When the
intrusion target exits from the alarm area to the first
transition area, the previous state of the camera is the
alarm state, and the camera still performs the alarm
action at this time until the intrusion target exits to the
safe area, and only then does the camera stop alarming.
Such arrangement can effectively remind operators to
inspect, thereby improving safety.
[0031] Specifically, by performing calculation on the
intrusion distance and the protection area distance,
whether the intrusion target is outside or inside the pro-
tection area can be determined, thereby enabling the
camera to send a protection action. By comparing the
intrusion distance with the alarm area distance, whether
the intrusion target is inside or outside the alarm area can
be determined, thereby enabling the camera to send an
alarm action. If the intrusion distance is greater than the
alarm area distance, the intrusion target is in the safe
area. Accordingly, according to which area the intrusion
target is currently located in, the camera can set the
current state of the state flag bit as the protection state,
the alarm state, or the safe state. Further, when the
intrusion distance is compared with the alarm area dis-
tance and the protection area distance, the first transition
area distance and the second transition area distance are
added. By comparing the intrusion distance with different
combinations of the first transition area distance, the
alarm area distance, the second transition area distance,
and the protection area distance, and by continuous
combined comparison, which area the intrusion target
is currently located in can be accurately determined, such
that the current state flag bit is the safe state, the alarm
state, or the protection state, and a corresponding alarm
action, protection action, or no action is then performed
according to the above three states.
[0032] S106: Performing a determination according to
the current state of the state flag bit, so as to perform the
alarm action or the protection action.
[0033] In the present embodiment, by determining
whether the current state of the state flag bit is the safe

state, the alarm state, or the protection state, the camera
performs a corresponding action. By setting the current
state of the state flag bit to determine which area the
intrusion target is located in, the camera can effectively
perform the corresponding action according to an intru-
sion condition of the intrusion target.
[0034] Optionally, determining the state flag bit of the
intrusion target includes: during initialization, if the intru-
sion distance is less than or equal to the protection area
distance, determining that the intrusion target is in the
protection area, and presetting the current state of the
state flag bit as the protection state; if the intrusion dis-
tance is greater than the protection area distance and
less than or equal to the alarm area distance, determining
that the intrusion target is in the alarm area, and preset-
ting the current state of the state flag bit as the alarm
state; if the intrusion distance is greater than the alarm
area distance, determining that the intrusion target is in
the safe area, and presetting the current state of the state
flag bit as the safe state.
[0035] In the present embodiment, when the camera is
initialized, for example, when powered on, if the intrusion
target is in the protection area or the alarm area, the
current state of the state flag bit is directly preset as the
protection state or the alarm state. Specifically, according
to comparison between the intrusion distance and the
protection area distance, if the intrusion distance of the
intrusion target is within the protection area distance, the
intrusion target is in the protection area before the cam-
era is powered on, and the state flag bit is directly set as
the protection state. If the intrusion distance of the intru-
sion target is within the alarm area range, the state flag bit
is directly set as the alarm state. If the intrusion distance
of the intrusion target is outside the protection area dis-
tance and the alarm area distance, no intrusion target
intrudes at power-on, and the state flag bit of the camera
is the safe state.
[0036] Optionally, determining the state flag bit of the
intrusion target further includes:
[0037] when the intrusion target approaches or moves
away, if the intrusion distance dmin is less than or equal to
the protection area distance dr , determining that the
intrusion target is in the protection area, and the current
state of the state flag bit at this time is the protection state,
wherein a formula can be expressed as dmin ≤ dr ; if the
intrusion distance dmin is greater than the protection area
distance dr and less than or equal to the protection area
distance dr plus the second transition area distance Δdhys
(dr) , determining that the intrusion target is currently in
the second transition area, and, if the previous state of the
state flag bit is the safe state or the alarm state, the
current state of the state flag bit at this time is the alarm
state, and if the previous state of the state flag bit is the
protection state, the current state of the state flag bit is the
protection state, wherein a formula is expressed as
dr<dmin ≤ dr + Δdhys(dr ) . If the intrusion distance dmin
is greater than the protection area distance dr plus the
second transition area distanceΔdhys(dr) and less than or
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equal to the alarm area distance da, determining that the
intrusion target is in the alarm area, and the current state
of the state flag bit at this time is the alarm state, wherein a
formula is expressed as dr + Δdhys(dr)< dmin ≤ da . If the
intrusion distance dwin is greater than the protection area
distance da and less than or equal to the alarm area
distance da plus the first transition area distance Δdhys
(da) , determining that the intrusion target is currently in
the first transition area or the alarm area, and if the
previous state is the safe state , determining that the
current state is the safe state, and if the previous state is
the alarm state or the protection state, the current state of
the state flag bit at this time is the alarm state, wherein a
formula is expressed as da<dmin ≤ da + Δdhys(ds) . If the
intrusion distance dmin is greater than the alarm area
distance da plus the first transition area distance Δdhys
(da) , determining that the intrusion target is in the safe
area, and the current state of the state flag bit at this time
is the safe state, wherein a formula is expressed as
dmin>da + Δdhys(da) .
[0038] In the embodiment of the present disclosure,
when the intrusion target approaches or moves away
from the camera, the target monitoring area is divided into
the alarm area distance, the protection area distance,
and the safe area distance through a measurement dis-
tance required by the target monitoring area, and the
alarm area distance da , the protection area distance dr ,
and a nearest target point distance dmin are set. Accord-
ingly, according to the above determination, if the intru-
sion distance dmin is less than or equal to the protection
area distance dr, the intrusion target is determined tobe in
the protection area, and the current state at this time is the
protection state, wherein a formula can be expressed as
dmin ≤ dr. If the intrusion distance dmin is greater than the
protection area distance dr and less than or equal to the
protection area distance dr plus the second transition
area distance Δdhys(dr) , the target is determined to be
currently in the second transition area. If the previous
state of the camera is the safe state or the alarm state, the
intrusion target enters the second transition area from the
safe area or the alarm area, and the current state of the
camera at this time remains the alarm state. If the pre-
vious state is the protection state, the intrusion target
exits from the protection area to the second transition
area, and the current state of the camera at this time
remains the protection state, wherein a formula is ex-
pressed as dr<dmin ≤ dr + Δdhys(dr ) . It should be noted
that the previous state of the state flag bit is a preceding
state of the state flag bit of the camera, and the current
state is the state of the state flag bit of the camera at this
time. If the intrusion distance dmin is greater than the
protection area distance dr plus the second transition
area distance Δdhys(dr) and less than or equal to the
alarm area distance da , the intrusion target is determined
to be in the alarm area, and the current state is updated as
the alarm state, wherein a formula is expressed as dr +
Δdhys(dr )<dmin ≤ da . If the intrusion distance is greater
than the alarm area distance and less than or equal to the

alarm area distance plus the first transition area distance,
the intrusion target is determined to be in the first transi-
tion area. If the previous state of the camera is the
protection state or the alarm state, the intrusion target
exits from the protection area or the alarm area to the first
transition area, and therefore the camera still sends the
alarm action at this time. If the previous state of the
camera is the safe state, the intrusion target enters the
first transition area from the safe area, and the camera
does not perform any alarm action or protection action at
this time, wherein a formula is expressed as da<dmin ≤ da
+ Δdhys(da) . If the intrusion distance is greater than the
alarm area distance plus the first transition area distance,
the intrusion target is determined to be in the safe area,
and the current state is updated as the safe state. The
camera does not perform any alarm action or protection
action, wherein a formula is dmin>da + Δdhys(da). ex-
pressed as
[0039] Optionally, determining the state flag bit of the
intrusion target further includes:
[0040] when the intrusion target is relatively stationary,
if the previous state of the state flag bit is the safe state,
the current state of the state flag bit at this time is the safe
state; if the previous state of the state flag bit is the alarm
state, the current state of the state flag bit at this time is the
alarm state; if the previous state of the state flag bit is the
protection state, the current state of the state flag bit at
this time is the protection state.
[0041] In the present embodiment, in the prior art,
when areas are switched, because of fluctuation of de-
tection distance, determination results are unstable in a
critical area and switch back and forth, causing a system
to frequently switch alarm actions and protection actions,
or even perform erroneous actions. When repeatability of
the camera is lower, ranging jitter is greater, a range in
which stable determination cannot be achieved is larger,
determination is more unstable, and probability of per-
forming erroneous determination is greater. By introdu-
cing the concept of distance hysteresis in the present
embodiment, determination conditions for entering the
alarm area and the protection area from the safe area and
retreating from the protection area to the alarm area and
then to the safe area are different, thereby avoiding back-
and-forth switching of determination results caused by
measurement changes, avoiding false alarm or no alarm,
and further avoiding failure to start corresponding alarm
or protection actions.
[0042] Optionally, performing the determination ac-
cording to the current state of the state flag bit, so as
to perform the alarm action or the protection action,
includes:
if the current state of the state flag bit is the safe state, not
performing the alarm action or the protection action; if the
current state of the state flag bit is the alarm state,
performing the alarm action; if the current state of the
state flag bit is the protection state, performing the pro-
tection action.
[0043] In the present embodiment, it should be noted
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that when the camera performs a corresponding action,
the camera must perform a determination according to
the current state of the state flag bit (the safe state, the
alarm state, and the protection state), so as to perform the
corresponding action. By setting the state flag bit of the
camera as the safe state, the protection state, and the
alarm state, it should be noted that, when the intrusion
target enters the alarm area and the protection area from
the safe area and retreats from the protection area to the
alarm area and the safe area, state determination con-
ditions are different. By setting the three states to control
the camera to perform corresponding alarm or protection
actions, environmental changes can be effectively
adapted to. For example, when the intrusion target in-
trudes from the safe area into the first transition area, the
previous state of the camera is the safe state, and the
camera does not perform any alarm or protection action
at this time. When the intrusion target exits from the alarm
area to the first transition area, the previous state of the
camera is the alarm state, and the camera still performs
the alarm action at this time until the intrusion target exits
to the safe area, and only then does the camera stop
alarming. Such arrangement can effectively remind the
operators to inspect, thereby improving stability.
[0044] As shown in FIG. 2, FIG. 2 is a schematic view of
a monitoring area protection apparatus provided by the
present disclosure. The monitoring area protection ap-
paratus includes:

an establishing module 201, configured to establish
a correspondence table σi → F(di) between mea-
surement distances and repeatabilities and fit a con-
tinuous correspondence relationship σd = F(d) be-
tween measurement distances and repeatabilities;
a presetting module 202, configured to set a protec-
tion area distance and an alarm area distance ac-
cording to a requirement of a target monitoring area;
a first calculating module 203, configured to calcu-
late a corresponding distance hysteresis according
to the alarm area distance, the protection area dis-
tance, and a value of a measurement repeatability
corresponding thereto;
a second calculating module 204, configured to per-
form calculation according to the alarm area dis-
tance, the protection area distance, and the distance
hysteresis corresponding thereto, to obtain a first
transition area distance and a second transition area
distance;
an obtaining module 205, configured to obtain an
intrusion distance of an intrusion target when the
intrusion target is detected;
a comparing module 206, configured to compare
distance relationships between the intrusion dis-
tance and the protection area distance, the first
transition area distance, the alarm area distance,
and the second transition area distance;
a determining module 207, configured to determine
that a state flag bit is one of a safe state, a protection

state, and an alarm state; and
a response module 208, configured to perform a
state determination according to a current state of
the state flag bit, so as to perform an alarm action or a
protection action.

[0045] Optionally, the comparing module 206 further
includes:

a first comparing submodule, configured to compare
distance relationships between the intrusion dis-
tance and the protection area distance, the alarm
area distance, and the safe area distance during
initialization; and
a second comparing submodule, configured to com-
pare distance relationships between the intrusion
distance and the protection area distance, the pro-
tection area distance plus the second transition area
distance, the alarm area distance, and the alarm
area distance plus the first transition area distance
when the intrusion target approaches or moves
away.

[0046] Optionally, the determining module 207 in-
cludes:

a first determining submodule, configured to set the
current state of the state flag bit according to distance
relationships between the intrusion distance and the
protection area distance and the alarm area distance
during initialization;
a second determining submodule, configured to de-
termine the current state of the intrusion target ac-
cording to the previous state of the state flag bit and a
current area in which the intrusion target is located
when the intrusion target approaches or moves
away; and
a third determining submodule, configured to deter-
mine the current state of the state flag bit according to
the previous state of the state flag bit when the
intrusion target is relatively stationary.

[0047] Optionally, the response module 208 includes:

a first response submodule, configured to not per-
form an alarm action or a protection action according
to the safe state of the state flag bit;
a second response submodule, configured to per-
form the alarm action according to the alarm state of
the state flag bit; and
a third response submodule, configured to perform a
protection action according to the protection state of
the state flag bit.

[0048] The monitoring area protection apparatus pro-
vided by the embodiments of the present disclosure can
implement each process implemented by the monitoring
area protection method in the above method embodi-
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ments, and can achieve the same beneficial effects. To
avoid repetition, details are not repeated herein.
[0049] As shown in FIG. 3, FIG. 3 is a schematic
structural view of an electronic device provided by the
present disclosure. The electronic device includes: a
processor 301, a memory 302, and a computer program
stored on the memory 302 and executable on the pro-
cessor, wherein the processor 301, when executing the
computer program, implements steps in the monitoring
area protection method according to embodiments of the
present disclosure.
[0050] The electronic device provided by the embodi-
ments of the present disclosure can implement each
process implemented by the monitoring area protection
method in the above method embodiments, and can
achieve the same beneficial effects. To avoid repetition,
details are not repeated herein.
[0051] The embodiments of the present disclosure
further provide a computer-readable storage medium.
A computer program is stored on the computer-readable
storage medium, and when the computer program is
executed by a processor, each process of the monitoring
area protection method or the application-side monitor-
ing area protection method provided by the embodiments
of the present disclosure is implemented, and the same
technical effects can be achieved. To avoid repetition,
details are not repeated herein.
[0052] The embodiments of the present detailed de-
scription are all preferred embodiments of the present
application, and do not limit the protection scope of the
present application accordingly. Same components are
represented by same reference numerals. Therefore, all
equivalent changes made according to structures,
shapes, and principles of the present application shall
be included within the protection scope of the present
application.

Claims

1. A monitoring area protection method, comprising:

establishing a correspondence table σi → F(di)
between measurement distances and repeat-
abilities, wherein di is an i‑th measurement dis-
tance, and σi is measurement repeatability of an
i‑th measurement di; and performing fitting, ac-
cording to the correspondence table σi → F(di) ,
a continuous correspondence relationship σd =
F(d) between the measurement distances and
the repeatabilities;
setting a protection area distance and an alarm
area distance based on a measurement dis-
tance required by a target monitoring area,
and dividing the target monitoring area into a
protection area, an alarm area, and a safe area
according to the protection area distance and
the alarm area distance;

substituting the alarm area distance and the
protection area distance into the continuous
correspondence relationship between the mea-
surement distances and the repeatabilities to
obtain a corresponding measurement repeat-
ability, and performing calculation on a distance
hysteresis corresponding to the alarm area and
the protection area distance according to a value
of the measurement repeatability, wherein a
calculation formula isΔdhys (d)=ρd×σd , where-
in ρd is a hysteresis adjustment factor, and σd is
the measurement repeatability;
performing calculation to obtain a first transition
area distance and a second transition area dis-
tance based on the alarm area distance, the
protection area distance, and the distance hys-
teresis corresponding to the alarm area and the
protection area distance, and setting a first tran-
sition area and a second transition area accord-
ing to the first transition area distance and the
second transition area distance;
when an intrusion target is detected, obtaining
an intrusion distance of the intrusion target, and
determining a state flag bit of the intrusion target
according to distance relationships between the
intrusion distance and the protection area dis-
tance, the first transition area distance, the
alarm area distance, and the second transition
area distance, wherein the state flag bit is one of
a safe state, a protection state, and an alarm
state; and
performing a determination according to a cur-
rent state of the state flag bit, so as to perform an
alarm action or a protection action.

2. The monitoring area protection method according to
claim 1, wherein determining the state flag bit of the
intrusion target includes:

during initialization, if the intrusion distance is
less than or equal to the protection area dis-
tance, determining that the intrusion target is in
the protection area, and presetting the current
state of the state flag bit as the protection state;
if the intrusion distance is greater than the pro-
tection area distance and less than or equal to
the alarm area distance, determining that the
intrusion target is in the alarm area, and preset-
ting the current state of the state flag bit as the
alarm state; and
if the intrusion distance is greater than the alarm
area distance, determining that the intrusion
target is in the safe area, and presetting the
current state of the state flag bit as the safe state.

3. The monitoring area protection method according to
claim 1, wherein determining the state flag bit of the
intrusion target further includes:
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when the intrusion target approaches or moves
away, if the intrusion distance dmin is less than or
equal to the protection area distance dr , deter-
mining that the intrusion target is in the protec-
tion area, and the current state of the state flag
bit at this time is the protection state, wherein a
formula is expressed as dmin ≤ dr ;
if the intrusion distance dmin is greater than the
protection area distance dr and less than or
equal to the protection area distance dr plus
the second transition area distance Δdhys(dr) ,
determining that the intrusion target is currently
in the second transition area, and, if a previous
state of the state flag bit is the safe state or the
alarm state, the current state of the state flag bit
at this time is the alarm state, and if the previous
state of the state flag bit is the protection state,
the current state of the state flag bit is the pro-
tection state, wherein a formula is expressed as
dr<dmin ≤ dr + Δdhys(dr ) ;
if the intrusion distance dmin is greater than the
protection area distance dr plus the second
transition area distance Δdhys(dr) and less than
or equal to the alarm area distance da , deter-
mining that the intrusion target is in the alarm
area, and the current state of the state flag bit at
this time is the alarm state, wherein a formula is
expressed as dr + Δdhys(dr )<dmin ≤ da ;
if the intrusion distance dmin is greater than the
protection area distance da and less than or
equal to the alarm area distance da plus the first
transition area distance Δdhys(da) , determining
that the intrusion target is currently in the first
transition area or the alarm area, and, if the
previous state is the safe state, determining that
the current state is the safe state, and if the
previous state is the alarm state or the protection
state, the current state of the state flag bit at this
time is the alarm state, wherein a formula is
expressed as da<dmin ≤ da + Δdhys(da); and
if the intrusion distance dmin is greater than the
alarm area distance da plus the first transition
area distance Δdhys(da) , determining that the
intrusion target is in the safe area, and the
current state of the state flag bit at this time is
the safe state, wherein a formula is expressed
as dmin>da + Δdhys(da) .

4. The monitoring area protection method according to
claim 1, wherein determining the state flag bit of the
intrusion target further includes:

when the intrusion target is relatively stationary,
if a previous state of the state flag bit is the safe
state, the current state of the state flag bit at this
time is the safe state;
if the previous state of the state flag bit is the
alarm state, the current state of the state flag bit

at this time is the alarm state; and
if the previous state of the state flag bit is the
protection state, the current state of the state
flag bit at this time is the protection state.

5. The monitoring area protection method according to
any one of claims 1 to 4, wherein performing the
determination according to the current state of the
state flag bit, so as to perform the alarm action or the
protection action, includes:

if the current state of the state flag bit is the safe
state, not performing the alarm action or the
protection action;
if the current state of the state flag bit is the alarm
state, performing the alarm action; and
if the current state of the state flag bit is the
protection state, performing the protection ac-
tion.

6. A monitoring area protection apparatus, comprising:

an establishing module, configured to establish
a correspondence table σi → F(di) between
measurement distances and repeatabilities
and fit a continuous correspondence relation-
ship σd = F(d) between the measurement dis-
tances and the repeatabilities;
a presetting module, configured to set a protec-
tion area distance and an alarm area distance
according to a requirement of a target monitor-
ing area;
a first calculating module, configured to calcu-
late a corresponding distance hysteresis ac-
cording to the alarm area distance, the protec-
tion area distance, and a value of a measure-
ment repeatability corresponding thereto;
a second calculating module, configured to per-
form calculation according to the alarm area
distance, the protection area distance, and the
distance hysteresis corresponding thereto, to
obtain a first transition area distance and a sec-
ond transition area distance;
an obtaining module, configured to obtain an
intrusion distance of an intrusion target when
the intrusion target is detected;
a comparing module, configured to compare
distance relationships between the intrusion dis-
tance and the protection area distance, the first
transition area distance, the alarm area dis-
tance, and the second transition area distance;
a determining module, configured to determine
that a state flag bit is one of a safe state, a
protection state, and an alarm state; and
a response module, configured to perform a
state determination according to a current state
of the state flag bit, so as to perform an alarm
action or a protection action.
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7. An electronic device, comprising: a memory, a pro-
cessor, and a computer program stored on the mem-
ory and executable on the processor, wherein the
processor, when executing the computer program,
implements steps in the monitoring area protection
method as claimed in any one of claims 1 to 5.

8. A computer-readable storage medium, wherein a
computer program is stored on the computer-read-
able storage medium, and the computer program,
when executed by a processor, implements steps in
the monitoring area protection method as claimed in
any one of claims 1 to 5.
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